My Privacy: Safely Navigating Life Online 

My Privacy: Safely Navigating Life Online

Consumer Perceptions, Awareness Levels and Concerns
Microsoft Corp. retained Pieros Research Consultancy to conduct focus group research to commemorate Data Privacy Day, a global event held Jan. 28 to increase awareness of privacy and data protection issues among consumers. The research engaged three audience segments: 18-to-24-year-olds; parents and professionals in their mid-30s and 40s; and baby boomers age 60 and older in Dallas and San Francisco. 

The qualitative research was initiated to examine consumer perceptions, awareness levels and concerns regarding online privacy and safety issues, specifically these:

· Online behavior 

· Definitions of online privacy

· Reputation management

· Privacy protection strategies

· Search privacy

· Targeting advertising 

· Cloud computing

· Social networking 

· Identity theft

· Child safety

Key Findings
The focus group findings suggest that although consumers are concerned about protecting online privacy, they typically have a surface understanding of privacy and the threats they may face online. Although many participants disclosed that they take basic precautionary measures such as using spam filters, deleting cookies and installing anti-virus software, they do not truly understand the privacy decisions they make or the threats they encounter daily. 

Although concerns about privacy are universal across segments surveyed, the specific concerns and risks encountered by participants are unique based on individual Internet use. 
Privacy Attitudes 
· Online privacy equates to adequate protection of personal, especially financial, information. Participants expect that their personal information will not be shared, sold or used by third parties without their consent. There is significant concern across segments regarding the use of personal information by cybercriminals for malicious purposes such as fraud, unwanted e-mail solicitations and identity theft. 
· Consumers are fairly nonchalant when it comes to protecting privacy online. Participants reported that once they share personal information online, they invariably relinquish control of that personal information and accept that it will live forever online. Most routinely consider the implications of their decisions when sharing information but admit that these implications do not necessarily change online behaviors. 
· Privacy is protected when they interact with trusted Web sites or organizations. Participants suggested that online interactions with large or multinational companies with well-reputed brands instill a greater sense of trust. More specifically, the leading factor identified by participants that affects online trust is familiarity with the company, typically based on previous experience or a strong international brand.

· The convenience of online transactions often outweighs the risks. Participants feel there is a general lack of privacy on the Internet, and believe that the benefits of conducting business (e.g., online banking or commerce) and communicating online (e.g., e-mail, blogs or photo sharing) outweigh the risks and have come to accept them as terms of engagement. 
Targeted Advertising
· Attitudes toward targeted advertising vary. Some participants view targeted advertisements as a nuisance, while others find them informative. Most participants accept targeted advertising as a standard characteristic of the Internet.
· Consumers are willing participants in the value exchange. Participants accept the notion that companies need to collect, and to an extent share, personal information to provide free services to consumers. Some participants admit that although they did not previously consider this value exchange, it is a reasonable expectation. 
Issues of Concern
· Identity theft is the most prevalent concern for all segments. Participants routinely reported concerns related to identity theft. Of note, personal experience was not the primary driver of this concern, but rather word of mouth or information gleaned from consumer media such as television news.
· Child safety is a top concern for parents. Parents in their mid-30s and 40s were notably apprehensive about disclosing personal information that could endanger children, such as physical danger from predators or cyberbullying. 
· Sharing or selling of personal information without consent is a top concern for all consumers. Participants suggest that consumers prefer to be notified about, and to consent to, how personal information will be distributed to third parties or otherwise used. All segments raised concerns about unwanted advertisements or e-solicitations resulting from the distribution of personal information by visited Web sites or corporations. Participants reiterated that they feel their privacy is protected when they have been assured that their personal information is secure and that they have control over how it is used and with whom it is shared. 
Generational Trends

· Consumers accept responsibility for safeguarding information on social networking sites. Participants across all generations are aware of the implications of sharing personal information through social networking sites. Although young adults tend to use these sites more than their older counterparts, they acknowledge the risks of engagement and accept responsibility for making informed decisions about protecting their privacy. Given their familiarity with these sites, young adults are more likely to be aware of the basic privacy features of these sites.  

· Generations differ on whose responsibility it is to protect privacy online. Although participants issued a call for shared responsibility, there were distinct trends among various segments. For example, young adults and boomers placed a strong emphasis on individual responsibility, while parents and professionals are more likely to look to the government or companies to provide adequate privacy protections. 
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