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Applications are increasingly targeted by cybercriminals, with the result that software developers are being challenged to better protect their customers by embedding security and privacy into their software. To address this challenge, Microsoft Corp. is committed to sharing tools and guidance developed as part of the Security Development Lifecycle (SDL) process, which is designed to help reduce the number and severity of vulnerabilities in software. In 2008, Microsoft also created the SDL Pro Network, a group of security specialist companies that can guide and support development organizations in implementing the SDL and improving the security of their products. At Black Hat DC 2010, Microsoft announced the expansion of the SDL Pro Network by adding a new membership category and seven new members.
SDL Pro Network Objectives

The primary focus areas of the network are the following:
· Protecting the customer by helping developers adopt the SDL and other secure coding practices

· Improving the SDL by helping Microsoft understand how the SDL is used by developers, how it could be modified and what needs are not yet being met by the program

Categories

The network now has three membership categories: Consulting, Training and Tools. The Tools category was announced at Black Hat DC 2010 and includes companies that are able to deploy a range of security tools, such as static analysis tools for the Implementation phase, fuzzers for the Verification phase, and dynamic and binary analysis tools for the Verification and Release phases.

Members
The SDL Pro Network comprises 18 security consultants, training companies and tool providers that specialize in application security and can guide and support development organizations as they integrate the SDL into their operations. The seven most recent additions are in boldface below, and additional information about these companies is at the end of this fact sheet.
· Booz Allen Hamilton Inc., McLean, Va. (Consulting member)

· Casaba Security LLC, Redmond, Wash. (Consulting member)

· Cigital Inc., Dulles, Va. (Consulting member)
· Codenomicon Ltd., Oulu, Finland (Tool member)
· Consult2Comply, Herndon, Va. (Consulting member)
· Fortify Software Inc., San Mateo, Calif. (Tool member)
· IOActive Inc., Seattle (Consulting member)
· iSEC Partners Inc., San Rafael, Calif. (Consulting member)
· Leviathan Security Group Inc., Seattle (Consulting member)
· Next Generation Security Software Ltd. (NGS), London (Consulting member)
· n.runs AG, Oberursel, Germany (Consulting member)
· Safelight Security Advisors, Providence, R.I. (Training member)

· SAIC, San Diego (Consulting member)

· SANS Institute, Bethesda, Md. (Training member)

· Security Innovation Inc., Wilmington, Mass. (Consulting member)
· Security University Inc., Stamford, Conn. (Training member)
· Veracode Inc., Burlington, Mass. (Tool member)
· Verizon Business, Basking Ridge, N.J. (Consulting member)
Services Provided

The training, tools and consulting services offered by SDL Pro Network members are available to companies of all sizes. Closely following the SDL, these services are designed to span the entire life cycle and make security and privacy an integral part of how software is developed. Specific offerings include these:

· Training, policy and organizational capabilities, including security training and general counsel on how to implement the SDL

· Requirement and design consulting, including risk analysis, functional requirements and threat modeling 
· Implementation assistance, including use of safe APIs, code analysis and code review
· Verification, including fuzzing and Web application scanning
· Release and response support, including Final Security Review, penetration testing, and response planning and execution
· Security tools, such as static analysis tools for the Implementation Phase and dynamic and binary analysis tools for the Verification Phase
More Information
More information about the Microsoft SDL Pro Network is available at http://www.microsoft.com/security/sdl/getstarted/pronetwork.aspx.
For more information, press only:
Rapid Response Team, Waggener Edstrom Worldwide, (503) 443-7070, rrt@waggeneredstrom.com
Additional Information About the Seven New Members
Booz Allen

Booz Allen Hamilton has been at the forefront of strategy and technology consulting for 95 years, providing a broad range of services in strategy, operations, organization and change, information technology, systems engineering, and program management. To learn more, visit www.boozallen.com.

Booz Allen provides services to enhance the security of software throughout its lifecycle and can help organizations establish and maintain effective software assurance programs. It has been a key player in Open Web Application Security Project (OWASP). 

Casaba Security

Casaba Security is a select group of technology security consultants and developers with a reputation for relentlessly researching, developing and implementing innovative solutions to the most difficult security problems. It does this by providing in-depth product security reviews — analyzing requirements and design decisions, and performing SDL-required security testing. Casaba is constantly seeking out and evaluating the best tools and technologies for their clients’ needs. When they don’t exist, they build them. Casaba can be reached through http://www.casabasecurity.com with any questions or to request a free consultation.
Codenomicon 

Codenomicon develops test automation software that can be used to quickly identify security flaws in communication products and services. Its unique, model-based fuzzing technique exposes more weaknesses than any other fuzzing platform. Codenomicon is a spinoff of the widely acclaimed PROTOS project, and has more than 10 years of experience in proactive security testing. Thousands of software developers, testers and security auditors in different industries around the world rely on Codenomicon Defensics to mitigate threats. For companies interested in integrating fuzzing into the SDL, Codenomicon provides off-the-shelf tools for all standard or proprietary protocols. Codenomicon also offers an extensive range of services related to product security. Full auditing services are available for all types of communication software. For more information please visit http://www.codenomicon.com/sdl-fuzzing.
Consult2Comply

Consult2Comply (C2C) helps businesses compete, comply and continuously improve by enabling them to quickly, efficiently and easily manage, measure and maintain compliance to the myriad of national and international industry standards, regulations and best practices most relevant to their industries’ operations. C2C has worked with the Microsoft SDL team to integrate the SDL into the Compliance Mapper platform. Compliance Mapper is a dynamic Web service that allows for many-to-many mappings of key sections of the SDL to applicable laws, rules, regulations and best practices for secure software architecture and design. C2C’s global network of experts can support simple or complex governance, risk and compliance engagements. For more information visit http://www.consult2comply.com.
Fortify

Fortify’s Software Security Assurance products and services protect companies from the threats posed by security flaws in business-critical software applications. Its software security suite — Fortify 360 — drives down costs and security risks by automating key processes of developing and deploying secure applications. Fortify Software’s customers include government agencies and Fortune 500 companies in a wide variety of industries, such as financial services, healthcare, e-commerce, telecommunications, publishing, insurance, systems integration and information management. The company is backed by world-class teams of software security experts and partners. More information is available at http://www.fortify.com.

Safelight Security Advisors

Safelight Security Advisors has trained tens of thousands of students globally on information security across all major market verticals. The company brings extensive experience providing developer and technology teams with the knowledge and tools to design and maintain secure application and enterprise systems. As a member of the SDL Pro Network, Safelight’s training programs will help companies incorporate security best practices into their development initiatives, offering security education courses that cover all phases of the SDL. SDL-specific training includes the following:
· Application security fundamentals
· Architecting secure systems
· Introduction to secure coding
· Language-specific secure coding
· Testing for secure systems
Safelight uses proven methodologies for both instructor-led and online training, along with security assessment and process guideline products, to help chief security officers and their teams create a security-centric company — the single strongest barrier to inside and external threats. For more information, view its Web site at http://securityadvisors.com.

Veracode

Veracode SecurityReview’s patented and proven cloud-based capabilities allow customers to govern and mitigate software security risk across one application or an entire enterprise portfolio with unmatched simplicity. Veracode’s SecurityReview helps improve SDLC security without sacrificing profitability or time to market by combining static, dynamic and manual testing. SecurityReview is an ideal solution for organizations seeking a cost-effective means to implement security best practices, achieve regulatory compliance or simply achieve an independent security assessment as visible proof for customers that their organization has “built security in” to their applications. Veracode’s SDL service offerings cover the Security Training, Implementation, Verification and Release Phases of the Microsoft SDL. More information is available at http://www.veracode.com.
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