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SDL Process Template
The SDL Process Template is a freely downloadable framework for application developers to adopt the Microsoft Security Development Lifecycle (SDL), and in turn create more secure code and a safer computing environment for customers.
The following applies to the template:

· It is intended for use by application developers.
· It automatically integrates the SDL into Visual Studio Team System.
· It is available to the public at no cost.
· It will be available to the public on May 19, 2009, and can be downloaded from http://www.microsoft.com/sdl.
· It includes extensive how-to guidance.
· It generates a detailed Final Security Review report that provides an overview of security issues, testing results and status for all security requirements associated with a project, and verifies that SDL requirements were met prior to a product’s release.
· It accommodates third-party tools that work with Team Foundation Server.
· It enables users to discover security issues early in the development life cycle, reducing the total cost of development.

SDL Pro Network Expansion
In an effort to enable organizations outside the company to adopt the SDL, Microsoft Corp. created the SDL Pro Network. Highlights include these:

· Launched in November 2008, the group is currently in a one-year pilot program.
· The goal of the group is to combine Microsoft’s and industry security service providers’ expertise to help other companies adopt and use the SDL.
· Current members include these security consultants and trainers from around the world:
· Cigital Inc.
· IOActive Inc.
· iSEC Partners Inc.
· Leviathan Security Group Inc.
· Next Generation Security Software Ltd.
· n.runs AG
· Security Innovation Inc.
· Security University Inc.
· Verizon Business
· On May 19, the SANS Institute, an information security training, certification and research organization, and Science Applications International Corp. (SAIC), a U.S. government contractor, were also added to the SDL Pro Network in an effort to further broaden the SDL’s reach. 
· More information is available by going to http://www.microsoft.com/sdl and clicking on SDL Pro Network.

Updated SDL Documentation
The SDL process is regularly updated to reflect the most current information across all phases of the development life cycle.

The following applies to the updated documentation:

· It is intended for all application developers, regardless of whether they use the SDL.
· It is available to the public at no cost.
· It includes updates to the prior SDL requirements and recommendations and line-of-business application development guidance.
· It will be available to the public on May 19 and can be downloaded from http://www.microsoft.com/sdl.

What is Microsoft’s SDL?
Part of Microsoft’s Trustworthy Computing tenet, the Security Development Lifecycle (SDL) is the process Microsoft developed to provide customers with high-quality, meticulously engineered and rigorously tested software that helps withstand malicious attacks. Microsoft requires every one of its Internet-facing or enterprise-class products to go through the SDL process.

In addition to engineer training, the SDL encompasses a systematic series of mandated security- and privacy-focused activities and deliverables. These include the development of threat models during software design, the use of static analysis code-scanning tools during implementation, and the conduct of code reviews and security and privacy testing. During the release phase, the SDL also includes response planning, release archive activities and final security review.

More information is available at http://www.microsoft.com/sdl.

