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Microsoft Defender Security Center

Security operations

Active alerts
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New In progress

Connection to a blocked cloud application was detected

A malicious file was detected based on indication provided by 0365
An uncommon file was created and added to a Run Key

Anomaly detected in ASEP registry

Suspicious file dropped

Machines at risk

Machines with sensor issues

mtc-sec-cl-0000

mic-sec-cl-0006

mtc-sec-cl-0001
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30 days Service health

Low

Medium

Medium

Medium

30 days

B Medium 49
M low 24
Informational 15

2/17/20, 8:49 PM

2/14/20, 201 PM

2/13/20, 452 PM
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2/13/20, 453 PM

Machines list
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I 12 I 4 1
I n I 4 1
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Active automated investigations

Active

Automated investigations statistics

(@ 03

Automated investigations Average pending time

2 Of:
Remediated investigations Average time to remediate &

Users at risk

sec-m365\stakahashi

sec-m365\ktanaka

sec-m365\ksuzuki

© x© »

sec-m365\stakahashi

Detection sources

350 369

M Pending action

Waiting for machine

M Running

2

Alerts investigated
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=" Hours automated

0
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30 days

7 days
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Windows Defender Security
Center [E|H C, [Settings] &
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Microsoft Defender Security Center

@

Dashboards

@

Incidents

0. Machines list

& Alerts queue

@ Automated investigations

£5  Advanced hu nting

| Reports

°@  Partners & APls

é Threat & Vulnerability Management
T Evaluation and tutorials

% Service health

% Configuration management

£ Settings

AL — 2

ax A&

Security operations

Microsoft Threat Protection

Experience Microsoft Threat
Protection

Unify your security operations through a single pane of glass across Office 365
ATE Microsoft Defender ATP Azure ATE and Microsoft Cloud App Security. Get
incident management, automated investigations, and advanced hunting on

Cffice 363, your endpoints, and your identities.

Available in the Microsoft 365 security center with a Microsoft 365 E5 or
equivalent license. Learn more.

Hide this card

Active alerts 30 days

73

MNew

Active automated investigation:

4

Active

Automated investigations statis
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3. Settings [EE T, [Onboarding] Z7Uv7J7L%9d,

4.  Settings [B|[E C. [Deployment
method] f8H'56
[Group Policy] ZERLE T, caigs

@ Dashboards e
& Select operating system to start onboarding process:

@ Incidents Permissions Windows 10 ~

Roles
O Machines list .

Machine groups 1. Onboard a machine
F Alerts queue kst machine onboarded: Completed @

APls

@ Autorated investigations N board machines to Microsoft Defender ATP using the onboarding configuration package that matches your

SIEM . . . 2

referred deployment method. For other machine preparation instructions, read Onboard and set up.
£ Advanced hunting Deployment method
Rules
Group Paolicy
£ Reports - Custom detections
Local Script (for up to 10 machines)

Alert suppression
o3 Partners & APls A4 . Group Policy ATP rachines see Configure

Indicators
qﬁ! Threat & Vulnerability Management Automation allowed/blocked lists Microsoft Endpoint Configuration Manager current branch and later

Web centent filtering System Center Configuration Manager 2012 / 2012 R2 / 1511/ 1602
T Evaluation and tutorials Automation uploads Mobile Device Management / Microsoft Intune
@ service health Automation folder exclusions VDI onboarding scripts for non-persistent machines

FITSt Machine Cetection oot ¢ ompl GL)

AL n e

Eé Configuration ma

To verify that the machine is properly onboarded and reporting to the service, run the detection script on the

| Onboarding newly onboarded machine

I bieE Settings

a. Open a Command Prompt window

b. At the prompt, copy and run the command below. The Command Prompt window will close automatically.
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5. Settings [E[E C. [Download package] #7Uv7J LT,
ATV T &S O0-RLET,

Microsoft Defender Security Center

Settings

(G ] Dashboards A
= Select operating system to start onboarding process:

@ Incidents Permissions Windows 10

Roles
& Machines list .

Machine groups 1. Onboard a machine
& Alerts queue First machine onboarded: Completed @

APls

@ Automated investigations v Onboard machines to Microsoft Defender ATP using the onboarding configuration package that matches your

SIEM preferred deployment method. For other machine preparation instructions, read Onboard and set up.
% Advanced hunting Deployment method

Rules
Group Policy ~

k' Reports - Custom detections

Alert suppression, You can configure your machines using Group Policy.
S Partners & APIs Indicators For more information on how to configure and monitor Microsoft Defender ATP machines see Configure

machines using Group Policy section in the Microsoft Defender ATP guide.

ﬁn Threat & Vulnerability Management Automation allowed/DI0

Web content filtering | Download package
L2 Evaluation and tutorials R

Automation uploads

2@ Service health Autemation folder exclusions 2. Run a detection test

First machine detection test: Completed []

fizd Configuration management Machine management
=] 9 9 9
_ To verify that the machine is properly onboarded and reporting to the service, run the detection script on the
I B setti Onboarding newly onboarded machine:
ettings
Offboarding a. Open a Command Prompt window

b. At the prompt, copy and run the command below. The Command Prompt window will close automatically.
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% ScDevicgenum Smart Card Device Enumeration Service =i LocalSystemN...
+ Schedul 1800 Task Scheduler =T netsves
4 SCPolicyfpve Smart Card Removal Policy =l netsves
7 SDRSVC Windows /{7797 FiE SDRSVC
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- Security§ealthService 10404 Windows B¥alT 4-F2 =iTH
5 SEMgrs FLE LT NFC/SE TH— e =31 LocalService
— == 3088 System Event Motification Service =iTF netsves
f . Sense 10480  Windows Defender Advanced Threat Protection Service T
= minhas Sensor Data Service
+ SensorService Sensor Service LocalSystemMN...
i Sensrve Sensor Menitoring Service LocalServiceA...
4 SessionEnv 3056 Remote Desktop Configuration netsves
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+ SharedAccess 3800 Internet Connection Sharing (1CS) netsves
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4 shpamsve Shared PC Account Manager = netsves
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+ SNMPTRAP SNMP 597 =
Jspectrum Windows S -F2 =
< Spooler 4436 Print Spooler =
44 SPPSVC Software Protection =
+ SSDPSRV 8700 SSDP Discovery = LocalServiceA...
4 ssh-agent OpenSSH Authentication Agent =
+ SstpSve 4676 Secure Socket Tunneling Protocol Service = LocalService
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