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ASB : Cloud Access Security Broker
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Reverse Proxy

IRM : Identity Rights Management

EDR : End point Detection and Response

MAM : Mobile Application Management
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Mac &ATE, F9Y1R-FCERAMLINERIET

Microsoft Defender Security Center % @ 7. ©  Analyst@WcdTestPrd.onmic..

2 Machines > 2 tudors-MacBook-Pro > # Microsoft Defender ATP detectel

. Automated investigation does
Microsoft Defender ATP detected not support S Ale

"Trojan.MAC.MacRansom.A" malware
This alert is part of incident (59391)

MacRansom
L. 9 LZAPHOBERERF v LT, # EERLET, FTOHE
AER/LET.

Open File page -+ Add Indicator & Download file

© EEOHRL File creation d
i3

Action tirr 24,2019, 11:2 PM

BEDAE ¢ Y 2020/03/06 6:46:56 Severity Low Acti e Oct 24, 20 0:59

0

3,832

i #aw

Category: Malware re er patt sers/tudor/Downloads/MacRansom/MacRansom/
Detection source: Antivirus b ame Trojan.MAC.MacRansom.A

Success
Sl Ay 2F ¢ VOF

% 94 ERBOBILEORE BEoRR .
Description
®© 7033 VBRETT. cf0743ed381ade69bba3d1dd3d357a8300bcddae

617f7301fd67e8b5d8ad42d4e94e02cb3 13fe5ad51770ef93323¢611

2 DA ERROBIL OB

a3e655209c57af587849ac3
© REOEERENTT. 8fe94843a3e655209c57af587849%ac3a

Bile| R 2020/03/06 6:46:55 Alert process tree 18.49 KB

Unsigned file

® {OMacRansom File Detections

IRTOEE

Here is a list of items that Microsoft Defender ATP detected as threats on your device. Alerts High Medium Low Informational

® : 0o |13 1 595

40/56

A: VB:Trojan.Agent.DGSK 2 156143 JST (WIRRF)

VB:Trojan.Agent.DGSK /30 1:18:41 JST (BIRFHH)

@ r({’\

: VB:Trojan.Agent.DGSK /30 1:18:22 JST (IK3)
tatonilly.A

i: VB:Trojan.Agent.DGSK /30 1:18:18 JST (WIMF)

Source
|Read more on Microsoft Encyclopedia

\: Trojan.Agent.DGTY Ransom:MacOS_X/Ratatonilly.A

: Trojan.Agent.DGTY

\: Trojan.Agent.DGTY 2020/ :57:58 JST (MR a)

(: Trojan.Agent.DGTY 2020/0

Trojan.Agent.DGTY 2020/01/25 10:57:50 JST (WIkkFH)
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Microsoft Threat Protection
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Microsoft 365 security

Active incidents

18 active incidents

Assigned incidents (6)

Unassigned incidents (12)

Informational tow [l wmedium | High

Incident name Severity Active alerts Scope Assigned to Last activity

mTe Incident - 03/... [N =igh 2/50 B A5 2 secops@MTPDem.. March 11,2020

mDATP Incident - 0... I =igh 45/59 Os As Unassigned March 8, 2020 5:

wmTe Demo Inciden... [N High 10/10 Ea 21 31 Unassigned March 8, 2020 4:

MTP Incident - 03/... ... High 31/37 23 K22 £ Unassigned March 8, 2020

3866 HEN =i 1/36 O3 A1 &1 admin@MTPDemo... March 2, 2020 &
[

View all active incidents
Microsoft Secure Score Users at risk

Secure Score: 41% 12 users at risk

38/93 points achieved

Microsoft Secure Score is a representation of your organization's _

security posture, and your opportunity to improve it.

Score last updated 2020,/03./10 . I—igf" Risk Medium Risk Low risk

60%

40% - 1T n\nn\ /v_\‘_

Users with threat detections Devices at risk

Users with threat detections

8 devices at risk

User Alerts

Device Risk level
MTP Global Reader 30

robertot-pc A High
SecurityOps Analyst 16

barbaram-pc A High
Barbara Moreland 12

mtp-air-dc01 A High
MOD Administrator =

aarifs-pc A High
Gail Erickson 2

lolas-pc A High

andrewf-pc A redium

deborahp-pc A wedium

mtp-air-web01 A Low

Show more View details

Devices with active malware

4 affected device(s)

Intune-managed devices with active, unresolved malware

W Active | Mo Active Malware

Give feedback
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Basic Rule of
Security

You can't MANAGE what you can’t SEE.
RIBVODEIEIETER,

You can't PROTECT what you can't
Manage.

BIETERVEDEFSTNRL,




AGENDA

1 sizgorBbeV>3E

) Y- OEROLEM

3 F-HOREOZELL

>
=
a'd
D
O
LL]
Vg



>
=
a'd
D
O
LL]
Vg

AGENDA

1 sizgorBbeV>3E

38



1. MAZFDORZBALEVVSERE

MERDEBRIAELBRWEDICES T I3

B T ABHRIRN DI &
B E=RETORIA
B -5 JREZBUIHE - T AMDEN

ESUTHMEMEHBAIEITHDD ?

B IRGITERBITHIRNMNE
B TNBVWCEZIL-ILICUTWLS
B V)33 rEDECETImE




AGENDA

) Y- OEROLE

>
=
a'd
D
O
LL]
Vg



2. V=)L DA DWE

HLN=3T14FTCOLERIE
m JO0-)VUl =» 3L

B AMOGEME =» REE
B T 1357/ = BP-9EfFE:TE

HIHE C (L E&hn &
WORECIoFE

This project is
confidential, so | share
with project member

¥

HEBERINECITER

BAL TR0 DAL O | B
DHBEL @Eﬁﬁai@s/ub\/\/fc

We ne gl €
this document with
business partners!

[1i3fp | ERHIEFIEE T
OHBEVOSONE 55

MWMEZEFLIIVWZCOE
BAHNTHELD ?



2. Y=)LD;EFHDWETE

ﬂ L..: »- L-¢= Be Lc: By L-l= I-—]

DREINIATT 5 BT E XTI

RFIAZ B
=7

= EEBENHNZENENAzure Information Protection(AIP)EEFRUT. RFI1XD MO L AN DDFEEU.
@RI ZE DB

= Y—JLAIPYIARYS — (LR TEYNCT — 52 REL TNBTLICLD, ARIZFADESTH S EDEBALZ K

Y=L L THRIEBFEBREE I LEETFIIENTIHELRD




>
=
a'd
D
O
LL]
Vg

AGENDA

3 F-IDFTEDZEAL

43



3. T—HOFR1EDZAL

I3V RERD
=i

SEBEFETLD
T-9RBORIE

 CSTRBPICHIBISINGR |+ SEETEFIORESE . FRRSBROTECA TR
D==AMIEEAD . P ROFEMDEE . ITEBFIEL COHiE) DRI

« AE—R-JXMEHMMBEENIL

F— S OFFENZAEL TEIEL(SAYY Y - F— 9B BENTONIEUR I DIERD TES




SUMMARY

TEA L

12 JJ’ ,

| [ROHHTHIZEET CadL
| V-I&8 ‘ﬁlﬁbt_




Basic Rule of
Security

People are the fundamental

UNEC==NPNES )

There is NO GOAL but Security is a Habit
TF V7T -IUIRCEE
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