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INCIDENT DETAILS ///
This APT group targets organizations across multiple

industries, including government agencies, financial
institutions, and technology companies.

Multi-factor authentication (MFA)
could have prevented this attack.

ERROR OR CONTROLS
NEGLECT ENVASION
@ I PASSWORD
DELIVERY SPRAY EXPLOITATION

DAS@DO

Conditional access
could have prevented

unauthorized access.

MONITORING &
INTERCEPTION

&

[ SIS,

Logging and auditing non-owner
mailbox access would have
detected malicious behavior.

PARTNER & COMMAND & ACTIONS ON EXFILTRATE
VENDOR CONTROL OBJECTIVE DATA

Co—
C—
C— 1)
010101019
0101

Logging, at the time of
this incident, was not
enabled by default.

0
Q

DAYS // 01-11

APT group compromises

privileged user’s non-MFA-
enabled Office 365 account.

USE
COMPROMISED
CREDIENTIAL

®

BT

o—O

DAYS // 016-163

Threat actors perform
mailbox searches across
Office 365 environment.

Attacker uses stolen
credentials to VPN into
corporate network,
searches for intellectual
property.

MONITORING &
INTERCEPTION

—0 ®

O Multi-factor authentication could
have prevented the threat actors

from accessing the environment
through the VPN.

0O

1] Office 365 DAYS // 137-218

A Threat actor changes search and

exfiltration technique, leveraging
Compliance Search to allow for
precision searches.

EXFILTRATE
DATA

Ca—
01

= Introducing Compliance Search in
oros Office 365 - Microsoft 365 Blog—
Compliance Search is a new addition
to the Office 365 Compliance Center,
designed for times when the full-
fledged search case management of
eDiscovery search isn't required.

Company did
> not have VPN Q g
monitoring
enabled. Q
e

C > DART engaged

DAYS // 137-143

Threat actors create
rules in company'’s
IT environment to
automate data
exfiltration to a third-
party cloud storage
solution.

11 /

MICROSOFT DETECTION AND RESPONSE TEAM // DART e
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Date J | Status Location Client app Risk state T | Risk level (aggregate) Tl  Risk level (real-time)

D 2/3/2020, 12:37:53 AM Failure noumea, sud, nc Unknown At risk High Medium
D 2/2/2020, 5:04:16 PM Failure nanjing, jilangsu, cn Unknown At risk High Low

D 2/2/2020, 10:15:59 AM Failure bangkok, krung thep, th Unknown At risk High Medium
D 2/2/2020, 2:37:15 AM Failure tarzana, california, us Unknown At risk High Medium
D 2/1/2020, 7:31:08 PM Failure Kunming, Yunnan, CN Unknown At risk High Medium
D 1/24/2020, 9:08:35 AM Failure Nanjing, Jiangsu, CN Unknown At risk High Medium
D 1/22/2020, 6:24:07 PM Failure Chongging, Chongging, CN Unknown At risk High Medium
D 1/22/2020, 8:59:58 AM Success Al Qahirah, Al Qahirah, EG Unknown At risk High Medium
D 1/22/2020, 8:06:56 AM Failure Xicheng Qu, Beijing Shi, CN Unknown At risk High Medium
D 1/22/2020, 5:28:44 AM Failure Nanning, Guangxi, CN Unknown At risk High Medium
D 1/20/2020, 5:58:06 PM Failure Buenos Aires, Ciudad De Buenos Aires, AR Unknown At risk High High

D 1/20/2020, 1:05:06 PM Failure Al Qahirah, Al Qahirah, EG Unknown At risk High Medium
D 1/19/2020, 12:52:41 PM Failure Hefei, Anhui, CN Unknown At risk High Medium
D 1/19/2020, 12:40:08 PM Failure Nanjing, Jiangsu, CN Unknown At risk High Medium
D 1/19/2020, 8:17:41 AM Failure Changchun, Jilin, CN Unknown At risk High Medium
D 1/19/2020, 7:36:33 AM Failure Americana (Guadalajara), Jalisco, MX Unknown At risk High High

D 1/19/2020, 7:13:58 AM Failure Buenos Aires, Ciudad De Buenos Aires, AR Unknown At risk iigh High



Failure

Location

Date

Status

noumea, sud, nc

2/3/2020, 12:37:53 AM

Failure

Sign-in error code 50053

Proxy/VPN Detection:

VPN:
TOR:

Fraud Score

Recent Abuse:
Bot Activity:

true

false

false

100

75+ is suspicious | 85+ is high risk
true

true

Failure reason

Account is locked because user tried to sign in too many

times with an incorrect user ID or password.

Client app IMAP4
. i . Proxy/VPN Detection: true
Location Al Qahirah, Al Qahirah, EG VEN: false
Dat 1/22/2020, 8:59:58 AM TR e
ate . 8:59:
SUCCESS Fraud Score 39_ o o _
75+ is suspicious | 85+ is high risk
Status Success Recent Abuse: true

Client app IMAP4

Bot Activity:

true




Identity Protection [C&3Y AT &R4AN

DETECTION TYPE
A IMaIicious IP address () I
Risk level High
Risk detail -
Source Identity Protection

Detection last updated 1/23/2020, 3:38 AM

A IUnfamiIiar sign-in properties (1) I

Risk level Medium
Risk detail -
Source Identity Protection

Detection last updated 1/23/2020, 3:38 AM

DETECTION RISK STATE

At risk

Sign-in time 1/22/2020, 8:59 AM

IPaddress |

Sign-in location Al Qahirah, Al Qahirah, EG
Sign-in client  CBAInPROD
At risk

Sign-in time 1/22/2020, 8:59 AM

IP address L

Sign-in location Al Qahirah, Al Qahirah, EG

Sign-in client  CBAINPROD

TIME DETECTED DETECTION TIMING

1/23/2020, 3:12 AM I Offline I

Token issuer type Azure AD

1/22/2020, 8:59 AM I Real-time I

Token issuer type Azure AD



DA MMEFSINIETA V1Y DA

Date

1/22/2020, 8:18:52 PM
1/22/2020, 8:15:57 PM
1/22/2020, 8:14:57 PM
1/22/2020, 8:14:54 PM
1/22/2020, 8:14:54 PM
1/22/2020, 8:59:58 AM
1/21/2020, 6:45:03 PM
1/21/2020, 6:44:33 PM
1/21/2020, 6:44:32 PM
1/21/2020, 5:41:42 PM
1/21/2020, 9:22:39 AM
1/21/2020, 9:22:09 AM

1/21/2020, 9:21:49 AM

N2

Status

sSuccess

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Location

Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP

Chiyoda-Ku, Tokyo, JP

Client app

Other clients
Other clients
Other clients
Other clients

Other clients

Al Qahirah. Al Qahirah, EGl |

Unknown

Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP
Chiyoda-Ku, Tokyo, JP

Chiyoda-Ku, Tokyo, JP

Other clients

Other clients

Other clients

Other clients

Other clients

Other clients

Other clients

Operating system

| — IMAP4

Device browser
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Identity Protection [C&3Y AT &R4AN

DETECTION TYPE DETECTION RISK STATE TIME DETECTED DETECTION TIMING
/\I Atypical travel (O | At risk 1/4/2020, 9:39 PM Offline
Risk level Medium Ist sign-in time 1/4/2020, 9:19 PM 2nd sign-in time 1/4/2020, 9:38 PM Token issuer type Azure AD
Risk detail - 1st sign-in IP -.65 2nd sign-in IP _,51 Travel duration  19:8
Source Identity Protection 1st sign-in location Isogo-Ku, Kanagawa, JP Berg (Linkopings),

2nd sign-in location Ostergotlands Lan, SE

Detection last updated 1/4/2020, 9:39 PM 1st sign-in client
Mozilla/5.0 (Windows

2nd sign-in client NT 10.0; Win64: x64)

AI Unfamiliar sign-in properties DI At risk 1/4/2020, 9:38 PM Real-time
Risk level Medium Sign-in time 1/4/2020, 9:38 PM Token issuer type Azure AD
Risk detail - IP address -.51
Source Identity Protection Sign-in location Linkoping, Ostergotlands Lan, SE

Detection last updated 1/4/2020, 9:39 PM Sign-in client Mozilla/5.0 (Windows NT 10.0; Wing4: x64)




Date Status Location Client app Operating system Device browser
1/4/2020, 9:38:53 PM Success Linkoping, Ostergotlands Lan, SE Browser Windows 10 Opera 65.0.3467
1/4/2020, 9:38:51 PM Success Linkoping, Ostergotlands Lan, SE Browser Windows 10 Opera 65.0.3467
1/4/2020, 9:38:47 PM Success Linkoping, Ostergotlands Lan, SE Browser Windows 10 Opera 65.0.3467
1/4/2020, 9:38:26 PM Success Linkoping, Ostergotlands Lan, SE Browser Windows 10 Opera 65.0.3467
1/4/2020, 9:38:21 PM Success Linkoping, Ostergotlands Lan, SE Browser Windows 10 Opera 65.0.3467
1/4/2020, 7:07:40 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:16 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:07 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:06 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:05 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:04 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:07:04 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:06:56 AM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/4/2020, 7:06:53 AM Interrupted Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0
1/3/2020, 8:01:48 PM Success Chiyoda-Ku, Tokyo, JP Browser Windows 10 IE 11.0




1 A

Username '~|Application |[+|Resource

ats_ 0365 Suite UX Windows Azure Active Directory

ats 0365 Suite UX Windows Azure Active Directory
% B

Username '~ |Application 'v|Resource

e
e
d
d
d
d
c
c
c
c
b
b
b
a
a

0365 Suite UX
0365 Suite UX
0365 Suite UX
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online
Office 365 Exchange Online

Windows Azure Active Direc Bangkok, Krung Thep, TH
Windows Azure Active Direc Silver Spring, Maryland, US
Windows Azure Active Direc Greenville, South Carolina, US

[~ Location (v |Status || Browser '~ |Operating Sy
Vilnius, Vilniaus Apskritis, LT  Failure | Chrome 43.0.2357 Windows 8
New York, New York, US Failure | Chrome 43.0.2357 Windows 8

'~ | Location '~ |Status - |Browser 'v|Operating Sy

Failure |Chrome 43.0.2357 Windows 8

Failure |Chrome 43.0.2357 Windows 8

Failure JChrome 43.0.2357 Windows 8
Tarrytown, New York, US Failure JChrome 43.0.2357 Windows 8
Norristown, Pennsylvania, US Failure ]Chrome 43.0.2357 Windows 8
Chicago, lllinois, US Failure JChrome 43.0.2357 Windows 8
Austin, Texas, US Failure |Chrome 43.0.2357 Windows 8
Phoenix, Arizona, US Failure JChrome 43.0.2357 Windows 8
Colleyville, Texas, US Failure JChrome 43.0.2357 Windows 8
Holly Ridge, North Carolina, US Failure JChrome 43.0.2357 Windows 8
Buffalo, New York, US Failure |Chrome 43.0.2357 Windows 8
Brooklyn, New York, US Failure JChrome 43.0.2357 Windows 8
Los Angeles, California, US Failure [Chrome 43.0.2357 Windows 8
Los Angeles, California, US Failure |Chrome 43.0.2357 Windows 8
Durham, North Carolina, US Failure JChrome 43.0.2357 Windows 8
San Francisco, California, US  Failure JChrome 43.0.2357 Windows 8
Los Angeles, California, US Failure JChrome 43.0.2357 Windows 8
Scottsdale, Arizona, US Failure JChrome 43.0.2357 Windows 8
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. Auth Code

grant_type=authorization_code @ Refresh Token

. Access Token
& s
REHEST IR

/oauth2/authorize

t @

v

***********
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