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Insider risk management History of recent user activity -
All activities Anomalous activities
4 0

Overview Alerts Cases Policies Users Notice templates . October 22, 2019 6:00 AM

HR event: Resignation date set
Resignation date set for: November 2, 2019 6:00 AM

B EREED
71 V& ENR

The users here performed activities that matched one or more of your inside
user's license changes, the scope of policies might change for that user. Lear

. October 21, 2019 5:17 AM
Files printed
Risk score: 65
10 files were copied to USB devices

Users Risk level Active alert 6 files contain sensitive info including: ABA Routing Number |
4 files have labels including: Internal Only 7 T/r} I/%

©® Anonylss-978 [ | | B 0 @  October21,2019 1:46 AM j(%(: USB A\ E)—

Files copied to USB device

Risk score: 92

113 files were copied to USB devices

47 files contain sensitive info including: ABA Routing Mumber

@ 0 Anony85KF-34DF HEN ow 0 54 files have labels including: Internal Only

. October 20, 2019 4:17 PM / 77{)l/€
Files downloaded from SharePoint j( 1= ‘— 9‘,7 \/ I:l _ F
Risk score: 34 == (W
113 files were downloaded from 1 SharePoint sites

47 files contain sensitive info including: ABA Routing Mumber 19
54 files have labels including: Internal Only

v Export A Add user to a policy

@ AnonyDB4-135 HEN ow 0
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Alert: Confidentiality obligation during AN IRAEZFHS

departure _
Case details  User details
o - u tivit U fil Case name I — .
verview  User activity  User protile Case 884: (RO) Potential IP theft T j— I\ EJIJ b
PTUAN SAEED

History of recent user activity

Case status =7 ~
Active ) Ij
All activities Anomalous activities

4 0 User's risk score

@  Ocober22,20196:00 AM
HR event: Resignation date set
Resignation date set for: November 2, 2019 6:00 AM

AANBLU ERIANDHES

. October 21, 2019 5:17 AM

Files printed
Risk score: 65
10 fI es were cop|ed to USB devices
6 files contai info including: ABA Routing Numer 9] / ] 00 . & "
4 files havi IbI \d g.lt nal Only ~
BB EFIFEEESZIAATL

. October 21, 2019 1:46 AM

Files c0|:.|ied to USB device ‘ E 7‘& 6 IZjJ |/_ / 3 /
Tf:;r;’;;i copied to USB devices | P /A %E 0) T REN ’| qz 7)\ % 5

47 files contain sensitive info including” ABA Routing Number

54 files have labels including: Intery IO nly b‘ Z t l_/ —C 2§ ﬁ
iy vl W
Confirm alert to an existing case Dismiss alert 20
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Insider risk management > Case > Case 884: (RO) Potential IP theft |

Modern 2-in-1, Laptop, and Tablet devices need to fitin a
user’s pocket, while also offering great screen size. We will
(Og Escalate for investigaticn = provide a unique folding device with a 6” form factor that

unpacks into a 27” screen. We will achieve this engineering
marvel through “Modern Genuine Interaction & Control” aka
MAGIC.
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. SharePoint Online (Download, Sharing)

. Others
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Insider risk case

HR event:
Resignation date
set

HR event:
Employment end
date

|:It:|sedi (1 1/5)

BE(SHE-> TGRE

RIS T

0o,/08/2018 0%/15/2019 09/22/2019 09/29/2019 10/06/201% 10/13/2019 10/20/2019 10/27/2019 11/03/2018 11,/10/2019 11/17/2019
T 1 H T T T
10/01/2019 11/01/2019 12/01/2019 01/01/2020 02,/01/2020 03/01/20
B Files copied B Files printed B Emails sent externally B Security tampering or harmful software B Offensive language detected

Multiple activity types
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BE  REP Q0 REREH(1)

T4NE— Y 74I5-

v BR Q971 B oEm [ IAnb-vay BR v-A0fER [ =M

& 0O #& EEE EEE =k5)
B Working with ... Lidia Holloway...  Alex Wilber <...  Wed, 26 Feb 202.
=l Youandlare.. Lidia Holloway.. Alex Wilber <...  Wed, 26 Feb 202.

= lreallydon'tu.. Isaiah Langer..  Irvin Sayers <l...  Wed, 26 Feb 202,

B Quick message Isaiah Langer ...  Irvin Sayers <l...  Wed, 26 Feb 202.

o &1 Things I need... Irvin Sayers <... Isaiah Langer ... ~Wed, 26 Feb 202.
= Hey there Irvin Sayers <l...  lsaiah Langer...  Wed, 26 Feb 202.
=l Youandlare.. Lidia Holloway.. Alex Wilber <...  Wed, 26 Feb 202.

R
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Things I need to say

T
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From:
Irvin Savers

Sent on: Wednesday, February 26, 2020 8:53:27 AM

To:
Subject: Things I need to say

you pathetic and dumb

how ru jerl{-e ?

You're a moron, go back to your country
I don't like you == I will hurt you

Irvin Sayers 4ZIn’inS@M365XS33288.OnMicrosMbeh s

Isaiah Langer <IsaiahL@M365x533288.0nMicrosoft.com=

o | |
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Home.

Compliance Score

Data Classification

Data Connectors

Alerts.

Reports

Policies

Permissions

Salutions.

Selutians Catalog

Information protection

Data loss prevention

Information governance:

More resaurces

Customize navigation

-~ Show Less

Microsoft 365 compliance

Data classification

Overview  Trainable classifiers Sensitive info types  Content explorer  Activity explorer

Get snapshots of how sensitive info and labels are being used across your arganization's locations, including any files that were labeled using

Azure Infarmation Pratection. Learn more

Sensitive data classification

Your top classifications sets

W us Fersons

eActiHiPAA I UK Fi

Explore data by industry regulators in the content explarer

Azure Information Protection labels summary
9,194 files have been
labeled in Office apps
4,562 Word

2,182 Outlook

1,421 PowerPoint
1,029 Excel

View activities in Azure Information Protection portal

lation (GOPR)

Top activities detected

115K sensitive files had
2,385 activities recently
220 Copied to USB

422 Changed a label
750 Shared externally
993 Printed

View all BLA activities in the activity explorer

Top sensitivity applied labels

General

Top retention applie

Employee records

10,167

Confidentisl
5678

M Legal Top Secret
— 3,255

Top Secret
2734

View files with sensitivity labels in the content explorar

Locations where sensitivity labels are applied

‘Sharepoint Online

Medical records

Personal data

Private.
a3

View files with retent

Locations where sen:

Sharepoim Online

1256

OneDrive
——— 0,255,

Exchange
— 5 47

View details

OneDrive

Exchange
123

View details
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Cloud DLP (MCAS + new value) * gfﬁ%ﬂﬁ%ﬁ@‘ﬁm—%t“w

Communications DLP (Teams chat) %y%&éﬁ%ﬁ%ﬁfﬁm
Information Rules-based auto classification HEEROEBHTNYYY
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