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- Empower every person and
every organization on the planet
to achieve more

A'computer on every desk N Al & Cloud
- T CN—— Windows & Office




“Businesses and users are going to
embrace technology only if they can
trust it

Satya Nadella

Chief Executive Officer
Microsoft Corporation
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Windows.
XP Professional N

3

For PCs with
Windows 35
or earlier, or
PCs without
Windows

Windows
XP Home Edition N

For PCs with
Windows 95
or earlieg, or
PCs without
Windows
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Microsoft Announces Principles to Guide
Future Development of Windows

July 18, 2006 |

£ Jin] v

WASHINGTON — July 19, 2006 — Recognizing the important role the Windows® operating
system plays in the global information economy, Microsoft Corp. today announced a set of
voluntary principles to help guide the future development of the Windows desktop platform
worldwide, starting with Windows Vista™.

In a speech hosted by the New America Foundation at the National Press Club in Washington,
D.C., Microsoft General Counsel Brad Smith said these principles will continue to apply after
major parts of the U.S. antitrust ruling expire in November 2007.

“Our goal is to be principled and transparent as we develop new versions of Windows,” Smith
said. "These voluntary principles are intended to provide the industry and consumers with the
benefits of ongoing innovation, while creating and preserving robust opportunities for
competition. The principles incorporate and go beyond the provisions of the U.S. antitrust
ruling.”

The principles, which consist of 12 tenets, are divided into the following three general
categories:

+ Choice for Computer Manufacturers and Customers. Microsoft is committed to designing

Windows and licensing it on contractual terms so as to make it easy to install non-

Microsoft® programs and to configure Windows-based PCs to use non-Microsoft programs

instead of or in addition to Windows features.

_ATJ—\/_ ) 705/(7\

=. Microsoft | Stories ©OurCompany ~  OurProducts ~  Blogs & Communities ~  Press Tools -

1.

2.
3.

https://news.microsoft.com/2006/07/19/micro

soft-announces-principles-to-guide-future-

development-of-windows/
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An important choice to make: your browser
Select your web browser(s)

= ) Wodows:
Your browser is an important piece of software on your computer. It is what you use to surf E;zl:“eafox O Opera” G(c);:c%‘l"ee Safa ri [ﬁ\ ( - E(t&g\lgtrg

the internet: it’s the window around the web sites you visit. browser

There are many browsers available, each with a variety of features. On the next screen, you Your online security is The powerful and easy-to  Google Chrome. A fast Safari for Windows from  Internet Explorer is the
g ) ’ p Firefox's top priority. -use Web browser. Try new browser. Made for ~ Apple, the world’s most ~ world’s most widely used

can select and install any additional browser(s) you want. g Firefox is free, and made  the only browser with everyone. innovative browser. browser, designed by
to help you get the most ~ Opera Turbo technology, Microsoft with you in

Please Note: The Browser Choice update unpinned your browser, Microsoft Windows Internet out of the web. and speed up your mind.
Explorer, from your taskbar, but you can pin it back if you want. Click here to learn more. Internet connection.

Internet Explorer is still available from the Start/All Programs menu. m Install m‘ mj | Install
Before proceeding, please confirm that you are connected to the internet. | Tell me more
oK <] i ]

Select Later

Further information, Terms of use and Privacy statement.

3:07 PM
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=. Microsoft | Official Microsoft Blog Microsoft On the Issues  The Al Blog  Transform

Protecting customer data from government I‘E&ﬁ%ﬁ;\% Eéﬁ 7’]\ [5 O) 5-“—9 E‘%

snooping

Dec4, 2013 | Jeffrey Meisner - Microsoft News Center Staff

v ]in
The following post is from Brad Smith, General Counsel & Executive Vice President, Legal & 1
Corporate Affairs, Microsoft. 1 1 L D | :
Many of our customers have serious concerns about government surveillance of the Internet. o E 5 O
We share their concerns. That's why we are taking steps to ensure governments use legal —

: S = L
process rather than technological brute force to access customer data. ~ e ~ —

] — \ \ ] l \ - - %—6\ \ l

Like many others, we are especially alarmed by recent allegations in the press of a broader and o / o N n o

concerted effort by some governments to circumvent online security measures — and in our
view, legal processes and protections — in order to surreptitiously collect private customer data.

) : ) ) : A\ \
In particular, recent press stories have reported allegations of governmental interception and ’ \f —
collection — without search warrants or legal subpoenas — of customer data as it travels between 3 — 7-5 (. .
. = o

customers and servers or between company data centers in our industry.

If true, these efforts threaten to seriously undermine confidence in the security and privacy of
online communications. Indeed, government snooping potentially now constitutes an
“advanced persistent threat,” alongside sophisticated malware and cyber attacks.

In light of these allegations, we've decided to take immediate and coordinated action in three
areas:

https://blogs.microsoft.com/blog/2013/12/04/prote
cting-customer-data-from-government-snooping/
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Data in transit between a

user and the service

Data in transit Data at rest End—to—e_nd encryption of
between data centers communications between
users

Protects user from Protects from bulk Protects from removal of Protects from interception or
interception of their interception of data physical media loss of data in transit
communication and helps

between users
ensure transaction integrity
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Data Protection Resources

Information about how Microsoft cloud services protect your data, and how you can manage cloud data security and compliance for your organization.
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MSFT Azure Export Controls White Paper - March

FSAR EFaAy bk =Ros LEaUF4 EA— YY—2 e 2018 EURevisionFinal.pdf .

MSFT 0365 Export Controls White Paper revised for

Data Protection Resources EU October 2019.pdf L

Whitepapers, FAQs, Security Reports,

Penetration Tests, Risk Assessment Tools
and Other Resources

4.2. Office 365 features to manage
potential export control risks

...In addition, Office 365 offers end-to-end
encryption features that can provide
customers with significant technical measures

mecre  wle(wmew m| el Ghsses e to manage and help protect against export

Audited Controls Compliance Guides FAQ and White Papers GRC Assessment Reports ISO Reports Microsoft 365 Quarterly Pulse Report PCI DSS  Pej

)
O %1bL =
z
=) @ Data Classification & Sensitivity Label Taxonomy |
NEW
E @ Microsoft Security Program Policy + NEW

O & Microsoft Security Policy & [NEW

control risks, as enabled by the new EAR rules

Bz B+
regarding “End-to-End Encryption,”
A white paper designed to help your organization create a Data Classification framework 2020-03-05 g g y p I c°*
and map this to sensitivity labels using Microsoft 365 Security & Compliance Cente--- F#®
E 7N
Microsoft Security Program Policy - Last Updated in January 2020 2020-02-26 (updated)

https.//servicetrust.microsoft.com/

Microsoft Security Policy - Last Updated in January 2020 2020-02-26 (updated)
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employees: There is no room for I\ '&L' l j:) (j‘%{ I_E; I
compromise when it comes to ethical I\ 7 \ — 0)
business practices N —
Jul 22,2019 | Micfsoft Corporate Blogs iJ%_ Hﬂ {t j D 7 7 A (@)
in| v N
Microsoft president Brad Smith sent the following email to all Microsoft employees 2 R I S O 3 7 O O 1 /\ 0) /—|— TQ_‘! (o)

following announcements by the U.S. Department of Justice and the U.S. Securities and
Exchange Commission that they had reached an agreement with Microsoft to settle claims

of violations of the Foreign Corrupt Practices Act. —\\
From: Brad Smith 3 ° 7% j-l-(' i } b o L \ - ]
Sent: July 22, 2019
7 ~
To: Microsoft — All Employees \ I lJ\ O

Subject: There is no room for compromise when it comes to ethical business practices

Microsoft President Brad Smith email to

A

I'm disappointed to share some news today that | hope we'll never need to repeat — about the
announcement of an agreement with the U.S. Department of Justice (DOJ) and Securities and
Exchange Commission (SEC) to settle claims of viclations of the Foreign Corrupt Practices Act, or
FCPA.

https://blogs.microsoft.com/on-the-issues/2019/07/22/microsoft-president-brad-smith-email-
to-employees-there-is-no-room-for-compromise-when-it-comes-to-ethical-business-practices/



https://blogs.microsoft.com/on-the-issues/2019/07/22/microsoft-president-brad-smith-email-to-employees-there-is-no-room-for-compromise-when-it-comes-to-ethical-business-practices/
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=l ——1 \ \ %& H Travel, Gifts, & Hospitality Tool for Government Officials Help  Feedback  Satoshi Funayama (CE...
- I
A l b Home - Show me How - Country Limits | SOE List ~ Requestors ~ Approvers ~ Events ~ All Other -
VWelcome to the Travel, Gifts & Hospitality Tool. Al fravel, gifts, and hospitality to government
officials must have a legitimate purpose and be given openly and transparently.

Use this tool to get pre-approval for gifts and hospitality to government officials that exceed the

limit for the official’s country, or where country conditions otherwise require pre-approval, and
for all travel and lodging for government officials.

m Microsoft  sharePoint

GENERAL € SHARE Yy FOLLOW T
MS Polic Ask PIA My Subscriptions Send Site Feedback Archive Updates ./
My Requests My Approvals Events
Initiated In Meeds . Created
B Finance and Accountin N . . = Progress jlokl Astention LTy oy me
9 Legal Compliance and Ethics 0 0 0 0

te Legal Compliance and Ethics N We build trust with our customers, governments and representatives by
making ethical choices and acting with integrity. Use these policies to help

you make good decisions.

Executive Leader 0 Finalized 0 ;

Matthew Penarczyk

Anti-Corruption 0
. o [] Subscribe me to notifications for this category
Gifts Hospitality and Travel
Insider Trading and Disclosure MOST POPULAR Reference Material
of Financial Information
- Anti-Corruption Gifts Hospitality and Travel Insider Trading and Disclosure of Policy - Govt Officials Pre-Request Check Excel Group Template CELA Web Template
Competition and Trade i ial Inf i 4 . >
Financial Information (Country Limits) | etters
Anti-Corruption Policy Giving Gifts, Hospitality & Travel to Gover.
Product Readiness Restricted Trading Window Policy
Procedure for Hiring Decisions Involving ... Giving Gifts, Hospitality, and Travel to Co...
. General Insider Trading Policy
Reporting Concerns . . .
Trustworthy Representatives Policy Accepting Gifts, Hospitality, and Travel
Financial Information Disclosure Policy Training Videos
Acting for Microsoft
. . Competition and Trade Product Readiness Reporting Concerns ﬁ ﬁ ﬁ ﬁ
@ Protecting and Managing o < >
Information Worldwide Trade Compliance Policy Accessibility Policy Reporting Concerns About Misconduct My First Request (9 Group Request With My First Approval (10 Common Mistakes (5
min) XL Template (10 min) min) min)
c Purchasing and Supplier Business Development Deal Approval Poli. Global Readiness Policy
Compliance ™
Microsoft Fair Competition Policy Freedom of Expression Policy
= Sales Marketing and " Interoperability Policy
Services
ﬁ Work Environment s Acting for Microsoft B¥ Microsoft Intemal Privacy Motice | Mismsaft Corparation | One Misrosoft Way, Redmond, WA DS052

This application uses only essential cookies required for authentication.



1. High Risk
Deal (HRD)
Dashboard

Analytics that identify
which transactions
require additional
review

3. Review
Tool

Transactions above
threshold feed into this
tool which tracks the
review status of each
transaction and
documentation
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Create, Review and update your deals
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2. Review
Dashboard

Summary view of
riskiest transactions &
review status

4. HRD
Action
Framework

Recommended next
steps based on risk
flag and risk
attribute
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Action Framework — Large Discount

Documents 10 collect (f available) SME to ask




Microsoft

Microsoft /0 Ono®
Security Forum 2020 G | #digitaltrust

J54)\— (EU GDPR) V51TV A
(5/5)

m Microsoft




FU GDPR AV TI1AT I
PEIEAITOIEER - V- ILIR 1

BF Microsoft | €%a1UT1 €Y5- %15« T~  IIHTYA v BREY-ER  BREELT . FRUMicosot 88~ 0 W (A
{ N L ' sl
X \ I-Lq

Microsoft Cloud T{& P .'“.
ANDTSAINY-%{REE
EXA)

Microsoft 365 JOJ &%

CELEY »
i ’ ER
i -

'S; |
-
A

/
: / -
b=t E‘ PR 3 =
(S LN FRE e

JO0JTGDPR O FCRIADTIANY—1EEXRL(CFS Microsoft Cloud 1Y TUIJ IV k

939K &0 —H<EEW, Microsoft 365 $&U Microsoft Cloud THETIVT517

VAEEBTFIRHEERY, —RRT - {REMA (GDPR) [CRATZEBRIEVIHEEHHNT
WEd,

¢ »

GDPR IV7 547V ADEIHEH PHOIIEUTAICEET BFFIAVE GDPR DFMAIER GDPR [CBES3Z0D1EDYY-2

BADTIINY-.RETS

Web ¥v2b2R3 >

GDPR D #A1EIR

AVFATIAEFICAGET -5 5K

Microsoft 365 CT31\Y-&XRT
3 TIR

HEEE >

GDPR [CE93Z0ttDYY-R

?

GDPR ICRAL T&<FH 5N 3 HR
HEFICITT S Microsoft D22¥ EDZEE L GDPR
AYTSATYAND Microsoft B HOEUEHIZIL

TERALET.

HER >

L~
v
AVTIMFIR I1-93yDIREAN
1YFUSTY RERALTY RV EERT B AY-IC
JNTHALET.
i1 >

https://www.microsoft.com/ja-jp/trust-center/privacy/gdpr-overview

- a
=
-—
EFIUT/AVTFATVA L5~
Microsoft 365 P¥1UT4/IVTIATYA EV9-T

. EFUTABLV VT FPYAG IV FO-IL 5
ETEET.

AVTFATIA IF—Tv—
HEMRUAVFEEOZHE. 2T AL S ITFIERD
&, T T7YA TOEANEELETLET.

IVTFATIAIR=Tr— >
EXAUF/IVTFATIR Y- >

=

ISO/IEC 27701
THARY-OTNIYFCTA L EBIEFE - 1T
3EEFE.

a

7% 1IN+ A& GDPR
GDPR £7-5 #I(3VAIZET 3 e-Book 4. Z1ERT
HIVTFATYA TOIFLEBETE0ELSET.

HFEE! e-Book ZHIATE > HER >


https://www.microsoft.com/ja-jp/trust-center/privacy/gdpr-overview

EU G D P R ] ) D, ) GDPR Readiness: Proposed Timeline

FY17 | FY18 FY19

June July

Sept Oct Nov Dec Jan Feb ‘ Mar Apr May June ‘ +N ‘
Program ‘ A | A | ‘ | |
Milestones Consumer = Emp/Partner Emp/Partner . Data Sub
= Data Subject  Data Subject ject  Eng. i
== \ ~ Data Inventory E Pre Work Data jpventory S gy e A D
I l ,\ g Data Prjtection
— a R

App Feature
Crews

Aug

ort Internal Audits

*+ Incli{de user stories in all new apps gong forward A A A A A A
+ Data inventory + lineage for all apps must always be kept up-to-date
Estimates & Conceptual Designs

Our approach for the GDPR I

Support Internal Audits

Support External Audits

Like our customers, Microsoft must ensure we have appropriate technical and organizational -
Dyn365 Analysis PG Par nership/Co-Dev

measures in place to meet our specific GDPR obligations and support the GDPR needs of our

customers. The following sections share key parts of the approach we took with regard to the GDPR, Progri m Management (strategic approach, planning, schedule, training, comms, reporting, oversight, etc)

some of our learnings, and examples of how we scaled our implementation efforts. !

Defining scope

NEXTGEN PRIVACY ORG STRUCTURE

Once the GDPR was officially adopted on
April 27, 2016, it was important to translate “lt was Imperatlve that our

. . - - WDG Al & Research  C+E Office MCB Sales & Commercial Strategy & IT Finance HR
the GDPR's legal requirements into business | | ts t late th Marketing
; - . egal experts translate the — - — poree o = — Sonr — Spomce
requirements that were SPECIfIC to Microsoft Michael Fortin David Ku Jason Zander Rajesh Jha ChrisCap Peter Cray Anand Eswaran Jim Dubois Frank Brod Joe Whittinghill
d digestible f . " . . Harry Shum Mike Ehrenberg. Kerry Olin
and more digestible for our priva o ) 0 o o #r0 o o o o
9 privacy, GDPR'’s requirements into Vasofogms  CwieCley  AiScwab  XuoPhlls  Kmbowdl  AnondaColidd  CoeyMlr  Cvislongmon  ShelaVedauom  elr Groe
; Euan Grant Alice Rison Andrew Cushman Gonzalo Caro Angie Anderson
compliance, and IT leaders. Our Corporate, Bt Chun .
- . imy Seosaimh O'Shea
. Kelly Sieben Femando
External, and LegalAffa"g team completed bUSIﬂESS reqUIrementS & e Y e « a« & e a « a«
Marisa Rogers Eric Boyd Tom Keane Eric Boyd Wen Tseng Amanda Coffield  StephenNolan  Christine Mills Sheila Vedquam  Jennifer Garone:
a significant legal analysis of the regulation h b . d Ariel Netz Maria Alvarez Alice Rison Greg Roberts Mona Beggs (L) (PRIVACY) Gonzalo Caro Angie Andersan
t at our business an Eduardo Melo Eduardo Melo
to develop business requirements, called NGP Leadership Team Oversite and prioritization of company-wide privacy efforts
. . . - - Kevin Scott, Chadd Knowlton, Tom Robertson Forum for escalation and tie-breaks
Business Implementation Requirement eng|neer|ng teams + CELA DGCs, NGP vertical and horizontal leaders
T Enhanced Privacy Program Policy, Training, Processes, Outreach, Insights
Documents (BIRDs), that our privacy experts |d —th n ™ Brendon Lynch Includes Customer Data Governance Board (CDGB)
and IT leaders could translate into controls, cou run witn. |, Marketing and Sales Positioning, messaging, PR for privacy
milestones, and workstreams. Jermfer Mercon (consumer end commercia)
. 3
—Alison Howard, Assistant General -+ Consumer Privacy Experience & Common NGP Infrastructure (NGPX) Focus: Consumer experience and common infrastructure
. e el s . . Bret O'Rourke Definition, coordination, planning and project mgmt
Due to the GDPR’s scale, prioritizing efforts Counsel, Privacy & Regulatory Affairs, - - -
. . y {—» Privacy for Commercial Products and Services Focus: Privacy for SaaS and on-prem (e.g. 0365, CRM, Windows, Support)
and preventing workstream fragmentation Microsoft Karim Batthish Definition, coordination, planning and project mgmt
were Qngoing challenges, It was critical | Privacy for Commercial Platform Solutions Focus: Privacy for Paas (e.g. Azure)
Tom Keane Definition, coordination, planning and project mgmt
to envision and exPI'C'tly define an end —» Privacy for Microsoft Employees and Business Operations Focus: Microsoft Employee Data and Unauthenticated Users Business Operations Data

Damon Buono Definition, coordination, planning and project mgmt
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COMPLIANCE 1.0

2001 - 2007

* Board adopted compliance program
and Standards of Business Conduct

+ Office of Legal Compliance
established

COMPLIANCE 2.0

2007-2015

Anti-Corruption Policies adopted and
Program Investments made

Anti-Corruption Program Management
Office established

Anti-Corruption training added to
annual Standards of Business Conduct
course

Discount Transparency & Pass-through
Initiative launched

BIF policies and procedures established
and improved

Enterprise Services controls launched
and enhanced

175 LM

1t

COMPLIANCE 3.0

2015 - PRESENT

* Launched "Microsoft Runs on Trust”
campaign

« Simplified policies

» Leveraged big data

» Partner compliance enhancements

* SO 37001 publication and announcement
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Simplify Microsoft policies

Use big data to identify issues/trends

Compliance

3.0

Encourage employees to report on concerns

Partner Compliance Program
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{: OneVet .
Anti- Corruptlon Check O nevet NSO | x

-> 0 a t1ps//entity360uatazurewebsites net/Entity

351-0aba-11¢9-9461-0003f(56

Anti-Corruption Check

s Sceenng

a Scenar

Y .
< Y % ¥ PREVIEW o
Details  Castio  India  # 85 o
Entity 1D: #fa8743d-0a6a-11€9-9461-0003{566181 Date Started: . E

Address Race course, Germany, Germany Date Complef - - :
Audience Type: Partners Request ID: Summary A 183/ 5142162141 1837 $142163. 141
Audience Sub-type: Affiliate: Anti-Pir (AP Reps) Device  Ingestion Type: ul | I I e e
Distributor (ADD); Azure; Certified Software Am«so- (CSA); Chinese Tenant F81 Team UAT ity Tustworthiness . 159/ 34262142 9/
Representative: Cloud Solution Providers (CSP; Commercial Distributor (CD); CSP % i
Tier 1 Distributor; CSP Tier 1 Reseller; CSP Tier 2 Reseller; EuLAR: Enterprise Current Risk Level None (Change) ) Other 16/ ($3.294.620) [t
Direct Advisors (EDA): Government Partners (GP): Govemmml Policy Consulnms Preliminary Risk Levet None isliag! (hinmpl ot 9
(GPCs): Government Sales Consultants (GSCs): Hosting: Licensing Solutior Select 159/ 5722378, 159/ $7.22378
Partners (LSPs, formery known as LARs): Licensing Solution Prowder (LSPY: MAC oA
exempt: MAC Multinational - Child: MAC multinational - Parent: MAC New cchiee oo o i
paﬂnels. MAC Renewal Partners: Mamged Managed Rﬂeﬂcv (MR): Marketing [ ] # Discount Percentages (%) (
Partner; Mul | child; | parent: Online Service ) Rk Escatated .
P (OSA); Online Software Advisors (OSA): Platinum Key Service (PKS) Step 1: Attach thed-party risk report
Providers: Service Provider License Agreement Reseller (SPLAR): Software Asset
Management (SAM): Surface Authorized Device Reseller (SADR): Third-party Step Owner: Mira Makino (Affirma Consulting LLC) 4 Fevenve .
Payment Suppliers (3PPs}; Third-party Reseller; Trade Suppliers; Unmanaged R5R | Discount % by Program ____________] Discount % by Geogr.__|  Discount % by Date |
Source System Name: PARTNER ONE SUB - 4606519.15 Dot . oo
Fiscal Year: e Qs s Qs Qs ~
o% o
Returns. L4 LAy
Due Diligence Report Flags . 3
# TN
Busness Trend B G H
§ N &
Docurr ( Questionnaires (0 s . L) o o o o
143 jifas s
The Partner Anti-comuption vetting team is committed 1o providing 3 comprehensive view of partner risks for reviewers and approvers. As an important step. for the b Payments . . 1 B o% =
first time we are displaying a partner risk score which incorporates results from recently established high risk partner data analytics program. A high sk score for the o 5 3 Commad’ " il
partner can be due to a variety of factors such as geography risks. serious comruption related red flags from third-party due diligence reports. recipient of high . S Beament Py () Open Select ‘b Sector
percentage of ECIF funds. high percentage of credit-term extensions requested and other factors. Please leverage this comprehensive partner risk view to supplement Ucennghrogram Sector
local knowledge about partner trustworthiness to finalze the partner vetting decision. N *
Risk Score G Lesn Top Five Risk Score Categories Top Parent 10 Details
Dats as of Dec 28, 2018 Data as of Dec 28, 2018
Category Deseription
40 Recflags (External The partner has red flags identified through external sources (ke purchased
medium Sources) reports)
Butiness Trend The partnes has targer deals compared o peers
CELA Risk Tier The partner does business in high risk countries
Publc Sector The partner does butiness in countries with high PS concentraticn

NOF The parter has higher levels of MOF compared to peers
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