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Azure Firewall & Firewall Manager (New)

Azure Firewall ([ FQDN TOJ4)IAV VI W RIBERN K- N Firewall as a Service
Azure Firewall Manager (321D Firewall ORKY Y —-%2E R

Firewall Manager




Microsoft

Microsoft 0 Orno
Security Forum 2020 GHH" | wdigitaltrust

Demo: Azure Firewall

Azure Firewall Manager

m Microsoft




Azure Private Link - Y=EAADT 51 N-MEft

Azure M PaaS ¥ ftt VNET (243 Load Balancer B FO7 TV —3ayADTIAR-K IP
TRUVATODT7 72 A% 1R
eny Internet £ e DEDL RIS

Customer @ﬁ %

@

Gateway
i : — —
ﬁ __ ER Private _ \ﬁ J e Private Azure @ -

Peering @ 4 Link PaaS
Storage SQL SQL DW

Private
Marketplace ﬁl ﬁl ﬁl
Services

endpoint
']

On-premises

§/,,,\ Virtual Network
(10.0.0.0/16)

VNETYAY TLIADS, TIAR-MPTYY-RICTIER |



AmRFT7TVT-3ymiFYY1-3Y - WAF & DDoS

NP TYT—=23a (23U T Azure Tl Azure WAF ¢ DDoS Protection Standard #3124t

Azure WAF

« VNET LICENNS L7 O-FNTFVT-TH3
Application Gateway #* 7 0-/N)LICHELS
271 AMA Y R THBAzure Front Door
(L WAF 2% &

« OWASP D=Lty hzE A
e

5 Azure WAF l

Application Azure
Gateway Front Door

DDoS Protection Standard

« BN HATENTUYT IPADRST197
([CF1-ZVJ L8NG RIEZR W\ DDoS
REZTIRM

« N170YV7bDRYEI-JxRW\ATzHELE
B T Office 365 ¥ XBOX T4

RaEH
DDoS Standard<E f
& —
WAF LIEHADEBELAT-T7 @ “\'
| O

M DDoS frEZ M




Microsoft

Microsoft /0 Orno
Security Forum 2020 GHH" | wdigitaltrust

3. JV-ADZ BN LDRE IR

m Microsoft




)Y -ADEBDOLDIRE

Azure [CBITRAZ BN LDIRETIL, 1aaS & PaaS DREYE Azure AD [CHFBRI1-Y--TI1
0)1% Eﬁﬁiégth‘z\y

Azure TlX. Azure Security Center T laaS & PaaS Z{Ri&€L. Azure AD Premium D#HE

T Azure AD %{REE
e Azure Security Center ‘ Azure

« Just-in-Time 771X % "E‘. Z.N\

o« 7TV =93VRIMINIRAT1YY
Security Team 2YRI=-9) - OERI L EE R 581
laaS PaaS KYEI-9
4 \ % Azure AD Premium > Azure AD
Identity;rotection (VA1) ﬁ - - -
Y51 ID BEIE(PIM) s J 7
EHFETIER 1-4--F)-7 A




)Y -2ADBREDSDIRE - Y-IN\-O/\VyFEIE

Azure Automation Update Management Z{&EL\, IAXTDIZFATD Windows / Linux
Server DI\ FDBRAIRRAZERL. BEZATY1-IVETT
N170YJRB1EE, SCCM h'5 Update Management [CH=/\-D/\FE BT

] . e
al £ B0 5LBRET
‘ E)2ZRVN |
BRI o Xiii
% > =p > {}
Microsoft L Ivti .
Monitoring og Analytics Automation
Agent

EHRICAFvY Pre-steps Updates Post-steps
Yum/Apt/Zypper/Windows Update Agent
[1] How Microsoft is transforming its own patch management with Azure

https://www.microsoft.com/itshowcase/blog/how-microsoft-is-transforming-its-own-patch-management-with-azure/
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[New] Microsoft Defender ATP for Linux

RSA Conference 2020 (ZT. Microsoft Defender ATP 7' Linux H—/\—
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Activities E) Terminal v

bl

Tue 19:200

parallels@ubuntu: ~

File Edit View Search Terminal Help

-
Trash

--verbose
--retry
parallels --diagnostic

Shared

Folders --definition-update

--pretty
--health [metric]

. --notice

Home --logging

:~$ mdatp

Display help

Begins tracing Microsoft Defender's actions
Verbose output

Retry attempts to connect

Gathers log files and packages them together in a
compressed file in the support directory

Checks for new definition updates

Displays the output in human-readable form
Display health information (Optional parameter to
report just one metric)

Display third party notice

Logging options (see below)

--config [name] [value] Change configuration

Threat operations (see below)
Scan operations (see below)
Exclusion operations (see below)
Run connectivity test

EOR config (see below)

--threat

==Scan

--exclusion
--connectivity-test
--edr

--logging options:
--set-level arg
--view-logs

-threat options:
--add-allowed arg
--remove-allowed arg
--get-details arg
--1ist
--quarantine arg
--restore arg
--remove arg

Sets the current diagnostic logging level

Outputs the contents of log files to the console

Adds allowed threat

Removes allowed threat

Gets threat details

Lists all detected threats
Quarantines threat (by thread guid)
Restores threat (by thread guid)
Removes threat (by thread guid)

--type-handling [threat_type] [action]

--scan options:
--path path
--quick
--full
--cancel

--exclusion options:
--1ist

Microsoft Defender ATP for Linux

Changes the way certain types of
threats are handled

Scans provided path

Performs quick scan

Performs full system scan

Cancels current scan (either quick, full, or custom
one)

List exclusions
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Microsoft Defender Security Center
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® Taeee
® %
@
@t

Incident graph
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-atp-linux
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-atp-linux
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Azure Security Center 0 PaaS CDE &4

Storage ¥ T—AIN=ANDARBERTITCAPSBEN, T-IN-AANDSQL 1V ITTY3IP
Storage ADYIVIIT DT YT O- MR E%IRAL

Potential SOL Injection [ ]

" B Microsoft Azure
E Leam more

2\ General information

Potential SQL Injection was detected on your database samplecrmwedemo

DESCRIPTION - Someone has accessed your Storage account
on server ronmatwedemao
I ) H
- ) mystorageaccount’ from an unusual location.
DETECTION TIME Sunday, 13 May 2018, 3:09:12 pm
@ Hign
crars Bctive Activity details
ATTACKED RESOURCE samplecrmwedemo Subscription ID
SUBSCRIPTION Storage account mystorageacount
DETECTED 8Y BE  Microsoft Storage type Blob
ACTION TAKEN Detected Container mycontainer
ENVIROMMENT Azure Application myTestApplication
RESCURCETYRE B SOL Server IP address
SERVER Location Washington, United States
DATABAZE
Data center sCUS
P ADDRESS
Date May 17, 2018 7:50 UTC
PRINCIFAL NAME dev1
o Potential causes Unauthorized access that exploits an opening in the
ARPLICATION Net SqiClient Data Provider firewall. Legitimate access from a new location
SELECT * FROM sgli_users WHERE username = "'OR 1 = 1 --" AND password . . ) R ) N ~
- “dfdfdfdedf Investigation steps For a full investigation, configure diagnostics logs for
read, write, and delete
THRZAT ID 1

Remediation steps

Be sure to follow the principle of "least privilege® and limit
access to your data
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[1] Free import of AWS CloudTrail logs through June 2020 and other exciting Azure Sentinel updates
https://www.microsoft.com/security/blog/2020/02/20/free-import-of-aws-cloudtrail-logs-through-june-2020-and-other-exciting-azure-sentinel-updates/
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