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Many large decentralized systems rely on information propagation to ensure their proper function. We examine a common scenario in which only participants that are aware of the information can compete for some reward, and thus informed participants have an incentive not to propagate information to others. One recent example in which such tension arises is the 2009 DARPA Network Challenge (finding red balloons). We focus on another prominent example: Bitcoin, a decentralized electronic currency system.

Bitcoin represents a radical new approach to monetary systems. It has been getting a large amount of public attention over the last year, both in policy discussions and in the popular press . Its cryptographic fundamentals have largely held up even as its usage has become increasingly widespread. We find, however, that it exhibits a fundamental problem of a different nature, based on how its incentives are structured. We propose a modification to the protocol that can eliminate this problem.

Bitcoin relies on a peer-to-peer network to track transactions that are performed with the currency. For this purpose, every transaction a node learns about should be transmitted to its neighbors in the network. As the protocol is currently defined and implemented, it does not provide an incentive for nodes to broadcast transactions they are aware of. In fact, it provides an incentive not to do so. Our solution is to augment the protocol with a scheme that rewards information propagation. Since clones are easy to create in the Bitcoin system, an important feature of our scheme is Sybil-proofness.

We show that our proposed scheme succeeds in setting the correct incentives, that it is Sybil-proof, and that it requires only a small payment overhead, all this is achieved with iterated elimination of dominated strategies. We complement this result by showing that there are no reward schemes in which information propagation and no self-cloning is a dominant strategy.





Opens in a new tab					


					
					
									

			


			
									
						Publication					
				
									
						
							Research Areas						

						
								
										
											Algorithms										
									


						
					
							
		

	


	


	
		
			
				

					
						Follow us:					

						
							
								Follow on Twitter
								
									
								
							
						
	
							
								Like on Facebook
								
									
								
							
						
	
							
								Follow on LinkedIn
								
									
								
							
						
	
							
								Subscribe on Youtube
								
									
								
							
						
	
							
								Follow on Instagram
								
									
								
							
						
	
							
								Subscribe to our RSS feed
								
									
								
							
						


				


				

					
						Share this page:					

						
							
							
								Share on Twitter
								
									
								
							
						
	
							
								Share on Facebook
								
									
								
							
						
	
							
								Share on LinkedIn
								
									
								
							
						
	
							
								Share on Reddit
								
									
								
							
						



				

			

		

	



		
			

		


		


		
		
			
                

    
        




        
            
                
                    
                        What's new

                        	
                                Surface Laptop Studio 2
                            
	
                                Surface Laptop Go 3
                            
	
                                Surface Pro 9
                            
	
                                Surface Laptop 5
                            
	
                                Surface Studio 2+
                            
	
                                Copilot in Windows
                            
	
                                Microsoft 365
                            
	
                                Windows 11 apps
                            


                        
                    

                    
                        Microsoft Store

                        	
                                Account profile
                            
	
                                Download Center
                            
	
                                Microsoft Store support
                            
	
                                Returns
                            
	
                                Order tracking
                            
	
                                Certified Refurbished
                            
	
                                Microsoft Store Promise
                            
	
                                Flexible Payments
                            


                        
                    

                    
                        Education

                        	
                                Microsoft in education
                            
	
                                Devices for education
                            
	
                                Microsoft Teams for Education
                            
	
                                Microsoft 365 Education
                            
	
                                How to buy for your school
                            
	
                                Educator training and development
                            
	
                                Deals for students and parents
                            
	
                                Azure for students
                            


                        
                    

                

                
                    
                        Business

                        	
                                Microsoft Cloud
                            
	
                                Microsoft Security
                            
	
                                Dynamics 365
                            
	
                                Microsoft 365
                            
	
                                Microsoft Power Platform
                            
	
                                Microsoft Teams
                            
	
                                Microsoft Industry
                            
	
                                Small Business
                            


                        
                    

                    
                        Developer & IT

                        	
                                Azure
                            
	
                                Developer Center
                            
	
                                Documentation
                            
	
                                Microsoft Learn
                            
	
                                Microsoft Tech Community
                            
	
                                Azure Marketplace
                            
	
                                AppSource
                            
	
                                Visual Studio
                            


                        
                    

                    
                        Company

                        	
                                Careers
                            
	
                                About Microsoft
                            
	
                                Company news
                            
	
                                Privacy at Microsoft
                            
	
                                Investors
                            
	
                                Diversity and inclusion
                            
	
                                Accessibility
                            
	
                                Sustainability
                            


                        
                    

                

        
    
        
            
        
            



Your Privacy Choices
    

        
                
        
            
Your Privacy Choices
    

        
        
            	
                    Sitemap
                
	
                    Contact Microsoft
                
	
                    Privacy 
                
	
                    Manage cookies
                
	
                    Terms of use
                
	
                    Trademarks
                
	
                    Safety & eco
                
	
                    Recycling
                
	
                    About our ads
                
	© Microsoft 2024


        
    
    








    
        

    		

		
		

			
	
























	