

				
		
	Skip to Header
	Skip to Search
	Skip to Content
	Skip to Footer




		
			
				
					
                

    
        

                        

	
		
			
				[image: ]
				
					
					
				
			

			
				
				
			
		

	






                            
                        


                        


    




                            
                        





        Skip to main content



    
        
            
            
                    
                        [image: ]
                        Microsoft
                    
            
                
                Research
                
            

                    
                        
                                Research
                        
                    

                
                        
                            Research
                        
                




                    
            	
                         Home 
                    
	
                            
                                Our research

                                	

    Resources
    Resources
    	
            Publications
            
        
	
            Code & data
            
        
	
            People
            
        
	
            Microsoft Research blog
            
        


    

	

    Research areas: Intelligence
    Research areas: Intelligence
    	
            Artificial intelligence
            
        
	
            Audio & acoustics
            
        
	
            Computer vision
            
        
	
            Graphics & multimedia
            
        
	
            Human-computer interaction
            
        
	
            Human language technologies
            
        
	
            Search & information retrieval
            
        


    

	

    Research areas: Systems
    Research areas: Systems
    	
            Data platforms and analytics
            
        
	
            Hardware & devices
            
        
	
            Programming languages & software engineering
            
        
	
            Quantum computing
            
        
	
            Security, privacy & cryptography
            
        
	
            Systems & networking
            
        


    

	

    Research areas: Theory
    Research areas: Theory
    	
            Algorithms
            
        
	
            Mathematics
            
        


    

	

    Research areas: Other Sciences
    Research areas: Other Sciences
    	
            Ecology & environment
            
        
	
            Economics
            
        
	
            Medical, health & genomics
            
        
	
            Social sciences
            
        
	
            Technology for emerging markets
            
        


    



                            

                        
	
                            
                                Programs & events

                                	
            Academic programs
            
        
	
            Events & academic conferences
            
        
	
            Microsoft Research Forum
            
        


                            

                        
	
                            
                                Connect & learn

                                	
            Behind the Tech podcast
            
        
	
            Microsoft Research blog
            
        
	
            Microsoft Research Forum
            
        
	
            Microsoft Research podcast
            
        


                            

                        
	
                            
                                About

                                	

    People & news
    People & news
    	
            About Microsoft Research
            
        
	
            Careers & internships
            
        
	
            People
            
        
	
            Emeritus program
            
        
	
            News & awards
            
        
	
            Microsoft Research newsletter
            
        


    

	

    Microsoft Research Labs
    Microsoft Research Labs
    	
            AI4Science
            
        
	
            AI Frontiers
            
        
	
            Asia Lab (Chinese)
            
        
	
            Asia Lab (English)
            
        
	
            Cambridge
            
        
	
            Health Futures
            
        
	
            India
            
        
	
            Montreal
            
        
	
            New England
            
        
	
            New York City
            
        
	
            Redmond
            
        


    

	

    Other labs
    Other labs
    	
            Applied Sciences
            
        
	
            Mixed Reality & AI - Cambridge
            
        
	
            Mixed Reality & AI - Zurich
            
        


    



                            

                        
	
                        
        More
        

    


                
	
                        Register: Research Forum
                    


            
        


            
                        
            	
                    
                         All Microsoft
                        	
            Global

            	
            Microsoft Security
            
        
	
            Azure
            
        
	
            Dynamics 365
            
        
	
            Microsoft 365
            
        
	
            Microsoft Teams
            
        
	
            Windows 365
            
        


        
	

    Tech & innovation
    Tech & innovation
    	
            Microsoft Cloud
            
        
	
            AI
            
        
	
            Azure Space
            
        
	
            Mixed reality
            
        
	
            Microsoft HoloLens
            
        
	
            Microsoft Viva
            
        
	
            Quantum computing
            
        
	
            Sustainability
            
        


    

	

    Industries
    Industries
    	
            Education
            
        
	
            Automotive
            
        
	
            Financial services
            
        
	
            Government
            
        
	
            Healthcare
            
        
	
            Manufacturing
            
        
	
            Retail
            
        
	
            All industries
            
        


    

	

    Partners
    Partners
    	
            Find a partner
            
        
	
            Become a partner
            
        
	
            Partner Network
            
        
	
            Find an advertising partner
            
        
	
            Become an advertising partner
            
        
	
            Azure Marketplace
            
        
	
            AppSource
            
        


    

	

    Resources
    Resources
    	
            Blog
            
        
	
            Microsoft Advertising
            
        
	
            Developer Center
            
        
	
            Documentation
            
        
	
            Events
            
        
	
            Licensing
            
        
	
            Microsoft Learn
            
        
	
            Microsoft Research
            
        


    

	
                                    View Sitemap
                                


                    

                


        


                            
                                
                                    
                                        Search
                                        Search Microsoft Research
                                    
                                
                                    

                                    	 No results


                                

                                
                            

                        
                            Cancel
                        
                
            

        

        
        
    

    





    

        


    
				

					




	
		Robustness of the Learning with Errors Assumption


		
			
				
									
							Shafi Goldwasser
						,		
	
							
					Yael Tauman Kalai
				
						,		
	
							Chris Peikert 
						,		
	
							Vinod Vaikuntanathan
								


	

			Innovations in Computer Science
		|
	January 2010	



				

			

							
																Download BibTex
									

					

		
			
				
					
					
						Starting with the work of Ishai-Sahai-Wagner and Micali-Reyzin, a new goal has been set within the theory of cryptography community, to design cryptographic primitives that are secure against large classes of side-channel attacks. Recently, many works have focused on designing various cryptographic primitives that are robust (retain security) even when the secret key is “leaky”, under various intractability assumptions. In this work we propose to take a step back and ask a more basic question: which of our cryptographic assumptions (rather than cryptographic schemes) are robust in presence of leakage of their underlying secrets? Our main result is that the hardness of the learning with error (LWE) problem implies its hardness with leaky secrets. More generally, we show that the standard LWE assumption implies that LWE is secure even if the secret is taken from an arbitrary distribution with sufficient entropy, and even in the presence of hard-to-invert auxiliary inputs. We exhibit various applications of this result. 1. Under the standard LWE assumption, we construct a symmetric-key encryption scheme that is robust to secret key leakage, and more generally maintains security even if the secret key is taken from an arbitrary distribution with sufficient entropy (and even in the presence of hard-to-invert auxiliary inputs). 2. Under the standard LWE assumption, we construct a (weak) obfuscator for the class of point functions with multi-bit output. We note that in most schemes that are known to be robust to leakage, the parameters of the scheme depend on the maximum leakage the system can tolerate, and hence the efficiency degrades with the maximum anticipated leakage, even if no leakage occurs at all! In contrast, the fact that we rely on a robust assumption allows us to construct a single symmetric-key encryption scheme, with parameters that are independent of the anticipated leakage, that is robust to any leakage (as long as the secret key has sufficient entropy left over). Namely, for any k
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