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						We present a general framework for constructing two-message oblivious transfer protocols using a modification of Cramer and Shoup’s notion of smooth projective hashing (2002). Our framework is actually an abstraction of the two-message oblivious transfer protocols of Naor and Pinkas (2001) and Aiello et. al. (2001), whose security is based on the Decisional Diffie Hellman Assumption. In particular, this framework gives rise to two new oblivious transfer protocols. The security of one is based on the N’th-Residuosity Assumption, and the security of the other is based on both the Quadratic Residuosity Assumption and the Extended Riemann Hypothesis. When using smooth projective hashing in this context, we must deal with maliciously chosen smooth projective hash families. This raises new technical difficulties that did not arise in previous applications, and in particular it is here that the Extended Riemann Hypothesis comes into play. Similar to the previous two-message protocols for oblivious transfer, our constructions give a security guarantee which is weaker than the traditional, simulation based, definition of security. Nevertheless, the security notion that we consider is nontrivial and seems to be meaningful for some applications in which oblivious transfer is used in the presence of malicious adversaries.

Opens in a new tab					


					
					
									

			


			
									
						Publication					
				
									
						
							Research Areas						

						
								
										
											Security, privacy, and cryptography										
									


						
					
							
		

	


	


	
		
			
				
					
						
							Follow us:						

							
								
									Follow on Twitter
									
										
									
								
							
	
								
									Like on Facebook
									
										
									
								
							
	
								
									Follow on LinkedIn
									
										
									
								
							
	
								
									Subscribe on Youtube
									
										
									
								
							
	
								
									Follow on Instagram
									
										
									
								
							
	
								
									Subscribe to our RSS feed
									
										
									
								
							


					

				


				
					
						
							Share this page:						

							
								
								
									Share on Twitter
									
										
									
								
							
	
								
									Share on Facebook
									
										
									
								
							
	
								
									Share on LinkedIn
									
										
									
								
							
	
								
									Share on Reddit
									
										
									
								
							


					


				

			

		

	



		
			

		


		


		
		
			
                

    
        




        
            
                
                    
                        What's new

                        	
                                Surface Laptop Studio 2
                            
	
                                Surface Laptop Go 3
                            
	
                                Surface Pro 9
                            
	
                                Surface Laptop 5
                            
	
                                Microsoft Copilot
                            
	
                                Copilot in Windows
                            
	
                                Explore Microsoft products
                            
	
                                Windows 11 apps
                            


                        
                    

                    
                        Microsoft Store

                        	
                                Account profile
                            
	
                                Download Center
                            
	
                                Microsoft Store support
                            
	
                                Returns
                            
	
                                Order tracking
                            
	
                                Certified Refurbished
                            
	
                                Microsoft Store Promise
                            
	
                                Flexible Payments
                            


                        
                    

                    
                        Education

                        	
                                Microsoft in education
                            
	
                                Devices for education
                            
	
                                Microsoft Teams for Education
                            
	
                                Microsoft 365 Education
                            
	
                                How to buy for your school
                            
	
                                Educator training and development
                            
	
                                Deals for students and parents
                            
	
                                Azure for students
                            


                        
                    

                

                
                    
                        Business

                        	
                                Microsoft Cloud
                            
	
                                Microsoft Security
                            
	
                                Dynamics 365
                            
	
                                Microsoft 365
                            
	
                                Microsoft Power Platform
                            
	
                                Microsoft Teams
                            
	
                                Copilot for Microsoft 365
                            
	
                                Small Business
                            


                        
                    

                    
                        Developer & IT

                        	
                                Azure
                            
	
                                Developer Center
                            
	
                                Documentation
                            
	
                                Microsoft Learn
                            
	
                                Microsoft Tech Community
                            
	
                                Azure Marketplace
                            
	
                                AppSource
                            
	
                                Visual Studio
                            


                        
                    

                    
                        Company

                        	
                                Careers
                            
	
                                About Microsoft
                            
	
                                Company news
                            
	
                                Privacy at Microsoft
                            
	
                                Investors
                            
	
                                Diversity and inclusion
                            
	
                                Accessibility
                            
	
                                Sustainability
                            


                        
                    

                

        
    
        
            
        
            



Your Privacy Choices
    

        
                
        
            
Your Privacy Choices
    

        
            
        Consumer Health Privacy
    

        
            	
                    Sitemap
                
	
                    Contact Microsoft
                
	
                    Privacy 
                
	
                    Manage cookies
                
	
                    Terms of use
                
	
                    Trademarks
                
	
                    Safety & eco
                
	
                    Recycling
                
	
                    About our ads
                
	© Microsoft 2024


        
    
    









    
        

    		

		
		

			
	
























	