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Abstract

We present the first type and effect system for proving authenticity properties
of security protocols based on asymmetric cryptography. The most significant
new features of our type system are: (1) a separatiopubfic types(for data
possibly sent to the opponent) framinted typegfor data possibly received from
the opponent) via a subtype relation; {&)st effectsto guarantee that tainted data
does not, in fact, originate from the opponent; andct®llenge/response typts
support a variety of idioms used to guarantee message freshness. We illustrate the
applicability of our system via protocol examples.
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1 Motivation

In recent work (3J01h GJO1§, we propose a type-based methodology for checking
authenticity properties of security protocols. First, specify properties by annotating an
executable description of a protocol with correspondence asserthir@3]. Second,
annotate the protocol with suitable types. Third, verify the assertions by running a type-
checker. A type-correct protocol is secure against a malicious opponent conforming to
the Dolev and Yao assumptionBY83]; the opponent may eavesdrop, generate, and
replay messages, but can only encrypt or decrypt messages if it knows the appropri-
ate key. This methodology is promising because it requires no state-space exploration,
requires little interactive effort per protocol, and reduces verification to the familiar
edit/typecheck/debug cycle.

Still, our previous work applies only to symmetric-key cryptography and only to
one style of nonce handshake, a significant limitation. The goal of this paper is to
enrich our type and effect system so as to apply the methodology to a wider class of
protocols based on both symmetric and asymmetric cryptography. To do so, we need
to solve the following three problems.

(1) Let us say data ifaintedif it may have been generated by the opponent, oth-
erwiseuntainted andpublic if it may be revealed to the opponent, otherwise
secret Now, in symmetric protocols, data is either secret and untainted (because
it is sent encrypted, and the opponent is ignorant of the key) or it is both public
and tainted (because it is sent in the clear). In asymmetric protocols, the situ-
ation is subtler because of public keys: data may be both secret and tainted (if
sent encrypted with an honest agent’s public key) or public and untainted (if sent
encrypted with an honest agent’s private key). Our previous systa®l[d has
one typeUn, for public, tainted data, and every other type is both secret and un-
tainted. Here, we need to be more flexible; we use a subtype relation to represent
whether a type is tainted and whether it is public.

(2) Types can represent the degree of trust we place in data. In symmetric protocols,
the degree of trust, and hence the types of data, is fixed. On the other hand, in
asymmetric protocols, the degree of trust may increase over time as new infor-
mation arises, for example, from nonce challenges. We introttuseeffectgo
model how the type of data may change over time.

(3) Our previous system supports a single format for proving freshness via nonce
handshakes: the challenge in the clear, the response encrypted. Asymmetric pro-
tocols may use other styles: both challenge and response encrypted; or the chal-
lenge encrypted, the response in the clear. To accommodate these other styles,
we introduce nevehallenge/respondpes.

In this model trusted agents have to communicate via an untrusted medium, where a
malicious opponent can eavesdrop messages, forge messages, establish sessions with
trusted agents, and hijack existing sessions. The trusted agents rely on a suite of crypto-
graphic algorithms, which are assumed to provide perfect integrity and confidentiality
properties.



1.1 Background

Many methodologies exist for verifying authenticity properties against the opponent
model of Dolev and Yao[pY83]. Verification via typechecking is one of only a few,
recent techniques that requires little interactive effort per protocol, while not bounding
protocol or opponent size. Other such techniques include automatic tools for strand
spaces$BP01 THG9§ and rank functionsHiIS0Q Sch9§. Other effective approaches
include model-checkindJow96, MCJ97], which typically puts bounds on the protocol
and opponent, and techniques relying on theorem-proBotdp, Pau98 or epistemic
logics BAN89, DMPO01], which typically require lengthy expert interaction.

Woo and Lam’s correspondence assertichk 93] are safety properties, specifying
what is known as injective agreemehbjv95]. Given a description of the sequence
of messages exchanged by principals in a protocol, we annotate it with labelled events
marking the progress of each principal through the protocol. We divide these events
into two kinds, begin-events and end-events. Event labels typically indicate the names
of the principals involved and their roles in the protocol. For example, to specify an
authenticity property of a simple nonce handshake we decorate it with begin-events
and end-events as follows.

Messagel A—B: N

Event 1 B begins ‘B sendsA messagd”
Message2 B— A: {M,N}k

Event 2 Aends ‘B sendsA messagé”

A protocol issafeif in all protocol runs, every assertion of an end-event corresponds to
a distinct, earlier assertion of a begin-event with the same label. A protoaddustly
safeif it is safe in the presence of any hostile opponent who can capture, modify, and
replay messages, but cannot forge assertions.

Our earlier work can typecheck the robust safety of protocols based on secure chan-
nels [5JO1K, and on insecure channels protected by symmetric cryptograpyld
These two papers are the only prior work on authenticity by typing. They build on
Abadi’s pioneering work Aba99 on secrecy by typing for symmetric-key crypto-
graphic protocols. Abadi and BlanchétB01, AB02] extend Abadi’s original system
to establish secrecy properties for asymmetric protocols. The present paper is a par-
allel development for authenticity properties. Technically, it is not simply a routine
combination of previous paper&J01aAB01]. For example, to facilitate typecheck-
ing our formalism, each bound variable is annotated with a single type. A feature of
Abadi and Blanchet’s treatment of tainted data is that a bound variable may assume
an arbitrary number of types, depending on its context, and therefore they suppress
type annotations. Another work on types for asymmetric cryptography, though not for
authenticity, is Cervesato’s typed multiset rewritifi@ef01.

Like earlier work on types for cryptographic protocols, we take a binary view of
the world as consisting of a system of honest protocol participants plus a dishonest
opponent. We leave a finer-grained analysis as future work.



1.2 Our Three Main Contributions

Separation of trust and secrecy. In a cryptographic protocol based on symmetric
cryptography, data is typically either secret and untainted, or public and tainted. For
example, consider the message:

A—B: A{M}ky

(We write {M } g for the outcome of encryptiniyl using a symmetric algorithm with
key Kag.) The principal namé\ is public and tainted (since it is sent in plaintext) but
the payloadVl and the shared kelfag are secret and untainted (since they are never
sent in plaintext, and are known only to honest principals).

On the other hand, in a cryptographic protocol based on asymmetric cryptography,
secrecy and taintedness are independent. Data may be secret and tainted, or public and
untainted. For example, Kg is B's public key and<,§1 is A’s private key, consider the

message:
A—B: {Mh 1 (Nb,

(We Write{]Ml}Kgl for the outcome of encryptinlyl using an asymmetric algorithm

with private keyKA‘l, and{N[k, for the outcome of encryptinyl with public key
Kg.) Now, B considers:

e M is public (since the opponent know& and so can decrypt the ciphertext
{]MI}KAAL) but untainted (since it is encrypted wilfs private key, and so must

have originated from the honest agént

e N is secret (since the opponent does not km’(g/i'/ so cannot decrypt the cipher-
text {B[tkg) but tainted (since it is encrypted witis public key, and so could
have originated from a dishonest intruder).

Previous type system#&ba99 GJ014 feature a type, here calledh, for all messages
known to the opponent. Here, to support asymmetric cryptography, we admit some
types that are public without being tainted, and others that are tainted without being
public. We relate these types tin via a subtype relation. As usual, we s&yis a
subtype ofU, written T <: U, to mean that data of typE may be used in situations
expecting data of typd. A type T is publicif T <: Un, that is, it may be sent to the
opponent. A typd is taintedif Un <: T, that is, it may come from the opponent.

Our recognition of tainted types—as distinct from public types—has many paral-
lels in analyses of non-cryptographic aspects of security. The Perl programming lan-
guage YWCS94 can track at runtime whether or not scalar data is tainted, to catch
bugs in code dealing with untrusted inputs. An extension of the simply-typed
calculus PP97 uses annotations on each type constructor to track whether or not
data can be trusted, either because it originates from or has been endorsed by an hon-
est participant. Similarly, an experimental extensi8AFWO0] of C qualifies types
as tainted or untainted to allow the static detection of issues with format strings. The
Secure Lambda CalculuslR98 uses subtyping to track security levels. To the best
of our knowledge, the present paper is the first to use types to track both public and
tainted data in the presence of cryptography.



Dynamic trust.  In asymmetric protocols, the degree of trust we place in tainted data
may increase as we receive new information. For example, consider the following vari-
ant of the Needham—Schroeder—LoWs[78 Low96] public-key protocol, extended to
include a key exchange initiated By

Message 1 A— B: {A Kag,Nalks
Message 2 B— A:  {B,Kag, Na,Ng[tk,
Message 3 A—B: {Nglkg

After receiving Message B regards the session k&g as tainted; it may come from

A, but it may also come from the opponent, since thelkgys public. In Message B

sendsA a noncelNg, encrypted together with the tainted K€yg underKa, and hence
hidden from the opponent. Now, only replies with Message 3 if the session key it
receives in Message 2 matches the key itissued in Message 1. Therefore, on successful
receipt of the secrdtlz in Message 3B trusts thatKag did not in fact come from the
opponent. So it is safe f@ to send a secret messageMencrypted with the kelag:

Message 4 B— A: {M}k,s

In this protocol B's trust in the session ke¥ag is dynamicin that it changes over time:
initially Kag is tainted, but after Message 3 it is known to be untainted.
We model dynamic trust by introducinigust effectsthat allow the type of a nonce
to make assertions about the type of other data. In the typed form of our example, the
type of Ng asserts thatag has the type of keys known only to honest participants.
Symmetric key cryptographic protocols typically do not require dynamic trust: data
is either trusted or untrusted for the whole run of the protocol, and its trust status does
not change during a particular run. Over time, symmetric key cryptographic protocols
may downgrade their trust in data due to key-compromise or other long-term attacks
on the cryptosystem. Still, such attacks are outside our model, and are left for future
work.

Nonce handshake styles. Cryptographic protocols use nonce handshakes to establish
message freshness, and hence to thwart replay attacks. The type and effect system of
this paper supports three handshake idioms:

e Public Out Secret Home (POSHhe nonce goes out in the clear and returns
encrypted.

e Secret Out Public Home (SOPHhe nonce goes out encrypted and returns in
the clear.

e Secret Out Secret Home (SOSHe nonce goes out encrypted and returns en-
crypted.

SOSH nonces are useful in asymmetric protocols, such as the protocol described above,
where if eitheiNa or Ng is learned by the opponent, the protocol can be compromised.
The novel feature of SOSH nonces in our type system is that they can be relied upon
for authenticity even when they are tainted (for example, when they are encrypted with
a public key) because we have two cases:



¢ If the nonce was generated by the opponent, then only the opponent can perform
the equality check at the end of the nonce handshake, so no honest agent ever
relies on the authenticity information carried by the nonce.

o If the nonce was generated by an honest agent, then the opponent never learns
of it (since the nonce is secret) and so it is safe for honest agents to rely on the
authenticity information carried by it.

In contrast, POSH and SOPH nonces cannot be relied upon when they are tainted. The
Needham-Schroeder—Lowe protocol reliesNgpandNg being SOSH nonces, since
they are encrypted with public keys and hence tainted.

Guttman and ThayedT0Z propose authentication tests for analysing nonce us-
age. Their incoming tests apply to POSH and SOSH nonces, and their outgoing tests
apply to SOPH and SOSH nonces. Our previous w@¥(J14 deals only with POSH
nonces.

1.3 Remainder of this Paper

Section?2 reviews our methodology for specifying authenticity properties of proto-
cols. SectiorB describes our new type and effect system, and describes its application
to some examples. Sectighconcludes. AppendidA contains example protocols.
AppendixB defines the operational semantics of our calculus. Appe@dncludes
detailed proofs of the correctness of our type system.

An abridged version of this paper appears in a conference procee@ag2H.

2 Authenticity Properties in Spi (Review)

We formalise our type and effect system in a version of the spi-calclG89], a
concurrent language based on tizealculus Mil99] augmented with the Dolev—Yao
model of cryptography. Sectio?.1 reviews the syntax and informal semantics of a
spi-calculus extended with correspondence assertivh®8g]. Section2.2shows how

to specify an example protocol. Later, we show it is robustly safe by typing.

2.1 A Calculus with Correspondence Assertions

First, here is the syntax of messages.

Names, Messages:
I 1
m,n,X,y,Z  name: variable, channel, nonce, key, key-pair

L,M,N:= message
X name
(M,N) pair formation
inl (M) left injection
inr (M) right injection
{M}n symmetric encryption
{M[n asymmetric encryption



k (M) key-pair component
(wherek eitherEncrypt or Decrypt)

These messages are:

e A message is a name, representing a channel, nonce, symmetric key, or asym-
metric key-pair.

e AmessagéM,N) is a pair. From this primitive we can describe any finite record.

e Messagesnl (M) andinr (M) are tagged unions, differentiated by the distinct
tagsinl andinr. With these primitives we can encode any finite tagged union.

e A messagdg M}y is the ciphertext obtained by encrypting the plainteitvith
the symmetric keW.

e A messagg|M|}y is the ciphertext obtained by encrypting the plaintextvith
the asymmetric encryption key.

e A messageDecrypt (M) extracts the decryption key component from the key
pair M, andEncrypt (M) extracts the encryption key component from the key
pair M.

An asymmetric key-paip has two dual applications: public-key encryption and digital
signature. In the firstncrypt (p) is public andDecrypt (p) is secret. In the second,
Encrypt (p) is secret andecrypt (p) is public. For each key-pair, our type system
tracks whether the encryption or decryption key is public, but it makes no difference
to our syntax or operational semantics. (Hence, a single key-pair cannot be used both
for public-key encryption and digital signature; this is often regarded as an imprudent
practice, but nonetheless is beyond our formalism.)

Free Names of a message:
I 1

fn(x) £ {x}

We write M{x<—N} for the outcome of a capture-avoiding substitution of the message
N for each free occurrence of the namim the messaghl. Next, we give the syntax

of processes. Each bound name has a type annotation, writtet. We postpone

the syntax of types to Sectid

Processes:

I
O,PQ,R::= process



out M N output

inpM (xT);P input(x bound inP)

repeat inp M (xT);P replicated inputX bound inP)

split M is (xT,y:U); P pair splitting & bound inU andP; y bound inP)
match M is (N,y:T); P pair matchingy bound inP)

case M isinl (xT) Pisinr (y:U) Qunion caseX bound inP; y bound inQ)
decrypt M is {x:T }n;P symmetric decrypt{bound inP)
decrypt M is {x:T }-1;P asymmetric decrypt(bound inP)
check M is N; P nonce-checking

begin L; P begin-assertion

end L;P end-assertion

new (xX:T);P name generatiorx(ound inP)

P|lQ composition

stop inactivity

The type annotations on bound names are used for typechecking but play no role at
runtime; they do not affect the operational behaviour of processes. In examples, for the
sake of brevity, we sometimes omit type annotations.

Free Names of a Process:
I

fn(out M N) £ fn(M) Ufn(N)
fn(inp M (x:T);P) = fn(M) Ufn(T) U (fn(P) — {x})
fn(repeat inp M (x:T);P) £ fn(M) Ufn(T) U (fn(P) — {x})
fn(split M is (xT,y:U); P) £

fn(M)Un(T) U (fn(U) — {x}) U (fn(P) — {x,y})
fn(match M is (N,y:T); P) £ fn(M) Ufn(N) Un(T) U (fn(P) — {y})
fn(case M is inl (xT) Pisinr (y:U) Q) =
fn(M) Utn(T) U (fn(P) — {X})Ufn(U u(fn(Q) —{y})
fn(decrypt M is {x:T }n;P) _fn(M)U fn(T) Ufn(N) U (fn(P) — {x})
fn(decrypt M is {x: T|}N 1;P) —fn(M)Ufn(T)ufn( YU (fn(P) — {x})
fn(check M is N; P) —fn( Yyufn(N)Uufn(P)
fn(begin M;P) *fn( yufn(P)
fn(end M; P) _fn( )
f(new (xT);P) £ (T) U (fn(P) — {x})
fn(P IQ)—fn( P)Ufn(Q)
(

n stop) =
|

We write P{x<N} for the outcome of a capture-avoiding substitution of the message
N for each free occurrence of the nam@n the proces®. We identify processes up
to the consistent renaming of bound names, for example whgm(P), we equate
new (X:T); P with new (y:T); (P{x<V}).

Next, we give informal semantics for process behaviour and process safety; formal
definitions appear in AppendB. These processes are:



e Processesut M N andinp M (x:T); P are output and input, respectively, along
an asynchronous, unordered charivielf an outputout x N runs in parallel with
an inputinp X (y); P, the two can interact to leave the residual prod&gs—N}.

e Processepeat inp M (x:T); P is replicated input, which behaves like input, ex-
cept that each time an input bfis performed, the residual proceB§y«—N} is
spawned off to run concurrently with the original procegseat inp M (x:T); P.

e Aprocessplit M is (x:T,y:U); P splits the paiM into its two components. ¥
is (N, L), the process behavesRé&x—N}{y—L}. Otherwise, it deadlocks, that
is, does nothing.

e A procesamatch M is (N,y:U); P splits the paitM into its two components, and

checks that the first one 8. If M is (N, L), the process behaves B§y—L}.
Otherwise, it deadlocks.

e Aprocessase Misinl (xT) Pisinr (y:U) Q checks the tagged unidn. If M is
inl (L), the process behavesB&x—L}. If M isinr (N) it behaves aQ{y—N}.
Otherwise, it deadlocks.

e A processdecrypt M is {x:T }n;P decryptsM using symmetric ke\N. If M is
{L}n, the process behaves B$x—L}. Otherwise, it deadlocks. We assume
there is enough redundancy in the representation of ciphertexts to detect decryp-
tion failures.

e A processdecrypt M is {x:T [}-1;P decryptsM using asymmetric keil. If M
iS L[} encrypt (k) @ndN is Decrypt (K), then the process behavesR¥s«—L}.
Otherwise, it deadlocks.

e A processcheck M is N;P checks the messagét andN are the same name
before executing. If the equality test fails, the process deadlocks.

e A processbegin L;P autonomously asserts an begin-event labdllednd then
behaves aP.

e An processend L;P autonomously asserts an end-event labellednd then
behaves aP.

e Aprocessew (X:T); P generates a new namewhose scope iB, and then runs
P. This abstractly represents nonce or key generation.

e AprocessP | Qruns processeB andQ in parallel.
e The processtop is deadlocked.

Safety:
I

A processP is safeif and only if for every run of the process and for evéry

there is a distinct begin-event labellegreceding every end-event labelled
L 1

We are mainly concerned not just with safety, but with robust safety, that is, safety
in the presence of an arbitrary hostile opponent. In the untyped spi-cal&AB29],

the opponent is modelled by an arbitrary process. In our typed spi-calculus, we do
not consider completely arbitrary attacker processes, but restrict oursetygsaoent
processes that satisfy two mild conditions:



e Opponents cannot assert events: otherwise, no process would be robustly safe,
because of the opponesntd X;.

e Opponents do not have access to trusted data, so any type occurring in the process
must beUn.

Opponents and Robust Safety:
I

1
A processP is assertion-freaf and only if it contains no begin- or end-assertions.

A processP is untypedif and only if the only type occurring iR is Un.

An opponent Gs an assertion-free untyped proc€ss

A proces<P is robustly safef and only if P | O is safe for every opponef.
L

2.2 Specifying an Example

We show how to program a simple cryptographic protocol in our formalism. This pro-
tocol is a version of Needham-Schroeder-LowS[8 Low96] modified to illustrate

the various features of our type system. (The protocol is different from the version dis-
cussed in Sectioh.) The protocol shares a session k& between participantd and

B, and uses this key to send a messigigtom A to B. The protocol should guarantee
the authenticity properties:

(1) Abelieves she shares the Kéyg with B.
(2) B believes he shares the kiyg with A.
(3) B believes messagd was sent byA.

We specify the protocol informally as follows:

Event 1 Abegins ‘A generate&ag for B’
Message 1 A— B: {A Kag,Nalkg

Event 2 B begins ‘B receivedKag from A”
Message 2 B— A: {|B, Kag, Na, NBll}KA,NBZ
Event 3 Aends ‘B receivedK g from A”
Event 4 Abegins ‘AsendiM to B’
Message 3 A— B: Ngi,{M,Ng2}k,s

Event 5 B ends ‘A generate& g for B”
Event 6 B ends ‘A sendsvl to B”

The processSendefnet private,, publicz) defined in Figurel is the sende®, pa-
rameterized omet (the name of the public channefrivate, (A's private key) and
publicg (B's public key). It generates a fresh session key,g and a nonce challenge
challengg, and then sends the ciphertej, keysg, challengg [} pubiig, On the public

net channel. It waits for the acknowledgement message, decrypts it to get the con-
tents(B, keyag, responsg, challengg;, challengg,) and then checks that the outgoing
noncechallengg was the same as the incoming nomesponsg. If it is, then it re-
sponds by sending the response to the nonce chalidrajkengg,, together with the
ciphertext{msgchalleng@, } ey, -



A

Sendetnet private,, publicg)
new (keyg);
new (challengg);
begin “A generate&ey,g for B”;
out net {A keyg, challenga [} publio:
inp net(ctexp, challenge,);
decrypt ctexp is {|B, keyyg, responsg,challeng@l[}privat 15

€
check challengg, is responsg; "
end “B receivedkeyyg from A”;
new (Msg;
begin “A sendsnsgto B,
out net(challengeg,, {msgchallenge; }key.s):

Systenmet) £
new (pair,); new (pairg); (
Sendefnet Decrypt (pair,), Encrypt (pairg)) |
Receivefnet Encrypt (pair,), Decrypt (pairg)) |
out net(Encrypt (pair,), Encrypt (pairg))

)

Receivefnet public,, privates)
repeat
inp net(ctext);
decrypt ctexy
is { A, keyg, challengq

new (challenge;);

new (challengg,);

begin “B receivedkeyyg from A”;

out net ({B,key,g, challengg, challenge, [} pubiic, , Challengeg,);
inp net(responsg; , ctexg);

check challengg; is responsgy;

end “A generategey,g for B”;

decrypt ctexg is {Msgresponsg; }reys:

check challenge, is responsg,;

end “A sendansgto B”;

A

privategl;

Figure 1: An example protocol with correspondence assertions

10



The procesReceivefnet public,, privates) defined in Figurel is the receiver
B, parameterized onet and matching keypublic, and privates. It repeatedly re-
ceives a message on the pultiet channel and decrypts it witprivate; to get the
plaintext of the formA, key,g, challengg. It responds by generating two nonce chal-
lengeschallengg; (which is used to validat&ey,g) andchallengg, (which is used
to validate the message sent encrypted with kbgg) and sending the ciphertext
{B, keyng, challengg, challengg; [} puviic, together with the noncehallenge,. It re-
ceives back the responeesponsg; together with a ciphertext, and checks that nonce
challengg; is the same agesponsg; (and so the session kégy,g can be trusted).
It then decrypts the ciphertext to get the plaintextgtogether with the response
responsg,, and checks thathallenge, is the same asponsg, (and so the message
msgcan be trusted). Figurkis a spi-calculus version of the protocol. The top-level
processSysternet) generates two fresh key pafrair, andpairg, and places a single
sender and a single receiver in parallel. We publish the public encryption kéyaraf
B, to allow the attacker access to them. The paranretds a communications chan-
nel, on which the attacker may send or receive, representing the untrusted network. For
simplicity, Figurel includes just one sender and one receiver; it is easy to extend the
program to run multiple senders and receivers in parallel.

Given the assertions embedded in the program, our formal specification is simply
the following:

Authenticity: The procesSystertnet) is robustly safe.

3 Typing Asymmetric Cryptographic Protocols

Section3.1introduces the type and effect system. Sec8dhdescribes how we type
messages. Sectidh3 explains the subtyping relation. Secti8it explains how we
ascribe effects to processes. In SecBdbwe explain how to type the assertions in the
example of the previous section.

3.1 Environments and judgments

The type and effect system is given as a series of judgntehnty, for example the
judgmentE T can be read as ‘in environmeBtwe have thal is a type’.

JudgmentskE + 7:

I 1
EFo good environment

Etes good effectes

EFT good typeT

EFT<:U subtyping

EFM:T good messagk! of typeT

EFP:es good proces® with effectes

L

Judgments are given in @nvironmenthat assigns types to the names in scope. An
environmentE, takes the fornx;:T1, ..., Xn: Ty, @and we writedom(E) for {xq,...,%n}.
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Environments:
I

D.E:= environment

X1 T, .. %0l Th unordered set of entries
L |

A well-formed environmenE is one whereE | ¢.

Rule for Environments:
I
(Env Good)(wheré&e = x1:Tq,...,%n: Tn)
EFT Viel.n x,...,X,distinct
EFo

3.2 Types for Messages

We give the syntax of types and explain when a messadas typel, written infor-
mallyM: T.

Apart from challenge/response types, deferred to the next section, here is the syntax
of our types.

Types:
I 1
ST,U = type

(xT,U) dependent pair typepound inU)

T+U sum type

Un data known to the opponent

Top top

SharedKey(T) shared-key type

KeyPair(T) asymmetric key-pair

k Key(T) encryption or decryption part

(wherek eitherEncrypt or Decrypt)

Free Names{fn(T), of a TypeT:

r1((><T U))—fn( )U(fn(U) — {x})
fn(T + )_fn( yufn(U)
fn(Un )
fn(To )
(

(

(

fn SharedKey(T)) £1n fn(T)
fn(KeyPair(T)) £ fn(T)
f(k Key(T)) = fn(T)

The free namefn(T) of a typeT are defined in the usual way, where the only binder
is x being bound irJ in the type(x:T,U). For examplex is free inNonce [check ¢ X]
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but not in(x:Un, Nonce [check ¢ X]). We writeT {x—M} for the outcome of a capture-
avoiding substitution of the messalyefor each free occurrence of the nama the
typeT.

Many of these types are standard or appear in earlier work orGsl@illd. Mes-
sages of typéx:T,U) are dependent record8!,N), whereM : T, andN : U{x—T}.
Messages of typ& +U are tagged unions, eitherl (M) with M : T or inr (N) with
N :U. Messages of typEn are arbitrary, untrusted data known to the opponent. Any
well-typed message is also of tyflep. Messages of typSharedKey(T) are names
representing symmetric keys for encrypting data of typ#o yield a ciphertext of
typeUn.

We need new types for asymmetric cryptography. A message ofdypRair(T)
is a name representing an asymmetric key-pair for encrypting data of tyldessages
of typesEncrypt Key(T) or Decrypt Key(T) take the formEncrypt p or Decrypt p,
wherep: KeyPair(T).

In an environmenE, a typeT is well-formed, writtenE +- T, if domE) includes
all the names free iffi.

Rule for Types:
I
(Type)
fn(T) C domE)
EFT

The formal message typing judgment takes the fe&rmM : T, read ‘in environment
E, messag® has typer’.

Our typing rules rely on a subtyping relation on types, writteh T <: U. Intu-
itively, this means that any message of tylpalso is of typeJ. We explain subtyping
in detail in the next section.

Typing Rules for Messages:
I

(Msgx) (Msg Subsum)
EFM:T EFT<T
E'xT,E'+-x:T EFM:T

(Msg Pair)(wherex ¢ dom(E))
EFM:T EFN:U{x=M} E,xTFU

EF(M,N): (xT,U)

(Msg Inl) (Msg Inr)
EFM:T ERU EFT EFN:U

Ekinl(M):T+U  Ekinr (N): T+U

(Msg Symm)
EFM:T EFR N:SharedKey(T)

E+{M}y:Un

13



(Msg Asymm)

(Msg Part) :
! , EFM:T
EFM:KeyPair(T) £ \- Encrypt Key(T)
EFK(M):kKey(T) E+ {M}n:Un

The type-rules are all syntax-directed, and so it is routine to implement a top-down
typechecker for this type system.

3.3 The Subtyping Relation

ThesubtypingelationE - T <: T’ means that messages of typean be used in place
of a message of typE'. The environmenk tracks the names in scope, and sometimes
is omitted in informal discussion.

The interaction of subtyping and dependent types can be quite subtle; our treatment
is based on that of Aspinall and CompagnofiCp1], although our setting is much
simpler, due to the absence of higher-order types.

A type’s relationship to the typ&n of data known to the opponent determines
whether it can be sent to or received from the opponent. Let aTypepublicif and
only if T <: Un. Let a typeT betaintedif and only if Un <: T.

The following tables of rules define the subtyping relation. Subtyping is reflexive
and transitive, and has a top eleme&np:

Basic Rules for Subtyping:

I

EFT—EFT<:T (Sub Refl)
EFS<T,EFT<:U=—EFS<:U (Sub Trans)
EFT=—EFT<:Top (Sub Top)

L

Pair types(x: T,U), sum typesT +U and decryption key typeBecrypt Key(T) are
covariant; encryption key typeSncrypt Key(T) are contravariant; symmetric keys
SharedKey(T) and key pair&eyPair(T) are invariant.

Congruence Rules for Subtyping:

I
(Sub Pair)(whera ¢ domE)) (Sub Sum)
EFT< T ExTFU<:U EXxT U’ EFT<:T' EFU<:U’
EF (xT,U) <: (xT',U’) EFT4+U < T +U’
(Sub Key Invar) (Sub Key Pair Invar)
EFT<:T EFT' <:T EFT<T EFT <T

E - SharedKey(T) <: SharedKey(T’)  EF KeyPair(T) <: KeyPair(T’)

(Sub Enc Contra)
EFT < T
E - Encrypt Key(T) <: Encrypt Key(T’)
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(Sub Dec Co)
EFT < T

E - Decrypt Key(T) <: Decrypt Key(T’)
L

A pair type (x:Un,Un) contains only public data, so is itself public. Similarly, the
sum typeUn + Un, the symmetric key typSharedKey(Un), the asymmetric key type
k Key(Un), and the key pair typ&eyPair(Un) are all public types:

Subtyping Rules for Public Types:

I

EF (x:Un,Un) <:Un (Public Pair)
EFUn+Un<:Un (Public Sum)

E + SharedKey(Un) <: Un (Public Shared Key)
E F KeyPair(Un) <: Un (Public Keypair)

EF kKey(Un) <:Un (Public Key)

L

A pair type (x:Un,Un) contains only tainted data, so is itself tainted. Similarly, the
sum typeUn + Un, the symmetric key typ8haredKey(Un), the asymmetric key type
k Key(Un), and the key pair typ&eyPair(Un) are all tainted types:

Subtyping Rules for Tainted Types:

I

EF Un <: (x:Un,Un) (Tainted Pair)
EFUn<:Un+Un (Tainted Sum)

E F Un <: SharedKey(Un) (Tainted Shared Key)
E F Un <: KeyPair(Un) (Tainted Keypair)

EF Un <:kKey(Un) (Tainted Key)

L

We end this section by discussing the two dual applications of key-pairs. We have the
following equivalences:

Proposition 1 Suppose that E T and EI <. Then:
(1) T istainted if and only iEncrypt Key(T) is public if and only iDecrypt Key(T)

is tainted.
(2) T is publicif and only iEncrypt Key(T) is tainted if and only iDecrypt Key(T)
is public.
Proof See AppendixXC.4. =]

The first case represents public-key applications, where the payload tigominted,
and the encryption key is public, so that anyone, including the opponent, can encrypt
messages. The second case represents digital signature applications, where the pay-
load typeT is public, and the decryption key is public, so that anyone, including the
opponent, can check signatures.

If we attempt to use the same keypair of tygeyPair(T) for both applicationsT
is both public and tainted, and hence equivalertto This matches the common en-
gineering practice that keys used for both public-key and digital signature applications
are not to be trusted.
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3.4 Effects for Processes

We writeE I P : esto mean that the proceBss well-typed in environmeri, and that
the effectesis an upper bound on certain aspects of the behawoukn effect is a
multiset (that is, an unordered list) afomic effectsThese can take three forms:

e end L, used to track the unmatched end-events of a process;

e check Public N andcheck Private N, used to track how often a nonce has been
used; and

e trust M:T, a trust effect used to gain the trust information that dateeally has
typeT.

Overall, the goal when typechecking a protocol is to assign it the empty effect, for
then it has no unmatched end-events, and therefore is safe. This section explains the
intuitions behind the rules for assigning effects to processes.

Let e stand for an atomic effect, and les stand for areffect that is, a multiset
[e1,...,en] of atomic effects. We writes+ es for the multiset union of the two multi-
setsesandes, that s, their concatenation. We writs— es for the multiset subtraction
of e from es that is, the outcome of deleting an occurrence of each atomic effect in
es from es If an atomic effect does not occur in an effect, then deleting the atomic
effect leaves the effect unchanged.

The interesting part of the effect system for processes is how it handles nonce hand-
shakes. Each nonce handshake breaks down into several steps:

(1) ParticipantA creates a fresh nonce and sends Biaside a messagd.
(2) ParticipantB returns the nonce ta inside messagh.

(3) ParticipantA checks that she received the same nonce as she sent. From this (and
some trust in the cryptography used to encrypt secret messages) she knows that
B must have been involved in the dialogue.

(4) To avoid vulnerability to replay of messages containing the noAcsubse-
quently discards the nonce and refuses to accept it again.

Our type system requires us to distinguish nonces which may be published to the un-
trusted agentsRublic nonces) from ones which may ndtr{vate nonces). We let be
eitherPublic or Private. We typecheck the above four steps as follows:

(1) A creates the nondd as having type Challenge es whereesis an effect, and
sends it taB.

(2) B casts the nonce to a new typdesponse fs, wherefsis also an effect, and
returns it toA. In order to do thisB must ensure that the effeg$+ fsis justified.

(3) After receiving the newly cast nonc@, uses a name-chedheck N is N’; to
check equality of the original nonce challenge with the new nonce response. If
this check succeeda,can assume that the effexd+ fsis justified.

(4) To guarantee that each norides only checked once, we introduce a new atomic
effectcheck £ N, which is introduced each timedheck N is N’; is used. This
can only be justified by freshly generating the nohkevhich ensures that each
nonce is only ever checked once.
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This four-phase process extends the treatment of POSH nonces in earlieGJ6did[

and is sufficient to typecheck symmetric key protocols. Asymmetric key protocols,
however, have dynamic trust, where the trust in a piece of data may increase over
time. In our system, trust is given by knowing the type of data, so dynamic trust is
modelled by allowing the type of some data to change over time. We introduce two
new statements, which allovto communicate t® that a piece of datl has typer:

(1) A knows thatM has typeT, and executesitness M:T; which justifies atrust
effecttrust M:T. A can then use the nonce mechanism described above to com-
municate this trust effect tB.

(2) BexecutesrustMis (x:T); which givesM typeT by bindingM to variablex of
typeT. This requires a trust effectust M:T.

In this fashion, type information can be exchanged between honest agents, using the
same mechanism as authenticity information.

Effects:
I 1
efi= atomic effect
end L end-event labelled with messalge
check ¢ N name-check for a nondé
trust M: T trust that a messadé has typer
es fs:= effect
[e1,... e multiset of atomic effects

Free Namesfn(es), of an Effectes
I

fn(end L) = fn(L)

fn(check £ N) £ fn(N)
fn(trust M:T) = fn(M) Ufn(T)
in(fey, .. en]) = fn(er) U--- Utn(en)

Effects contain no name binders, so the free nafn@s) of an effectesare the free
names of the message and types they contain. We esfte—M} for the outcome of
a capture-avoiding substitution of the messktyfor each free occurrence of the name
xin the effectes

In an environmenkE, an effeciesis well-formed, writterE +- es if domE) includes
all the names free ins

Rule for Effects:

I(Effect)
fn(eg C domE)
Eres

We extend the grammar of types to include nonce types. These come in two varieties:
Public nonces (for SOPH and POSH nonce handshakes, and public at some points in
their lifetime) andPrivate nonces (for SOSH nonce handshakes, and never public).

17



e POSH nonces are sent out with tainted public tipélic Challenge [], and re-
turn with untainted public typ@ublic Response es

e SOPH nonces are sent out with untainted secret Bydgic Challenge es(with
es# []), and return with tainted public typRublic Response [].

e SOSH nonces are send out with tainted secret Bypeate Challenge es and
return with tainted secret tyderivate Response fs.

In addition, we introduce challenge-response typ€R es fs which can act as both
challenges and responses. These are only required for technical reasons in the proof of
correctness, and are not intended for use in user code.

Nonce Types:

I
T,U = type

as in Sectior8.2

£ Challenge es nonce challenge type

¢ Response es nonce response type

¢ CRes fs challenge-response type
o= privacy

Public public

Private private

Free Namesfn(T), of a Nonce TypeT:
I

fn(¢ Challenge e = fn(es)
fn(¢ Response €3 = fn(es)
fn(¢ CR es f§ £ fn(eg Ufn(fs)

Subtyping Rules for Nonce Types:
I

E I Public Challenge [] <: Un (Public Challengég])

E - fs=— E I Public Response fs<: Un (Public Response)

E F Un <: Public Challenge [] (Tainted Public Challengg)
E - Un <: Public Response [] (Tainted Public Respongé®
E - es=— E F Un <: Private Challenge es (Tainted Private Challenge)
E - es—> EF Un <: Private Response es (Tainted Private Response)
Ered+fd,es<es, fs< fd (Sub CR)

— EF/CRes fd <:/CRes fs
EF/CRes fss= EF ¢ CRes fs<: ¢ Challenge es (Sub CRC)
EF?¢CRes fss= EF ¢ CRes fs<: ¢/ Response fs (Sub CRR)
L

We extend the grammar of processes to include nonce manipulation:

Processes Manipulating Nonces:
I
O,PQ,R::= process
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as in Sectior2.1

cast Mis (xT);P nonce-casting
witnessM:T; P witness testimony
trustMis (xT); P trusted-casting

In a procesgast M is (x:T); P or trust M is (x:T); P, the namex is bound; its scope is
the proces#®.

Free Names of a Process:
I 1

fn(cast M is (x:T); P) £ fn(M) Ufn(T) U (fn(P) — {x})
fn(witness M:T;P) 2 fn(M) Ufn(T) Ufn(P)
fn(trust Mis (x.T); P) = fn(M) Ufn(T) U (fn(P) — {x})

e The processast M is (x:T); P casts the messagé to the typeT, by binding the
variablexto M, and then runnin. (This process can only be typed by our type
system ifM has type/ Challenge esandT is of the form¢ Response es)

e The processvitness M:T; P requires thaM has typeT. It justifies any number
of effects of the forntrust M:T.

e The processrustMis (x:T); P casts the messa@é to the typeT, by binding the
variablex to M, and then running. (This process requires an effaetist M: T
to be justified: this allows type information to be communicated amongst honest
agents.)

These additional constructs add no expressive power at runtime; they are simply anno-
tations to help the typechecker. Therefore, it is convenient and harmless to forbid the
opponent from using these additional constructs. Similarly, the check construct adds
no expressive power as it may be mimicked by the match construct. We revise our
definition of an opponent as follows.

Revised Formulation of Opponent:

I 1
A process isunprivilegedif and only if it contains no checks, casts, witnesses or trusts.

An opponent Qs an assertion-free unprivileged untyped prod@ss
L 1

We can now give rules which calculate the effect of a process. Most of the rules are
the same ag3J013, so we only discuss the rules for asymmetric cryptography, nonce
challenges, and dynamic trust here.

The rule for asymmetric decryption is similar to the one for symmetric decryption
in [GJO1& if M is a plaintext of typd andK is a decrypt key of typ®ecrypt Key(T)
then we can decrypt a ciphertext of tyPe to reveal the plaintext of typ€:

Rule for Asymmetric Cryptography:

I
(Proc Asymm) (wherex ¢ domE) Ufn(es))
EFM:Un EFN:Decrypt Key(T) E,xTHP:es

E decrypt Mis {xT}y-1;P:es
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The rules for nonce types are similar to the rules fr@d(14, except that they support
SOPH and POSH nonces as well as POSH nonces:
Rules for Challenges and Responses:

I
(Proc Cast) (wherg ¢ domE) Ufn(fs))
EFM:/Challengeegs EFex E,x/ Response et P: fs

E I cast M is (X:¢ Response exR);P: ex +ex+ fs

(Proc Check)
EFM:/ Challengeexs EFN:/Responseeg EFRP:fs

EF check Mis N;P: (fs— (e +e%x)) + [check £ M]

(Proc Challenge) (where¢ dom(E) Ufn(es— [check ¢ X]))
EF fs Ex/ Challenge fsk-P:es

E F new (x:¢ Challenge fs);P: es— [check ¢ X]

The rules for trust effects are new in this paper. A proeéssess M:T; P requires that
messag® has typer, and allows the proce$sto use the trust effeatust M: T many
times; A processrust Mis (x:T); P makes use of the trust effectust M:T to useM
with typeT:

Rules for Witness Testimony and Trusted-Casting:

I
(Proc Witness)
EFM:T EFP:est[trustM:T,... trust M:T]

E - withessM:T;P: es

(Proc Trust) (where ¢ domE) Ufn(es)
EFM:Top EFT EXTHFP:es

E b trustMis (xT);P: es+ [trust M:T]
L

The remaining rules are the same as@J(14, so we repeat them without comment.

Basic Rules for Processes:

I
(Proc Subsum)
E-P:es EFfs

EFP:es+fs

(Proc Output Un)
EFM:Un EFN:Un

EoutMN:[|

(Proc Input Un) (wherg ¢ dom(E) Ufn(eg)
EFM:Un E,y:UnkP:es

EtrinpM (y:Un);P:es
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(Proc Repeat Input Un) (wheyeZ dom(E))
EFM:Un E,y:UnkP:]]

E | repeat inp M (y:Un);P: []

(Proc Par) (Proc Stop)
EFP:es EFQ:fs

EFP|Q:est fs E  stop: []

(Proc Res) (wherg ¢ dom(E) Ufn(es))
ExTHP:es EFT
T is Un or KeyPair(U) or SharedKey(U)
Et new (xT);P:es

Rules for Processes Manipulating Products and Sums:

I(Proc Split) (whereq,y ¢ dom(E) Ufn(es) andx #Y)
EFM:(xT,U) ExT,yUFP:es

EFsplitMis (xT,y:U);P:es

(Proc Match) (wherg ¢ domE) Ufn(es)
EFM:(xT,U) EFN:T EyU{x—N}+FP:es

E - match Mis (N,y.U{x<—N});P:es

(Proc Case) (where¢ domE) Ufn(eg andy ¢ dom(E) Ufn(fs))
EFM:T+U ExTHP:es EyUFRQ:fs

El case Misinl (xT) Pisinr (yU) Q:esv fs

Rules for Cryptography:
I
(Proc Symm) (wherg ¢ dom(E) Ufn(es))
EFM:Un EFN:SharedKey(T) E,xTHP:es
E - decrypt Mis {xT}n;P:es

Rules for Begins and Ends:

I
(Proc Begin) (Proc End)
EFL:Top EFP:es EFL:Top EFP:es

EF beginL;P:es—[endLl] EFendL;P:es+[endL]
L

Rules for Witness Testimony and Trusted-Casting:

I
(Proc Witness)
EFM:T EFP:est[trustM:T,... trustM:T]

E - withnessM:T;P: es
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(Proc Trust) (where ¢ domE) Ufn(es)
EFM:Top EFT ExTHP:es

E F trustMis (xT);P: es+ [trust M:T]
L

The type-and-effect rules for procesgels P : esrely on some multiset algebra, which
we define here for unordered sequenges . ., x| for some grammar ranged over ky

Multiset Algebra xs+xs, Xs< Xs, XS— XS, X € XS, XSV XS
I

[Xla- .- 7Xm] + [ylv" . ayn] é [le" . aXmayla s 7yn]
xs< xs if and only if xs+ xs’ = xs for somexs’
xs—x< £ the smallesks’ such thaks< x&’ + X<

x € xsif and only if [x] < xs

xsvx< £ the smalleske’ such thaks< x¢’ andxg < x¢’
L ]

Finally, we state the safety theorem for this type system. The proof depends on iden-
tifying a suitable runtime invariant and showing it is preserved by the operational se-
mantics.

Theorem 1 (Robust Safety)If X1:Un,...,x,:Un P[] then P is robustly safe.

Proof  Given in AppendixC.8. ]

3.5 Typing the Example

We now show that the proceSystertnet) has empty effect, and so by Theordm
(Robust Safetyis robustly safe. We give other examples in Appenljpincluding an
example using signed certificates.

The protocol uses two nonce handshakes to agree a session key bAteumeB,
and then an additional nonce handshake to communicate the mésdewa A to B:

Event 1 Abegins ‘A generate&ag for B”
Message 1A—B: {|A, Kas, NA&KB

Event 2 B begins B receivedKag from A’
Message 2B—A: {lB, Kag, Na, NBlﬂKA7 Ng2
Event 3 Aends ‘B receivedKag from A”
Event 4 Abegins ‘AsendsM to B’
Message 3 A— B:  Ngi,{M,Nr2}k,g
Event5 B ends ‘A generate&ag for B’
Event 6 B ends ‘A sendsVl to B”

Each nonce has two types: one type when it is used as a nonce challenge, and one for
when it is used as a response. The typed\foare:

Ca(a,b,k) = Private Challenge [end (“agenerates for b”)]
Ra

Private Response []
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A

Sendefnet: Un, private, : Decrypt Ka(A), publicg : Encrypt Kg(B))
new (Keyag : Kag(A,B));
// Effect: []
new (challengg : Ca(A, B,keyg));
// Effect: [check Private challengg]
begin “A generate&ey,g for B”;
out net{A keysg, challeng& [} publics
inp net(ctexk : Un,challengg, : Cg2);
decrypt ctexb is {B,keyg, responsg : Ra, challenge; : Cgi(A, B, keyg) |}
// Effect: [check Private challengg,end “A generate&ey,g for B”]
check challengg is responseg;
// Effect: [end “B receivedkey,g from A”, end “ A generategeyyg for B
end “B receivedkey,g from A”;
new (mMsg: Payload);
// Effect: [end “A generate&ey,g for B”]
begin “A sendsnsgto B”;
// Effect: [end “A generate&ey,g for B”,end “A sendsmsgto B”]
witness keyng:Kag(A, B);
// Effect: [end “A generategey,g for B”,
trust keyag:Kas(A, B),end “A sendsmsgto B’
cast challengg; is (responsg; : Rgi1);
// Effect: [end “A sendsmsgto B”|
cast challengg, is (responsg, : Re2(A,B,msg);
// Effect: []
out net(responsg;, {Msgresponsg, fkey;);:

. —1,
private, 1’

Figure 2: Proof that the sender is robustly safe
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A

Receivefnet: Un,publicy : Encrypt Ka(A), privates : Decrypt Kg(B))
repeat

inp net(ctexy : Un);
decrypt ctext is {A, untrusted Top,challengg : Ca(A,B,key\g)[t
// Effect: ]
new (challenge; : Cgi(A,B,keyag));
// Effect: [check Public challengg;]
new (challengg, : Cgp);
// Effect: [check Public challengg,, check Public challengg,]
begin “B receiveduntrustedfrom A”;
// Effect: [end “B receiveduntrustedfrom A",

check Public challengg,, check Public challengg,]
cast challengg is (responsg : Ra);
out net{B, untrustedchallengg,, challenge |} pubiic, ,challenge,;
inp net(responsg; : Rg1,ctext : Un);
// Effect: [check Public challengg,, check Public challengg,]
check challengg; is responsgy;
// Effect: [end “A generatesintrustedfor B”,

trust untrustedK ag(A, B), check Public challengg,]
end “A generatesintrustedfor B”;
// Effect: [trust untrustedKag(A, B), check Public challenge,]
trust untrusteds (keyag : Kag(A,B));
decrypt ctexg is {msg: Payload,responsg, : Re2(A, B,msg }keys:
// Effect: [check Public challengg,]
check challenge, is responsg,;
// Effect: [end “A sendsmsgto B”|
end “A sendsmsgto B”;

privatey 1

Figure 3: Proof that the receiver is robustly safe
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The types foiNg; are:

Cgi(a,b,k) = Public Challenge [end (“b receivedk from a”), trustk:Kag(a, b))
Re1 = Public Response []

The types foNg; are:

Cgz = Public Challenge []
Rez2(a,b,m) = Public Response [end (“asendsmto b”)]

Keys have only one type, giving the type of the plaintext encrypted with the key. The
type forKag is:

Kag(a,b) = SharedKey(m:Payload,r:Rgy(a,b,m))
The type forKAis:
Ka(@) = Key(b:Principal,k:Top,ra:Ra,cs1:Cg1(a,b,k))
The type forKB is:
Ke(b) = Key(a:Principal,k:Top,ca:Ca(a,b,k))
We can then check that the encryption keys for each of the participants is public:

e The typesPrincipal, Top, Ra andCgi(a, b, k) are all tainted, so the record type
(b:Principal,k: Top,ra:Ra,cg1:Cg1(a, b, k)) is tainted, so the encryption key
type Encrypt Ka(a) is public.

e The typesPrincipal, Top andCa(a,b, k) are all tainted, so the record type
(a:Principal,k: Top,ca:Ca(a, b,k)) is tainted, so the encryption key type
Encrypt Kg(b) is public.

In Figures?2 and3, we annotate the participants in the protocol with types and appropri-
ate casts, to ensure that the protocol is robustly safe. When we typecheck the receiver,
we cannot initially trust the session key, so we have to give it figgerather than key

type. Itis only once message 3 has arrived that we know that the key is reallyAfrom
and not fabricated by an intruder, at which point we can castketgg : Kag(A, B).

This is justified by the trust effectust keyg : Kag(A, B) which is communicated as

part of nonce challengehallengg; .

4 Conclusions and Further Work

This paper presents a type and effect system for asymmetric cryptographic protocols.
The main new ideas are (1) to identify the separate notions of public and tainted types,
defined formally via subtyping; (2) to formalize the way nonces increase the degree of

trust in data via trust effects; and (3) to support different styles of nonce handshake via
challenge/response types. Examples show how to model common features of asym-
metric protocols such as key exchange and the use of signed certificates.

25



The Cryptyc project@J024 includes a tool for typechecking symmetric key pro-
tocols. We have used this tool to verify most of the protocols in the Clark—Jacob sur-
vey [CJ97. We intend to include the type and effect system described here.

The long-term aims of all the work on typing cryptographic protocols are to find
secrecy and authenticity types that are as compellingly intuitive as BAN formulas, are
easy to typecheck, have a precise semantics, and support a wide range of cryptographic
transforms and protocol idioms. This paper represents solid progress towards these
goals.

Still, several limitations remain to be addressed. Our types for encryption give
every ciphertext typéJn, so we cannot model some forms of nested cryptography
such as “sign-then-encrypt” or “encrypt-then-sign”. Our attacker model assumes that
every opponent is completely untrusted: they only have access to data afrtyfas
does not model attacks where opponents are partially trusted (for exakhpleay
have a public keyKy which is trusted to give authenticity information abaddtbut
not aboutA or B). Also, the attacker model does not support key-compromise attacks.
Our encryption model does not include other encryption technologies such as hashing,
Diffie—Hellman key exchange, and constructing keys from pass phrases.
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A Other Examples

A.1 Abbreviations Used in Examples

In these examples, we make use of the following syntax sugar:

Dependent record typ€gi: Ty, ..., Xn:Ty), rather than just pairs.
Tagged union type1(T1) | - - | £n(Tn)) rather than just binary choice+U.

Strings ‘a; ... ay" used in correspondence assertions.

A public, tainted typePrincipal for principal names.

We show in Sectior\.4 that these constructs can be derived from our base language.

A.2 Authentication using certificates

A simple authentication protocol using certificates is the ISO Public Key Two-Pass
Unilateral Authentication Protocol described by Clark and Ja€at®f. In this pro-
tocol, a principalA sends a certificate for her public k& together with a message
encrypted with her private kel(, ! to principalB. The certificate is encrypted with

the private ke)Kg,i of a certificate authoritfC A. The protocol, simplified to remove
messages unrelated to authenticity, is:

Messagel B—A: Ng

Event 1 Abegins ‘AsendingM to B”
Message2 A—B: {A, KAB’KEA’ {M,B, NBI}KA—l
Event 2 Bends ‘AsendingM toB’

Translating the protocol into the spi-calculus with correspondence assertions is routine,
but we have to provide types for the participants. The typ&¥okey is (for any public
type Payload):

Ka(a: Principal) = Key(msg: Payload, b : Principal,
n: Public Response [end “a sendingmsgto b"])

The type of the certificate authori@A's key is:
Kca = Key(a: Principal,ka : Ka(a))
We can then check that the participants’ public keys are public:

e The plaintext of typeKa(a) is public soDecrypt Ka(@) is public (this depends
on thePayload type being public).

e The plaintext of typeca is public, soDecrypt Kca is public.

It is then routine to verify that this protocol typechecks and is effect-free, and so is
robustly safe.
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A.3 Needham-Schroeder-Lowe

The full Needham—Schroeder—-Lows$78 Low96] protocol makes use of a certifi-
cate authorityS which validates the public keysa andKg of principalsA andB, by
encrypting the public keys with private encryption Hégl. AandB useSto find each
others public keys, then use two SOSH nonce handshakes to establish contact:

Messagel A—S: AB

Message2 S—A: {B, KB[}Kgl

Event 1 Abegins ‘A contactingB’
Message 3 A— B:  {msg(A Na) kg
Event 2 B begins ‘B contacted by’
Message4 B—S: BA

Message5 S—B: {A, KAB’KS—l
Message 6 B— A:  {msg(B,Na,Ng) [k,
Event 3 Aends  ‘Bcontacted by’
Message 7 A— B:  {msg(Ng) s
Event 4 Bends  ‘AcontactingB”

Translating the protocol into the spi-calculus with correspondence assertions is routine,
but we have to provide types for the participants. The typ& ahdB's keys is:
Kp(p: Principal) = Key(
msg(q : Principal,
ng : Private Challenge [end “ p contacted byy’])
| msg;(q : Principal,np : Private Response [],
Ng : Private Challenge [end “p contactingy”])
| msg (Private Response [])

)
The type ofSs key is:

Ks = Key(p: Principal,kp : Kp(p))
We can then check that the participants’ public keys are public:

e The plaintext of typeKp(p) is tainted, s&Encrypt Kp(p) is public (this depends
on private nonce types being tainted).
e The plaintext of typeKs is public, soDecrypt Ksis public.
It is then routine to verify that NSL typechecks is effect-free, and so is robustly safe.
In the type formsg, we requireg’'s name to be present, otherwise the typerfag; is

not well-formed; this is the basis of Lowe’s attack on the original Needham-Schroeder
public key protocol.

A.4 Abbreviations used in examples

We shall now show that the abbreviations we used in our examples can be defined in
our type system. We made use of types for dependent records and tagged unions.
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Syntax Sugar for Use in Types:
I

T,U = type
as in Section8.2and3.4
(X0:T1, .., %0 Th) dependent record
(C2(T2) | -+ | €n(To) tagged union

We allowed the construction of messages of record or tagged union type:

Syntax Sugar for Use in Messages:
I

L,M,N:= message
as in Sectior2.1
(Mg,...,Mp) record
4Gi(M) tagged union
“a...a" string

In processes, we can make use of pattern-matching:

Syntax Sugar for Use in Processes:
I

O,PQ,R::= process
as in Section2.1and3.4
match M is X; P pattern match
out M P; output with residual
inpM (X);P pattern matching input
decrypt M is {X}n;P pattern matching symmetric decrypt
decrypt M is {X[}-1;P pattern matching asymmetric decrypt
1

whereX ranges over a grammar of patterns:

Patterns:
I 1
XY, Z:= patterns

xT variable

M constant

M1y, Yno1,%n) tuple

4 (X) tagged union

{XIm symmetric ciphertext

X1 asymmetric ciphertext

We will now give definitions for each of these extensions, beginning with types.

Abbreviations for Types:
I 1

(X2:Ta, .-, %0 Th) = (X1:T1, (X2: T2, (- (Xn=1:Tn=1, Tn) .- .)))
(€1(Ta) [ -+~ [ €n(Tn)) = (M4 (T4 (The1+Ta)-..)))

The translations of messages are similarly straightforward.
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Abbreviations for Messages:
I 1

(M1,...,Mp) 2 (M1, (M2, (... (Mn_1,Mp) ...)))
G(M) £ injn (M)

iny1(M)
ingni1(M)
iniz1ne1 (M) 2 inr (injn (M)

“al...an"é(al,...,an)

We writeout X (M); P as a simple shorthand fout x M | P:

Abbreviation out M N;P:
I

out M N;P 2 (out M N) | P
L

We define pattern-matching as:

Abbreviations for Pattern Matching:

I
inp M (X);P £ inp M (x); match X is X; P
decrypt M is {X}n;P 2 decrypt M is {X}n;match X is X; P
decrypt M is {X|}y-1;P = decrypt M is {X[}y-1;match X is X; P
match M is xT;P = P{x—M}
match M is (X); P £ match M is X; P
match M is (N, X1, ..., %n); P = match M is (N,y); match yis (X1,...,%);P
match M is (X0, X4, ..., Xn); P =
split M is (X,y); match X is Xo; match yis (X1,...,X%n); P
match M is in171(X);Pé match M is X; P
match M is in1ny1 (X); P 2 case M is inl (X) match X is X; P is inr (X) stop
match M is inj;1.nt1 (X); P £ case M is inl (X) stop is inr (X) match X is injn(X); P
match M is {X}nP; = decrypt M is {X}n;match X is X; P
match M is {X[}y-1P; = decrypt M is {X]}y-1;match X is X; P
match M is N;P £ match (M,M) is (N,X); P
L

Thus we have demonstrated that our core language is powerful enough to describe the
examples in this section.

B Operational Semantics and Safety

Processes include correspondence assertion evegitsL. andend L which describe

the authenticity properties expected of the protocol. We take a new approach to for-
malizing correspondence assertions via a tuple space metaphor. Informally, we regard
these events as analogouspie andget in a fictitious secure tuple space similar to
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Linda [CG89. When abegin L event takes place, we adidto the secure tuple space.
When arend L event takes place, we remolidrom the tuple space: a violation of the
security requirements of the protocol have taken platésfot present. In reality, this
tuple space does not exist, so we need the type system to ensure thaheMesvent
is guaranteed to succeed. In an implementation of a typechecked prategoll. and
end L events can be implemented as no-ops, since the type checker guarantees that the
end L will succeed.

We define astate Asof a protocol to be a tuple space (that is, a multiset of tuples
which have been begun but not ended) and a thread pool (that is, a multiset of executing
threads).

States:
I 1
AB,C:= activity
L tuple labelled.
P procesd
Ls::=[L1,...,Ln] tuple space: multiset of tuples
Ps Qs::=[Pi,...,P] thread pool: multiset of processes
AsBsCs::=Ls+Ps state: tuple space plus thread pool
L

Free Namesfn(As), of a StateAs
I

fn([L1,...,Lm +[P1,...,Pn]) 2 fn(Ly) U--- Un(Lm) Ufn(P) U--- Un(Py)

We define the operational semantics of a state by giving a reduction refionBs
meaning ‘in statéAs the program can perform one step of computation and become
stateBs.

State Transitions:
I 1

[out X M] + [inp X (y:T); P] + As— [P{y«M}] +As (Trans 1/O)

[out X M] + [repeat inp X (y:T); P] + As— (Trans Repl I/O)
[P{y<—M}] + [repeat inp X (y:T); P] + As

X ¢ fn(As) = [new (X:T);P]+As— [P]+As (Trans New)

P|Q]+As— [P]+[Q]+As (Trans Par)

stop] + As— As (Trans Stop)

split (M,N) is (xT,y:U);P]+As— [P{x—M}{y«—N}]| +As (Trans Split)

match (M,N) is (M,y:U); P] +As— [P{y—N}] +As (Trans Match)

case inl (M) isinl (x:T) Pisinr (y:U) Q] +As— [P{x—M}]|+As (Trans Inl)
case inr (N) isinl (xT) Pisinr (y:U) Q]+ As— [Q{y«N}|+As (Trans Inr)

decrypt {M}n is {XT}n;P] + As— [P{x—M}|+As (Trans Symm)

decrypt {|M B’Encrypt (N) is ﬂX:TI}Decrypt (N)*l;P] +AS_> (TranS Asymm)
[P{x—M}]+As

[begin L;P]+As— [L]+ [P] +As (Trans Begin)

[L] + [end L;P] +As— [P] + As (Trans End)

[check X is x; P] + As— [P] + As (Trans Check)
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[cast xis (y:T); P] + As— [P{y<—x}] + As (Trans Cast)
[witnessM:T; P] + As— [P] + As (Trans Witness)
[trustMis (x:T);P] +As— [P{x—M}] + As (Trans Trust)

Reachability As= As:

I
(Reach Refl) (Reach Trans)
As— As As = A’

As= As As= A’

An error state is one where &nd L event is encountered without a matching tulple
in the tuple space.

Error States and Safety:

I
A state is arerror if and only if it has the fornjend L; P] + AswhereL ¢ As
A proces<P is safeif and only if there is no error statdssuch thafP] = As
L

C Properties of the Type System
C.1 Basics

Proposition 2 (Free Names)

(1) If E - es then ffes) C domE).

(2) FEFT then fi{T) C domE).

(3) FEFT <:U thenf(T)ufn(U) C dom(E).
(4) FEEM:T then ffM)Ufn(T) C domE).
(5) IfE FP:esthen fiP)ufn(eg C domE).

Proof By inductions on depths of derivations. |
Lemma 3 If E F ¢ and x¢ dom(E) and E- T then Ex:T .

Proof  An analysis of the proof oE |- ©. m]
Lemma 4 If E I es and €s< es then B- es.

Proof  An induction on the proof oE - es a
Lemma5 If E - es and B- es then EF es+es.

Proof  Aninduction on the proof oE - es. o

Lemma6 IfE-T <:U then EFT and E-U.
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Proof  An induction on the proof of - T <: U, making use of Lemm4 for the
case of rulgSub CR R) a

Lemma7 fEFocand EFM: T thenEFT.

Proof  Aninduction on the proof of - M : T, making use of Lemmaand Lemma
for the case of ruléMsg Subsum) ]

We give a single proof of the following substitutivity and weakening properties.
Lemma 8 (Substitutivity) If E,xT + J and ExT ¢ and E{x-~M} - M : T then
E{x—M} I J{x—M}.

Lemma 9 (Weakening) IfE + 7 and EE’ - o then EE' F 7.

Proof Lemmas8 (Substitutivity)and9 (Weakening¥ollowing by proving the fol-
lowing statements in order:

(1) Weakening for any not of the formP : es

By induction on the derivation of the judgmeht- 7. There is no appeal to
substitutivity.

(2) Substitutivity for any/ not of the formP : es

By induction on the derivation of the judgmeBix:T + 7. We appeal to state-
ment (1) in the cases involving bound variables, that is, the Ny Pair)
(Sub Pair)

(3) Substitutivity for any7 of the formP : es

By induction on the derivation of the judgmdaix:T F P : es We appeal to state-
ment (1) in the cases involving bound variables, sudiffasc Match) Moreover,
we appeal to statement (2) in cg&roc Match)

Notice that we rely or{Proc Subsumjn the cases using multiset subtraction,
since the inequalites{x—M} — fs{x—M} < (es— fs){x—M} may be a strict
inclusion.

(4) Weakening for any of the formP : es
By induction on the derivation of the judgmeBt- P: es We appeal to statement
(2) in the case ofProc Match) |

Lemma 10 (Strengthening) If E F ¢ and Ex:T - J and x¢ dom(E) Ufn(J) then
EFJ.

Proof  Aninduction on the proof oE,x:T - 7, making use of Lemmé for the case
of rule (Sub Pair) Lemma7 for the cases of rulegdsg Pair) (Proc Split) (Proc Case)
(Proc Symmxand(Proc Asymm) and Lemmag and8 (Substitutivity)for the case of
rule (Proc Match) Any case which introduces a bound variable uses Le®ma O

Lemma 11 (Bound Weakening) If E,xT+ Jand ExT T’ <: T then ExT' I 7.

Proof  We prove the following cases in order: whéns of the formU, of the form
es of the formU <: U’, of the formM : U, and then finally of the forn® : es We
prove each case by induction on the derivation of the judgext + 7. a
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C.2 Opponent Typability

In this section, we show that any opponent process can be typed in an environment
assigning théJn type to each of its free variables.

Derived Rules for Messages of Typé&n:

I
(Msg Pair Un) (Msg Inl Un) (Msg Inr Un)
EFM:Un EFN:Un EFM:Un EFN:Un
EF (M,N):Un EFinl (M):Un Etinr (N):Un
(Msg Symm Un) (Msg Part Un) (Msg Asymm Un)
EFM:Un EEN:Un EFM:Un EFM:Un EFN:Un
EF{M}y:Un EFK(M):Un EF{M[n:Un

Lemma 12 The rules in the table above are derivable.

Proof By (Msg Subsumjogether with additional rules as follows.

(Msg Pair Un) By (Msg Pair)and(Public Pair)

(Msg Inl Un) By (Msg Inl) and(Public Sum)

(Msg Inr Un) By (Msg Inr) and(Public Sum)

(Msg Symm Un) By (Tainted Shared Keygnd(Msg Symm)

(Msg Part Un) By (Tainted Keypairand(Msg Part)

(Msg Asymm Un) By (Tainted Key)and(Msg Asymm) ]

Lemma 13 If message M and environment E satisfy-E : Un for each xe fn(M),
then E- M : Un.

Proof By structural induction on the messadgeand appeal to the ruléEnv Good)
and all of the derived rules in the table abotsg Pair Un) (Msg Inl Un), (Msg Inr
Un), (Msg Asymm Un) (Msg Part Un) |

Derived Rules for Processes ManipulatingJn:

I
(Proc Split Un)
EFM:Un E,xUn,y:UnkFP:[]

E F split M is (x:Un,y:Un); P []

(Proc Match Un)(wherg ¢ domE))
EFM:Un EFEN:Un E,yUnkP:][]

E - match M is (N,y:Un); P[]

(Proc Case Un) (where¢ domE) andy ¢ domE))
EFM:Un ExUnkP:[] E,y;UnkQ:]

E F case Misinl (x:Un) Pisinr (y:Un) Q: ]
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(Proc Symm Un)(wherg ¢ domE))
EFM:Un EEN:Un E,xUnkP:]

E - decrypt Mis {x:Un}n;P: []

(Proc Asymm Un)(wherg ¢ domE))
EFM:Un EFN:Un E,xUnkP:]]

E b decrypt M is {x:Un[}n-1;P : []

Lemma 14 The rules in the table above are derivable.

Proof By (Msg Subsumjogether with additional rules as follows.

(Proc Split Un) By (Tainted Pairand(Proc Split)

(Proc Match Un) By (Tainted Pairand(Proc Match)

(Proc Case Un) By (Tainted Sumpand(Proc Case)

(Proc Symm Un) By (Tainted Shared Keygnd(Proc Symm)

(Proc Asymm Un) By (Tainted Key)and(Proc Asymm) |

Lemma 15 (Opponent Typability) If process O is an opponent, that is, an assertion-
free untyped unprivileged process, and the environment E satisfies:E/n for each
x € fn(O), then E- O : [].

Proof By structural induction on the proce€s with appeal to the primitive rules
(Proc Output Un)(Proc Input Un) (Proc Repeat Input Un)YProc Res)(Proc Par)
(Proc Stop) and all of the derived rules in the table abo\@roc Split Un) (Proc
Match Un) (Proc Case Un)and(Proc Asymm Un) m]

C.3 Algorithmic Formulation of Subtyping

We now present an alternative view of subtyping, which is designed to be easier to
implement and to reason about. The problem with the existing definition is that it
includes the rul¢Sub Trans)which makes inductive proofs about subtyping difficult.
We present an algorithmic variant of subtyping, which does not require a transitivity
rule, and then show it equivalent to the existing definition.

The algorithmic definition is based around two additiokialds of types: public
types and tainted types. These have associated judgiBent3aintedT) andE +
Public(T).

Public and Tainted Types:

(TaintedTop) (Public Un) (TaintedUn)
E I Tainted Top) E F Public(Un) E F TaintedUn)
(Public Pair) (TaintedPair)(whereE, x:T - U)
E I Public(T) E,xT + Public(U) E +- TaintedT) E,x:Un + TaintedU)
E + Public((x:T,U)) E + Tainted (x:T,U))
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(Public Sum) (TaintedSum)
E - Public(T) EF Public(U) E I TaintedT) E I TaintedU)

E F Public(T +U) E F TaintedT +U)

Cryptographic Keys:

I
(Public Shared) (TaintedShared)

E - Public(T) EF TaintedT) E F Public(T) EF TaintedT)

E - Public(SharedKey(T)) E F Tainted SharedKey(T))

(Public Keypair) (TaintedKeypair)

E - Public(T) EF TaintedT) E F Public(T) EF+ TaintedT)

E F Public(KeyPair(T)) E F Tainted KeyPair(T))
(PublicEnc) (TaintedENc)
E F TaintedT) E F Public(T)

E - Public(Encrypt Key(T)) E F Tainted Encrypt Key(T))

(Public Dec) (TaintedDec)
E F Public(T) E I TaintedT)

E I Public(Decrypt Key(T)) E + Tainted Decrypt Key(T))

L

Nonce Challenge and Responses:

I
(Public Challeng€]) (Public Response)
Eres

E F Public(Public Challenge [])  E - Public(Public Response es)

(TaintedPublic Challengég]) (TaintedPublic Responsf)
E F Tainted Public Challenge []) E F Tainted Public Response [])
(TaintedPrivate Challenge) (TaintedPrivate Response)
El-es El-es
E I TaintedPrivate Challenge e9 E F Tainted Private Response €9
(PublicCR)
Eres EFfs

E F Public(Public CR es f§
L

Algorithmic Formulation of Subtyping:

I
(Sub Public Tainted) (Sub Top)
E F Public(T) EF TaintedT’) EFT
EFT<T EFT<:Top
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(Sub CR C Algo) (Sub CR R Algo)
El-est fs es<ed Elestfs fs<fg

E ¢ CRes fs<: ¢ Challenge es E ¢ CRes fs<:/ Response fs

Congruence Rules:

I
(Sub Pairjwherex ¢ domE))
EFT<T" ExXTHU<:U ExT FU’
EF (xT,U) <: (xT',U’)

(Sub Sum)
EFT<:T" EFU<:U’

EFT+U < T'+U’

(Sub Key Invar)
EFT<:T EFT <T
E - SharedKey(T) <: SharedKey(T’)

(Sub Key Pair Invar)
EFT<T ERT <:T
E I KeyPair(T) <: KeyPair(T')

(Sub Enc Contra)
EFT < T
E + Encrypt Key(T) <: Encrypt Key(T”)

(Sub Dec Co)
EFT<T

E - Decrypt Key(T) <: Decrypt Key(T’)

(Sub Challenge) (Sub Response)
Eres EFfs
E I~ £ Challenge es<: ¢ Challenge es E I ¢ Response fs<: ¢ Response fs
(Sub CR)

Eled+fd es<ed fs<fd
EF/CRed fd <:¢CRes fs

Lemma 16 (Environmental Freedom) In the algorithmic formulation of subtyping:
(1) If E - Public(T) and donE) C domE’) then E I Public(T).
(2) If E I~ Tainted T) and donfE) C dom(E’) then E - TaintedT).
(3) FE+T <:U and don{E) C dom(E’) then E+ T <: U.

Proof By a simultaneous induction on the derivation of the first judgment in each
case. a
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Lemma 17 (Public Down/Tainted Up) In the algorithmic formulation of subtyping:
(1) If E + Public(T) and EF T’ <: T then E+ Public(T’).
(2) IfE F TaintedT) and EF T <: T’ then EF Tainted T’).

Proof By a simultaneous induction on the derivation of the first judgment in each
case.

(Tainted Top)

E I Tainted Top)

GivenE I Top <: T’ we must shovE - TaintedT’). The former is derivable in
two ways.
e By (Sub Public Tainted)rom E + Public(Top) (which is impossible) and
E F TaintedT').
e By (Sub Top) so thafT’ = Top.

(Public Un)

E F Public(Un)

GivenE - T’ <: Un we must shovE - Public(T’). The former is only derivable
using(Sub Public Tainted)soE + Public(T’) andE + Tainted Un).

(Tainted Un)

E F TaintedUn)
GivenE F Un <: T’ we must shovE + TaintedT’). The former is derivable in
two ways.
e By (Sub Public Tainted)from E I~ Public(Un) andE + Tainted T’).
e By (Sub Top) so thatfl’ = Top. By (TaintedTop), E + Tainted T’).

(Public Pair)
E F Public(Ty) E,xT; F Public(Ty)

E F Public((x:T1, T2))

GivenE + T’ <: (x:T1, T2) we must shovE - Public(T’). The former is derivable
in two ways.

e By (Sub Public Tainted)rom E + Public(T’) andE + Tainted (x:T1, T2)).

e By (SubPainwith T’ = (xT{,T;), fromE+ T <: Ty andE, xT{ - T, <: T,
andE, x:T; - T,. By induction hypothesi€  Public(T;) andE - T] <: Ty
imply E - Public(T{). By Lemmal6 (Environmental Freedomthe judg-
mentE, x:T{ - T <: T, impliesE, x:Ty - T; <: T,. By induction hypothesis,
E,x: T - Public(Tz) andE, x:Ty - T; <: T, imply E,x:T1 + Public(T;). By
Lemmal6 (Environmental Freedomjhis impliesE,x:T{ + Public(T,).
ThenE F Public(T’) follows from (Public Pair).
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(Tainted Pair)

E - TaintedT:) E,xUnt TaintedT,) E,xTi+T»
E F Tainted (x:T1, T2))

GivenE F (x:T1, T2) <: T’ we must shovE + Tainted T’). The former is deriv-
able in three ways.

e By (Sub Public Tainted)rom E + Public((x:T1,T2)) andE + Tainted T’).

e By (Sub Top) so thatT’ = Top. By (TaintedTop), E I Tainted T').

e By (SubPainwithT'= (xT{,T;), fromEF Ty <:T] andE,xT1 F T, <: T,
andE,xT] I T;. By induction hypothesis, the facEs+ TaintedT;) and
EF T1 <: T, imply E - TaintedT/). Then, by Lemmd.6 (Environmental
Freedom)the judgment,xT1 - T, <: T; impliesE,x:Un - T <: T;. By
induction hypothesis:, x:Un + Tainted T,) andE, x:Un - T; <: T, imply
E,x:Un F TaintedT,). By Lemmal6 (Environmental Freedomhis im-
pliesE,x:T{  TaintedT;). ThenE I TaintedT’) follows from (Tainted
Pair).

(Public Sum)
E + Public(Ty) E F Public(Ts)
E F Public(Ty + T7)

GivenE T’ <: Ty + T, we must shovE + Public(T’). The former is derivable
in two ways.

¢ By (Sub Public Tainted)rom E i~ Public(T’) andE I Tainted T, + T2).

e By (Sub Sum)with T =T+ T, fromE - T] <: Ty andE - T, <: T,. By
induction hypothesis - Public(Ti) andE - T, <: T; imply E - Public(T/)
for eachi € 1..2. ThenE + Public(T’) follows from (Public Sum)

(Tainted Sum)
E F TaintedT;) E I TaintedT,)

E F TaintedT; + T»)

GivenE Ty + T, <: T/ we must shoviE - Tainted T’). The former is derivable
in three ways.

e By (Sub Public Tainted)rom E i Public(T; + T>) andE + Tainted T').

e By (Sub Top) so thatflT’ = Top. By (TaintedTop), E + Tainted T’).

e By (Sub Sum)with T" =T/ +T,, fromEF Ty <: T/ andE+ T, <: T;.
By induction hypothesisg + TaintedTi) andE - T; <: T/ imply E +
TaintedT/) for eachi € 1..2. ThenE F Tainted T, + T) follows from
(TaintedSum)
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(Public Shared)
E F PublicU) EF TaintedU)

E F Public(SharedKey(U))

GivenE I T’ <: SharedKey(U) we must showE + Public(T’). The former is
derivable in two ways.

e By (Sub Public Tainted)from the judgment€ + Public(T’) andE +
Tainted SharedKey(U)).

e By (Sub Key Invar) with T’ = SharedKey(T), and bothE U <: T and
E U <: T. By induction hypothesis, we get the judgmegts Public(T)
andE F Tainted T). ThenE  Public(SharedKey(T)) follows from (Pub-
lic Shared)

(Tainted Shared), (Public Keypair), (Tainted Keypair) Similar to the case fofPub-
lic Shared)

(Public Enc)
E F TaintedU)

E + Public(Encrypt Key(U))

GivenE - T’ <: Encrypt Key(U) we must shovE - Public(T’). The former is
derivable in three ways.

e By (Sub Public Tainted)from the judgment€ + Public(T’) andE +
Tainted Encrypt Key(U)).

e By (Sub Top) so thatT’ = Top. By (TaintedTop), E I Tainted T').

e By (Sub Enc Contrawith T’ = Encrypt Key(T), andE+U <: T. By in-
duction hypothesis - TaintedU ) andE FU <: T imply E - TaintedT).
ThenE + Public(Encrypt Key(T)) follows from (Public Enc).

(Tainted Enc)
E + Public(U)
E F Tainted Encrypt Key(U))
GivenE I~ Encrypt Key(U) <: T we must shovE + Tainted T’). The former is
derivable in three ways.

e By (Sub Public Tainted)from the judgment& F Public(Encrypt Key(U))
andE + TaintedT').

e By (Sub Top) so thatflT’ = Top. By (TaintedTop), E I Tainted T’).

e By (Sub Enc Contrg)with T’ = Encrypt Key(T), andE - T <:U. By
induction hypothesi€ + Public(U) andE F T <: U imply E - Public(T).
ThenE I Tainted Encrypt Key(T)) follows from (TaintedEnc).
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(Public Dec)
E F Public(U)

E - Public(Decrypt Key(U))

GivenE - T’ <: Decrypt Key(U) we must shovE + Public(T’). The former is
derivable in three ways.

e By (Sub Public Tainted)from the judgment€ + Public(T’) andE +
Tainted Decrypt Key(U)).

e By (Sub Top) so thatT’ = Top. By (TaintedTop), E I Tainted T').

e By (Sub Dec Co)with T’ = Decrypt Key(T), andE T <:U. By in-
duction hypothesis; + Public(U) andE - T <: U imply E - Public(T).
ThenE + Public(Decrypt Key(T)) follows from (Public Dec)

(Tainted Dec)
E F TaintedU)
E F Tainted Decrypt Key(U))

GivenE I- Decrypt Key(U) <: T/ we must shovE +- Tainted T’). The former is
derivable in three ways.

e By (Sub Public Tainted)rom the judgmentg& - Public(Decrypt Key(U))
andE + TaintedT').

e By (Sub Top) so thatfl’ = Top. By (TaintedTop), E - Tainted T").

e By (Sub Dec Co)with T" = Decrypt Key(T), andE U <: T. By induc-
tion hypothesisg + TaintedU) andE - U <: T imply E + TaintedT).
ThenE I Tainted Decrypt Key(T)) follows from (TaintedDec). O

(Public Challenge([])

E F Public(Public Challenge [])

GivenE + T’ <: Public Challenge [] we must shovE - Public(T’). The former
is derivable in three ways.

e By (Sub Public Taintedfrom the judgmentE + Public(T) and E +
Tainted Public Challenge []).

e By (Sub CR C Algo)with T" = Public CR [] fsandE - fs. SoE +
Public(T’) follows by (Public CR).

e By (Sub Challengeyvith T’ = Public Challenge [].

(Public Response)
Erfs
E + Public(Public Response fs)

GivenE F T’ <: Public Response fswe must shovE + Public(T’). The former
is derivable in three ways.
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e By (Sub Public Taintedfrom the judgmentsE + Public(T’) and E +
Tainted Public Response fs).

e By (Sub CR R Algo)with T’ = Public CR e$ fs andE |- e$ + fs and
fd < fs. SOE I Public(T’) follows by (Public CR).

e By (Sub Responseyith T’ = Public Response fs.
(Tainted Public Challenge][])

E F Tainted Public Challenge [])

GivenE I Public Challenge [] <: T’ we must shovE - Tainted T’). The former
is derivable in three ways.

e By (Sub Public Taintedjrom judgment<E - Public(Public Challenge [])
andE + Tainted T’).

e By (Sub Top) so thatT’ = Top. By (TaintedTop), E I Tainted T').

e By (Sub Challengeyvith T’ = Public Challenge [].

(Tainted Public Respons€]) Similar to the case fofTaintedPublic Challengg]).
(Tainted Private Challenge) Similar to the case fofTaintedPublic Challengg]).
(Tainted Private Response)Similar to the case fofTaintedPublic Challengg]).

(Public CR)
Eres EFfs

E F Public(Public CR es f3

GivenE - T’ <: Public CR es fswe must shovE - Public(T’). The former is
derivable in two ways. The first way is vi&ub Public Taintedand immediately
impliesE I Public(T’). The second way is vig€Sub CR)with T = ¢ CR es fd
andE - es + fs andes< es andfs < fs'. We obtainE i~ Public(T’) via (Public
CR). a

Lemma 18 (Public Tainted) In the algorithmic formulation of subtyping:

(1) E - Public(T) ifand only if E- T <: Un.
(2) EF TaintedT) ifand only if EF Un <: T.

Proof  We give the details for part (1); part (2) follows by a symmetric argument.
AssumeE F Public(T). SinceE F TaintedUn), by (TaintedUn), we getE - T <: Un

by (Sub Public Tainted)For the reverse direction, assuieé- T <: Un. We havekE

F Public(Un), by (PublicUn), soE I Public(T) by Lemmal7 (Public Down/Tainted

Up)(1). a

Lemma 19 (Algo Trans) In the algorithmic formulation of subtyping, the judgments
EFT<T andEFT <:T"imply EFT <: T".
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Proof By induction on the derivation & - T <: T.

(Sub Public Tainted)
E F Public(T) Et TaintedT’)

EFT<T

GivenE + T’ <: T” we must shovE - T <: T”. By applying Lemmal7 (Public
Down/Tainted Up)E I TaintedT"). By (Sub Public Tainted)E +T <: T".

(Sub Top)

_ EFT
EFT <:Top

GivenE + Top <: T” we must showE - T <: T”. The former is derivable in
two ways.

e By (Sub Public Tainted)from E + Public(Top) and E + TaintedT").
SinceE - Public(Top) is not derivable, this case is impossible.
e By (Sub Top) so thafT” = Top. We haveE - T <: Top by assumption.
(Sub CR C Algo)
Erest+fs es<es
E ¢ CRes fs<: £ Challenge es
GivenE I~ £ Challenge e$ <: T” we must shovE I- ¢ CR es fs<: T”. The former

is derivable vigSub Public TaintedYSub Top) or (Sub Challenge)and in each
case we can easily show the latter.

(Sub CR R Algo)

Erest+fs fs<fs
E ¢ CRes fs<: ¢ Response fs
GivenE I- £ Response fs' <: T” we must shovE ¢ CR es fs<: T”. The former

is derivable viagSub Public TaintedSub Top) or (Sub Responseand in each
case we can easily show the latter.

(Sub Pair)

EFTi<T] ExTiFL<T, ExXxT/FT, x¢domE)
EF(xT, ) <: (xT{,T)

GivenE F (xT],T3) <: T” we must shovE + (x:T;,T;) <: T”. The former is
derivable in three ways.

e By (Sub Public TaintedfromE + Tainted T”) andE + Public((x:T{,T3)),
which itself must follow fromE + Public(T]) and E,x:T{ + Public(T;)
using (Public Pair) By Lemmal6 (Environmental Freedoml,x:T; +
Public(T}). By Lemmal7 (Public Down/Tainted UpE + Public(T;) and
E,x:T1 F Public(T;), and thereforé& + Public((x:T1, T2)) by (Public Pair).
HenceE I~ (x:Ty,T2) <: T” follows from E I~ Tainted T") by (Sub Public
Tainted)
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e By (Sub Top) so thatT” = Top. We getE I (xT1,Tz) <: Top by (Sub
Top).

e By (Sub Pair) with T” = (xT{,T)/), from E - T/ <: T{ andE,x:T] I-
T, <:T) andE,x T/ - T). By induction hypothesisk - T; <: T{". By
Lemmal6 (Environmental Freedonthe judgmenE, xT] F T; <: T} im-
pliesE,xT; - T; <: T). By induction hypothesis, this and the judgment
E.xTik T <: T, imply E,xT1 F T, <: T). By (Sub Pair) we conclude
EF (xT,To) <: (xT/,T)).

(Sub Sum)
EFTi<T EFT<T,
EFM+L<T+T

GivenE + T/ + T, <: T” we must shovE - T; + T, <: T”. The former is deriv-
able in three ways.

e By (Sub Public Tainted)from E + Tainted T”) andE + Public(T] +T),
which itself must follow fromE + Public(T{) andE + Public(T;) using
(Public Sum) By Lemmal7 (Public Down/Tainted Up)E + Public(Ty)
andE + Public(Tz), and thereforée = Public(Ty + T2) by (Public Sum)
Hence,E+ Ty +To <: T” follows from E + TaintedT”) by (Sub Public
Tainted)

e By (Sub Top) so thafT” = Top. We getE - T1 + T» <: Top by (Sub Top)

e By (Sub Sum)with T =T/ +T), fromEF T/ <: T/ andE - T, <: T
By induction hypothesis: - Ty <: T andE + T, <: T,. By (Sub Sum)
EFTi+ T < T/+T/.

(Sub Key Invar)
EFU<:U ERU <:U
E I SharedKey(U) <: SharedKey(U’)

GivenE I SharedKey(U’) <: T” we must shovE I SharedKey(U) <: T”. The
former is derivable in three ways.

e By (Sub Public Tainted)from the judgment& + TaintedT”) andE +
Public(SharedKey(U")), which itself must follow fromE + Public(U’)
andE + TaintedU’) using rule(Public Shared) By Lemmal7 (Public
Down/Tainted Up)E I Public(U) andE + TaintedU ), and thereforé& -
Public(SharedKey(U)). Hence E + SharedKey(U ) <: T” follows from E
F Tainted T”) by (Sub Public Tainted)

e By (Sub Top) so thatT” = Top. We getE F SharedKey(U) <: Top by
(Sub Top)

e By (Sub Key Invar)with T” = SharedKey(U”), and bottHE -U’ <: U"” and
E FU” <:U’. By induction hypothesisE FU <:U” andE - U” <: U.
ThenE - SharedKey(U) <: T” follows from (Sub Key Invar)

(Sub Key Pair Invar) Similar to the case fofSub Key Invar)
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(Sub Enc Contra)
EFU' <:U
E - Encrypt Key(U) <: Encrypt Key(U")

GivenE I~ Encrypt Key(U’) <: T” we must shovE + Encrypt Key(U) <: T".
The former is derivable in three ways.

e By (Sub Public Tainted)from the judgment& + TaintedT”) andE +
Public(Encrypt Key(U’)), which itself must follow fromE - TaintedU’)
using(Public Enc) By Lemmal7 (Public Down/Tainted Up)wve getE +
TaintedU ), and thereforde - Public(Encrypt Key(U)) by (Public Enc).
HenceE I Encrypt Key(U) <: T” follows fromE I~ Tainted T") by (Sub
Public Tainted)

e By (Sub Top) so thatT” = Top. We getE i Encrypt Key(U) <: Top by
(Sub Top)

e By (Sub Enc Contra)with T” = Encrypt Key(U”), from E +U" <: U".
By induction hypothesisz - U” <: U. By (Sub Enc Contra)we getE +
Encrypt Key(U) <: Encrypt Key(U").

(Sub Dec Co)
EFU < U’

E I Decrypt Key(U) <: Decrypt Key(U’)

GivenE F Decrypt Key(U’) <: T” we must shovE + Decrypt Key(U) <: T”.
The former is derivable in three ways.

e By (Sub Public Tainted)from the judgment& + TaintedT”) andE +
Public(Decrypt Key(U’)), which itself must follow fromE + Public(U’)
using (Public Dec) By Lemmal7 (Public Down/Tainted Up)we getE
F Public(U), and therefor& + Public(Decrypt Key(U)) by (Public Dec)
HenceE + Decrypt Key(U) <: T” follows fromE  Tainted T") by (Sub
Public Tainted)

e By (Sub Top) so thatT” = Top. We getE + Decrypt Key(U) <: Top by
(Sub Top)

e By (Sub Dec Cao)with T” = Decrypt Key(U"”), fromE U’ <:U”. By
induction hypothesis; - U’ <: U”. By (Sub Dec Co)we can deriveE -
Decrypt Key(U) <: Decrypt Key(U").

(Sub Challenge)
Eles

E I ¢ Challenge es<: ¢ Challenge es

Trivial.

(Sub Response)
EF fs

E - 2 Response fs<: ¢ Response fs

Trivial.
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(Sub CR)
EFed+fs es<es fs<fd

EF/CRed fd <:¢CRes fs

GivenE I ¢ CR es fs<: T” we must shovE + ¢ CR es fs' <: T”. The former
is derivable vig(Sub Public Tainted)Sub Top) or (Sub CR) and in each case
we can easily show the latter. |

Proposition 20 The two formulations of E T <: T’ are equivalent.

Proof LetALGOandORIGbe the sets of sentences of the fdemr T <: T’ gener-
ated by the algorithmic and original formulations, respectively.
We can derive each of the original rules using the algorithmic rules.

e For (Sub Refl) we can show by induction on the sizeDfthatE - T <: T is
derivable from the algorithmic rules.
e For(Sub Trans)we appeal to Lemm#9 (Algo Trans)

e Rules(Sub Top) (Sub Pair) (Sub Sum) (Sub Key Invar) (Sub Enc Contrg)
(Sub Dec Cao)and(Sub CR)are shared between both definitions.

e Rule(Public Pair)follows from (Sub Public Tainted)Public Pair), (Public Un),
and(TaintedUn).

e Rule (Tainted Pair)follows from (Sub Public Tainted)(Tainted Pair), (Public
Un), and(TaintedUn).

e Rule (Public Sum)follows from (Sub Public Tainted)(Public Sum) (Public
Un), and(TaintedUn).

e Rule (Public Shared Keyjollows from (Sub Public Tainted)(Public Shared)
(Public Un), and(TaintedUn).

¢ Rule(Public Key)follows from (Sub Public TaintedYPublicEnc), (PublicDec),
(Public Un), and(TaintedUn).

e The rulegTainted Sum)(Tainted Shared KeyJPublic Keypair) (Tainted Key)
and(Tainted Keypair¥ollow similarly.

e Rule(Public Challengg]) follows from (Public Challengg]).

e Rule(Public Responsdpllows from (Public Response)

e Rule(Tainted Public Challengg) follows from (TaintedPublic Challengg]).
e Rule(Tainted Public Responsé) follows from (TaintedPublic Responsg).
¢ Rule(Tainted Private Challengé&llows from (TaintedPrivate Challenge)

¢ Rule(Tainted Private Responsk)jlows from (TaintedPrivate Response)

e Rule(Sub CR C)follows from (Sub CR C Algo)

e Rule(Sub CR R)follows from (Sub CR R Algo)

SinceORIGis the least set to satisfy the original rul&RIGC ALGO.
Next, we establish the following intermediate results:
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(1) If E+ TaintedT) thenE F Un <: T derivable in the original system.
(2) If E+ Public(T) thenE F T <: Un derivable in the original system.

The proofs are by induction on the derivationdof TaintedT) andE F Public(T).

(Tainted Top) By (Sub Top)

(Public Un) By (Sub Refl)

(TaintedUn) By (Sub Refl)

(Public Pair) By induction hypothesigSub Pair) and(Public Pair)

(Tainted Pair) By induction hypothesigSub Pair) and(Tainted Pair)

(Public Sum) By induction hypothesigSub Sum)and(Public Sum)

(Tainted Sum) By induction hypothesigSub Sum)and(Tainted Sum)

(Public Shared) By induction hypothesigSub Key Invar) and(Public Shared Key)

(Tainted Shared) By induction hypothesis, and the rulg&ub Key Invar)and(Tainted
Shared Key)

(Public Keypair) By induction hypothesis, and the ruléSub Key Pair Invar)and
(Public Keypair)

(TaintedKeypair) By induction hypothesis, and the ruléSub Key Pair Invarand
(Tainted Keypair)

(Public Enc) By induction hypothesigSub Enc Contra)and(Public Key)
(TaintedEnc) By induction hypothesigSub Enc Contrg)and(Tainted Key)
(Public Dec) By induction hypothesigSub Dec Co)and(Public Key)
(Tainted Dec) By induction hypothesigSub Dec Ca)and(Tainted Key)
(Public Challenge[]) By (Public Challengg]).

(Public Response)By (Public Response)

(Tainted Public Challenge[]) By (Tainted Public Challengg).

(Tainted Public Respons€]) By (Tainted Public Responsé).

(Tainted Private Challenge) By (Tainted Private Challenge)

(Tainted Private Response)By (Tainted Private Response)

(Public CR) By (Sub CR R)and(Public Response)

Now, we can derive each of the algorithmic rules using the original rules.

e To derive(Sub Public Tainted)we need to show thd& - T <: T’ is derivable
in the original system iE + Public(T) andE + Tainted T’). By the results (1)
and (2) proved above, we hate- T <: Un andE  Un <: T, in the original
system. By(Sub Trans)we getE - T <: T’ in the original system.

e Rule(Sub CR C Algo)ollows from (Sub CR)and(Sub CR C) Rule(Sub CR R
Algo) follows from (Sub CR)and(Sub CR R) Rules(Sub Challengeand(Sub
Responsefollow from (Sub Refl)
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e Rules(Sub Top) (Sub Sum) (Sub Key Invar) (Sub Key Pair Invar)(Sub Enc
Contra) (Sub Dec Co)and(Sub CR)are shared between both definitions.

SinceALGOis the least set to satisfy the algorithmic rulasGOC ORIG o

C.4 Properties of Subtyping

This section collects some properties of the subtype relation needed in our proof of type
preservation. The proofs rely on the algorithmic formulation of subtyping presented in
the previous section. Propositidrfrom Section3.3is equivalent to the following two
propositions.

Proposition 21 (Public Key) Suppose that E T and EF <. Then the following are
equivalent:

(1) EFUn<:T,
(2) EF Encrypt Key(T) <: Un, and
(3) EF Un <: Decrypt Key(T).

Proof

(1) = (2) By (Sub Enc Contraaind(Public Key) we get:

E F Encrypt Key(T) <: Encrypt Key(Un) <: Un

(2) = (1) By Lemmal8 (Public Tainted)E - Public(Encrypt Key(T)), which itself
can only be derived bgPublicEnc)from E - Tainted T). Hence (1) follows by
Lemmal8 (Public Tainted)

(1) = (3) By (Public Key)and(Sub Dec Co)we get:

E F Decrypt Key(T) <: Decrypt Key(Un) <: Un

(3) = (1) By Lemmal8 (Public Tainted)E F Tainted Decrypt Key(T)), which itself
can only be derived byTaintedDec)from E + Tainted T). Hence (1) follows
by Lemmal8 (Public Tainted) m]

Proposition 22 (Digital Signature) Suppose that E T and Ei- ¢. Then the following
are equivalent;

(1) EFT <: Un,
(2) E+ Un <: Encrypt Key(T), and
(3) E+ Decrypt Key(T) <: Un.

Proof  Similar to the proof of PropositioB1 (Public Key) ad
Lemma 23 (Pair Inversion) IfE - (xT’,U’) <: (xT,U)thenEFT' <: T and ExT’
FU' <:U.
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Proof  According to the algorithmic formulation of subtyping, the judgment
(xT',U’) <: (xT,U) can only be derived bgSub Pair)or by (Sub Public Tainted)In
the former case, we ha¥er- T’ <: T andE,xT' - U’ <:U at once. In the latter case,
we haveE + Public((xT’,U’)) andE I Tainted (x:T,U)). These must be derived
via (Public Pair) and (Tainted Pair), respectively, and therefor - Public(T’) and
E,xT’  PublicU’), andE + TaintedT) andE,x:Un + TaintedU). By Lemmal8
(Public Tainted) E - T’ <: Un. By Lemmal6 (Environmental Freedomg,x:T' -
TaintedU). HenceE+ T’ <: T andE,x:T' U’ <: U follow by (Sub Public Tainted)
a

Lemma 24 (Sum Inversion) If E - T’ +U’ <: T +U then both E- T/ <: T and
EFU' <:U.

Proof  According to the algorithmic formulation of subtypirig/- T’ +U’ <: T +U
can only be derived bySub Sum)or by (Sub Public Tainted) In the former case,
we haveE - T’ <: T andE U’ <: U at once. In the latter case, we hake-
Public(T’ +U’) andE + TaintedT +U). These must be derived vi®ublic Sum)
and (Tainted Sum) respectively, and therefore - Public(T’) andE + Public(U’),
andE + Tainted T) andE I TaintedU). HenceE T’ <: T andE U’ <: U follow
by (Sub Public Tainted) ]

Lemma 25 (Key Inversion)

(1) If E - Encrypt Key(T) <: Encrypt Key(T') then EF T/ <: T.
(2) If E I Decrypt Key(T) <: Decrypt Key(T’) then EF T <: T'.

Proof  We consider (1) in detail; the argument for (2) is symmetric. If the judg-
mentE + Encrypt Key(T) <: Encrypt Key(T') is derived via(Sub Enc Contra)then
EF T’ <: T follows at once. Otherwise, it is derived usi(fgub Public Taintedfrom

E + Public(Encrypt Key(T)) andE + Tainted Encrypt Key(T’)). These can only be
derived via(Public Enc) and(TaintedEnc), respectively, so we hae - TaintedT)
andE + Public(T’). ThenE - T’ <: T follows from (Sub Public Tainted) O

C.5 Properties of Message Typing

This section collects some properties of the message typing relation needed in our proof
of type preservation.

Lemma 26 (Symm Key Match) If we have B ¢ and EF M : SharedKey(T;) and
E + M : SharedKey(T,) then both B- Ty <: T, and EF T, <: Ty.

Proof By inspection of the type rules for messagés; M : SharedKey(T) implies
thatM is a variable, withE = E’,M:U,E”, andE - U <: SharedKey(T1). Since this
may be derived vi&éSub Public Tainteddr (Sub Key Invar)there are two possibilities.

(A) E PublicU), E - Public(Ty), andE I Tainted Ty).
(B) U= SharedKey(Ul), EFUL < Ty, andE Ty <:Us.
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Now, givenE - ¢ the variables listed i are distinct, sd& - M : SharedKey(T) further
implies thatE - U <: SharedKey(T). We have two further possibilities:

(C) E+ Public(U), E - Public(Tz), andE F Tainted T»).
(D) U =SharedKey(Uz), EF Uz <: Ty, andE F T, <: Ua.

Overall, there are four combinations to consider. In combinations (AC), (AD), and
(BC), we can show that botk + Public(T,) andE + TaintedT:), and hence that

E T, <: Ty via (Sub Public Tainted) In combination (BD), we have that; = Uy,
andE T, <: T; follows by transitivity of subtyping. The conversE, - T; <: Ty,
follows by symmetric considerations. ]

Lemma 27 (Keypair Match) If E |- ¢, EF- M : KeyPair(T1), and EF M : KeyPair(T3)
thenbothB-Ty <: o and EF T, <: Ty.

Proof By an argument similar to that for Lemn2& (Symm Key Match) ]

Lemma 28 (Asymm Key Match) If we have B- Encrypt (N) : Encrypt Key(T) and
E + Decrypt (N) : Decrypt Key(U) then EF T <: U.

Proof  The derivation ofE - Encrypt (N) : Encrypt Key(T) must follow fromE +

N : KeyPair(T’) plus some number of subsumption steps implying the judgrmaent
Encrypt Key(T’) <: Encrypt Key(T). By Lemma25 (Key Inversionjl), E- T <: T'.
Similarly, the derivation ofE + Decrypt (N) : Decrypt Key(U) must follow from

E - N : KeyPair(U’) plus some number of subsumption steps implying the judgment
E I Decrypt Key(U’) <: Decrypt Key(U). By Lemma25 (Key Inversion(l), we get
EFU’ <:U. By Lemma27 (Keypair Match)we getE - T’ <: T. By transitivity of
subtypingEF T <:U. ]

C.6 End-events, Trust-events, Check-events

We are now almost ready to prove the type preservation result which is the core of
the robust safety result. Before we do so, however, we need to analyse the notion of
effect. Since our type system contains a notiorabént effectin the nonce types,

we must consider all of the effects an effect multiset might have. For example, in
the environmenk:¢ CR [end L] [], the effectcheck ¢ x allows not only the side-effect
check ¢ x but also the latent effeeihd L. For this reason, we define tiedsureof an

effect given an environment to be the multiset of possible effects given by including all
of the latent effects of any checked nonces. For example:

closurgx:¢ CR [end L] [])[check £ X] = [check £ X,end L]

The functionclosurdE, es) is partial, since some multisets contain ‘nonce cycles’ such
as:
closurgx:¢ CR [end L,check ¢ X] [], [check ¢ X])
= [end L,check £ x| + closurgx:¢ CR [end L, check ¢ X] [], [check £ X])

= [end L,check ¢ x,end L,check £ X] +
closurgx:¢ CR [end L, check ¢ X] [], [check £ X])
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For nonce acyclic multisets, the closure function is well-defined.

The Closure of an Effect Given an EnvironmentclosurgE, es):
I 1

closurgE, [end L]) = [end L]

closurd(E, [check ¢ x]) £ { gheckéx] + closurgE, es+ fs) gtﬁe(;(\?v;f CRes fs

closurgE, [trust M:T]) = [trust M:T]

closurgE, es+ fs) £ closurdE, es) + closurgE, fs)
closurdE, []) 2 []

L

Next, we define three properties of an effespaired with an environmetit. First, the

pair (E, es) is trust-proper if every trust effectust M:T in its closure is legitimate with
respect to the environmef. Second, the paifE, es is check-proper if its closure

is well-defined, is nonce-linear (that is, has no duplicate name-check effects), and is
check-typed (that is, the names being checked have suitable types). Third, the pair
(E,e9 is end-proper for a message multigstif Ls dominates the multiset of labels

of end-events in the closure ¢, eg). These three properties are part of the invariant
guaranteed by the type system.

Trust-Proper Environment/Effect Pairs:

I
Let (E,es betrust-properif and only if
for every(trustM:T) € closurdE,es) we haveE - M:T.

Check-Proper Environment/Effect Pairs:

I
Let (E,es becheck-propeif and only if
(1) closurgE, es) is well-defined,
(2) closurdE, e9 is nonce-linear, that is,
there is nac such thafcheck ¢ x, check ¢ x] < closurgE, es),
(3) (E,e9 is check-typedthat is,check ¢ x € closurg E, es) implies either
E(x) = ¢ Challenge es for someeg;, orE(x) = £ CR eg. ek for someeg, ex.

End-Proper Environment/Effect Pairs:

I
Let (E,es beend-properfor Lsif and only if [L | end L € closurgE,es)] <Ls.
L

Lemma 29 If:
(1) T=(CR (eg) (ex)
(2) T'=(CR (ex+e$) (ex+eg)
(3) es=es +ex +exR
(4) (E,xT,e9 is check-proper

then closurég,x: T’ es) < closurdE, x:T,es.
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Proof  First we use a routine induction to show thatlieck ¢ x ¢ closurdE, x:T, fs)
thenclosurdE,x:T’, fs) = closurdE, x:T, fs).

Next, we show the main result by induction on the definitionlofurg E, x:T’, es).
The only interesting case is whes = [check ¢ x]. We have:

closurdE,xT,eg = closurdE,x:T,[check { X +eg +eR)
= closurdE,xT,es +ek+esg +exR) + [check £ X]

Since(E,x:T,es is check-proper, this means that:
check £ x & closurdE,xT,es + ek +eg +ek)
Thus, we can use the previous induction to show that:

closurdE,xT’',es) = closurgE,xT',[check ¢ X))
= closurdE,xT' eg + e +exR+exR) + [check £ X]
= closurdE,xT,es + e +exR+exk) + [check £ X]
= closurdE,x:T,[check £ X| + e + €R)
= closurdE,x:T,e9

The other cases are routine. O

C.7 Type Preservation

In this section, we define the invariant on computation states induced by the type sys-
tem. We prove it is preserved by state transitions. Lebminaltype be one that is
eitherUn, ¢ Challenge es KeyPair(T), SharedKey(T), or a challenge-response type

¢ CR es fs. Let anominal environment Bbe one wheréE(x) is nominal for every

x € domE).

Good State:

I
(State)(wheres=esg +---+€s)
EFo
Etes
(E,e9 is trust-proper
(E,es is check-proper
(E, e is end-proper fot.s
E is nominal
E-Pi:ies - EFPh:es
EF[P]+---+[P]+Ls:es

Theorem 2 (Type Preservation)If E - As: es and As— As then we can find Eand
es such that E+- As : es.
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Proof  For anyx € fn(As) —fn(As), if E = E/,x:T,E” then we can use Lemm&s
(Weakening)nd8 (Substitutivity)to get that(E’,y:T,E"){y«x} - Asand so without
loss of generality, we can assume that domE).

The proof proceeds by a case analysis of the derivation of the state transition
As— AS.

(Trans Cast)
[cast Xis (y:U); P] 4+ Ps+Ls— [P{y~—x}| +Ps+Ls

We haveE | As: essoes=esg + e with E - cast X is (y:U);P: eg and

E - Ps: es. Only (Proc Castran deriveE F cast xis (y:U);P:eg soes =
ex +ex+eg andU = ¢ Response e with E - x : £ Challenge e andE,
y:¢ Response ek - P : eg andy ¢ dom(E) Ufn(es)).

The judgmentE - x : ¢ Challenge e must have come from an application
Eo,x T - xT of (Msgx), with E = Eg,x:T, followed by a number of subsumption
steps implying thaE - T <: £ Challenge e by transitivity.

Assume that we can find a nominal typesuch thatE’ - T’ <: T andE' - T’ <:

¢ Response ex andclosurdE’, es) < closurdE, es), where we leE’ = Eg,x: T’
andes = eg +es.

Then:
e SinceEtoandEF T’ <: T, it follows by Lemmall (Bound Weakening)
thatE' F .

e Since(E, ey is trust-proper andlosurgE’, es) < closurdE, e9), it follows
that(E’,es) is trust-proper.

e Since(E,es is check-proper andlosurdE’, es) < closurdE,e9), it fol-
lows that(E’, es) is check-proper.

e Since(E,e9 is end-proper fols and closurdE’,es) < closurdE,eg it
follows that(E’, es) is end-proper foLs.

e SinceE is nominal andl”’ is nominal, it follows tha&’ is nominal.

e SinceE,y:¢ Response e P : e we have by Lemma8 (Substitutivity)
and11 (Bound WeakeninghatE’ - P{y < x} : eg. SinceE I- Ps: e we
have by Lemmd 1 (Bound WeakeninghatE’ - Ps: es.

So we have foun&’ andes such thaE’ - As : es, as required.

All that remains is to find an appropriaté. We proceed by case analysis of the
rule used to deriv& - T <: £ Challenge ex:

(1) (Sub Challenge)T = ¢ Challenge eg. LetT’ £ ¢ CR eg ex, which is
nominal, and satisfies bota - T’ <: ¢ Challenge es and alscE - T’ <:
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£ Response es. We can calculate, using Lemr2&:

closurdE’, es) closurgEg, x:¢ CR e ek, €9 +€%)
closurdEq,x:¢ CR[] [],ex +ex+€s +€%)
= closurdEg,x:{ CR[] [],es +€9)
= closuréEg, x:¢ Challenge eg,es +€9)
= closurdE,e9

IN

(2) (SUbCRCAIgo) T =/ CReg es. LetT' =/ CR (ex +e<) (er+es),
which is nominal, and satisfies bokh T’ <: ¢ Challenge e and also
E F T’ <: £ Response esk. We can calculate, using Lemr2a:
closurgE’, es)
= closurdEp,x:¢ CR (e +eg) (ER+eR),e9 +€%)
closurgEg, x:¢ CR eg €%, 6% +eR+ €9 +e9)
= closurgEp,x:/ CR eg ek, €5 +e9)
= closurdE,e9

(3) (Sub Public Taintedwhere¢ = Private. This means that we have bdth
- Public(T) andE + Tainted? Challenge es). Let T/ = T andE’ = E,
then us€Sub Public Taintedjigain to deriveE’ - T’ <: £ Response ex.

(4) (Sub Public Taintedwhere/ = Public. This means we haver Public(T)
andE + Tainted? Challenge es), and sces = []. From the definition of

a public type, and the requirement tHats nominal, there are these cases

to consider:

(8) T = Public CR e es. Let T’ = Public CR (ex +e$) (e +es),
which is nominal, and satisfies both- T’ <: Public CR eg eg
and alsoE + T’ <: Public Response e, and we can calculate, using
Lemma29:

closurgE’, es)
= closurdEp,x:/ CR (e +eg) (eR+e%).e9 +€e%)
closurgEg, x:¢ CR eg: ek, % +ek+ €9 +€9)

= closurgEp,x:/ CR eg. ek, €5 +e9)
= closurdE,e9

IN

IN

(b) T =Un. Let T’ = Public CR [] e, which is nominal, and satisfies
bothE - T’ <: Un and alsoE - T’ <: Public Response ez, and we
can calculate, using Lemn29:

closurgE’, es)

closurgEg, x:¢ CR e ek, €9 +€%)
closurgEg,x:¢ CR[] [],ex +ex+e9 +€%)
closurdEg,x:¢ CR [] [],es1+e9)
closurdEp,x:Un,es +€9)

= closurdE,e9

A

54



(c) T = Public Challenge [], which uses a similar argument.
(d) T = SharedKey(Un), which uses a similar argument.
(e) T = KeyPair(Un), which uses a similar argument.

(Trans Check)
[check xis x; P] + Ps+ Ls — [P] + Ps+Ls

We haveE I~ As: essoes= es +e$ with E - check Xis x; P: es andE I Ps: es.
Only (Proc Check)can derive the judgmert - check X is X;P : eg so we
havees = (fs— (ex + ex)) + [check ¢ X] with E - x: £ Challenge e and
E+ X: /¢ Response esandEF P: fs.

Suppose that is the type ofx in E, so thatE = Eg,x:T. Since we know that
E F ¢ Challenge e andE F ¢ Response e and (E,es is check-proper, for
someeg. andesg; we have thal =/ CR (e +e%) (er+eg).

Let (E',es) = (E, fs+es). Then:

closurgE’, es)

closurdE, fs+e9)

closurdE, (fs— (ex +exR)) +ex +ex +eR+eR+€9)
closurdE, fs— (e +ex) + [check £ x| +e9)

closurdE, es

IN A

and so we can check that - [P] + Ps+Ls: es as required.
(Trans Begin)
[begin L;P] + Ps+Ls— [L] +[P] + Ps+Ls
We haveE | As: essoes= eg + e with E - begin L;P: eg andE |- Ps: es.

Only (Proc Begin)can deriveE + begin L;P: es, soes = eg — [end L] with
EFL:TandEFP:es. LetE' =E andes = eg +es. Then:

closurdE’,es) = closurdE’ es +e9)
closurdE’,es +[end L] +e9)
= closurdE’,es +es)+ [end L]
= closur€E,es + [end L]

IN

and so we can check that - [L] + [P] + Ps+Ls: es as required.
(Trans End)
[L]+ [end L;P]+Ps+Ls— [P]+ Ps+Ls

We haveE - As: essoes=eg +eswithEFendL;P:eg andEF Ps: es. Only
(Proc End)can deriveE - end L;P: es, soeg =eg +[end L|withEFL: T
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andE+ P:eg. LetE' =E andes = es +es. Then:

closurdE’,es) = closurdE’ e +es)
closurdE’ e +e9) + [end L] — [end L]
closurdE’ e + [end L] +e$) — [end L]
closurE’,es +es) —[end L]

= closurdE,es) — [end L]

and so we can check that - [P] + Ps+Ls: es as required.
(Trans 1/O)

[out X M] + [inp X (V:T); P] + Ps+Ls — [P{y«—M}] + Ps+Ls

We haveE - As: esso it must be thags=es +es+egwithEFoutx M: e

andE Finp x (y:T);P: e andE F Ps: es. Only (Proc Output Unkan derive
EtFoutxM:eg, soeg =[] with EFx:UnandEF M : Un. Only (Proc
Input Un)can deriveE - inp X (y:T);P: e soEF x:UnandE,y:Unt P:es

with y ¢ domE) Ufn(es). By Lemma8 (Substitutivity) E,y:Un F P : e and
E+M:Unimply E+ P{y«—M}:es. LetE’ = E andes = es= e + es, then
we can check thé' F [P{y—M}] + Ps+Ls: es as required.

(Trans Repl 1/0)

[out X M] + [repeat inp X (Y:T); P] 4+ Ps+Ls—
[P{y«—M}]| + [repeat inp X (y:T); P] + Ps+Ls

The argument generalizes the argument for (Ukans 1/O) but with appeal to
(Proc Repeat Input Urihstead of(Proc Input Un)

(Trans New)
X ¢ fn(Ps+Ls) = [new (x:T); P] 4+ Ps+Ls— [P]+Ps+Ls

We haveE - As: essoes=eg +eg With EF new (xT);P: es andE+ Ps: es.
There are two possible rules which can defve new (x:T); P : es, depending
onT:

(1) If T =/ Challenge es then we must have usé@roc Challenge)so that
E,xTFP:es+[check ¢ x| withx¢Z fn(eg). LetE’ =E,x T andes = es+
[check £ X]), so:

closurdE’,es) = closurdE,x.T,es+ [check £ X])
closurdE,x:T,e9
closurdE,eg

and so we can check thit - P+ Ps+Ls: es as required.
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(2) Otherwise, we must have us@eroc Res)so we havde, x:T - P: eg with
x ¢ fn(es), andT is a nominal type. LetE’,es) = (E,x:T,es, so:

closurdE’,es) = closurgE,x:T,es
closurdE,es

and so we can check tht - P+ Ps+Ls: es as required.

(Trans Par)
[P| Q]+ Ps+Ls— [P]+[Q]+Ps+Ls

We haveE |- As: essoes=eg +es with EF- P | Q: es andE - Ps: es. Only
(Proc Par)can deriveE - P | Q: es soeg = e +eg with E- P : e and
EF Q:eg. LetE' = E andes = es= e + eg + €9, so we immediately have
E+[P]+[Q] +Ps:es.
(Trans Stop)
[stop] + Ps+Ls— Ps+Ls

We haveE | As: essoes= eg + e with E - stop : eg andE F Ps: es. Only
(Proc Stop)an deriveE - stop : eg soesg = [|. LetE’ = E andes = es=e9,
so we immediately have - Ps: es.

(Trans Split)
[split (M,N)is (x:T,y:U);P] 4+ Ps+Ls— [P{x—M}{y—N}] + Ps+Ls

We haveE - As: essoes= eg + e with E - split (M,N) is (xT,y:U);P:es
andE - Ps: es. Only (Proc Splitican deriveE I split (M,N) is (xT,y:U);P:es
soE+ (M,N): (xT,U) andE,xT,y:U F P: es with x,y ¢ domE) Ufn(es)
andx #y. The derivation oE - (M,N) : (xT,U) must usgMsg Pair)together
with a number of applications ¢Msg Subsum)so that there are typd&s and
U’ suchthaE M : T andE+ N :U'{x—M} andE I (xT',U’) <: (xT,U).
By Lemma23 (Pair Inversion)E+ T’ <: T andE,xT' U’ <:U. By (Msg
Subsum) the judgmentE - M : T andE-T' <: T imply EFM: T. By
Lemma8 (Substitutivity) this andE, x:T,y:U - P: eg andx ¢ domE) Ufn(es)
andE I ¢ imply E,y:U{x—M} - P{x<M} : eg. Similarly, E,xT'+U’ <:U
impliesE - U'{x~M} <: U{x<M}. So, by(Msg Subsum)E - N : U’{x~—M}
implies that we hav& F N : U{x—M}. By Lemma8 (Substitutivity) this and
E,yU{x—M} - P{x—M} : eg andy ¢ domE) Ufn(es) andE + < imply that
EF P{x~M}{y<N} :es. LetE'=E andes = es so we can derive that
E'F [P{x—M}{y—N}] +Ps+Ls: es as required.

(Trans Match)
[match (M,N) is (M,y:V);P] + Ps+Ls— [P{y«—N}]+ Ps+Ls
We haveE I As: essoes= es +e$ with E - match (M,N) is (M,y:V);P:es

andE + Ps: es. The judgment - match (M,N) is (M,y:V);P: eg can only
be derived with(Proc Match) soE - (M,N) : (xT,U) andV = U{x~—M} and
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EFM:T andE,yV I P: eg with y ¢ domE)Ufn(es. The derivation of
EF (M,N): (xT,U) must uséMsg Pair)together with a number of applications
of (Msg Subsum)so that there are types andU’ such thatE - M : T’ and
EFN:U{x—M} and(xT’,U’") <: (xT,U). By Lemma23 (Pair Inversion)
EFT <. T andE,xT'+ U’ <:U. By Lemma8 (Substitutivity) E+- M : T’
andE,xT'+U’ <:U andx ¢ domE) andE I ¢ imply E - U’{x—M} <: V.
By (Msg Subsum)this andE - N : U’{x<—M} imply E+ N :V. By Lemma8
(Substitutivity) this andE,y:V I P : eg andy ¢ domE) andE + < imply that
E+P{y—N}:es. LetE’ = E andes = es so so we can derive the judgment
E’' - [P{y—N}]+Ps+Ls: es as required.

(Trans Inl)
[case inl (M) isinl (XT) Pisinr (y:U) Q]+ Ps+Ls— [P{x—M}]+Ps+Ls
We haveE - As: essoes= es + e with
EF caseinl (M) isinl (xT) Pisinr (yU) Q:es

andE F Ps: es. Only (Proc Casetan derive the judgment displayed above so
eg = fs Vi andErinl (M): T+U andE,xTFP: fsgandE,yU - Q: fs,
with x ¢ domE) Ufn(fs;) andy ¢ domE) Ufn(fsz). The derivation of the judg-
mentE Finl (M) : T +U must usgMsg Inl) together with a number of applica-
tions of(Msg Subsum)so that there are typds andU’ such thaE M : T’ and
EFU’ andEF T +U’ <: T +U. By Lemma24 (Sum Inversion)E - T’ <: T
andE U’ <:U. By (Msg Subsum)we getE - M : T. This andE,x.T - P: fs;
andx ¢ domE)ufn(fs;) andE F o imply E - P{x—M} : fs;, by Lemma8
(Substitutivity) LetE’ = E andes = fs; + e, and we can derive the judgment
E'F [P{x<M}] +Ps+Ls: es as required.

(Trans Inr)
[case inr (N) isinl (xT) Pisinr (y:U) Q] +Ps+Ls— [Q{y—N}|+Ps+Ls

By an argument symmetric to that fGfrans Inl)
(Trans Symm)

[decrypt {M}n is {XxT}n;P] +Ps+Ls— [P{x—M}] + Ps+Ls

We haveE F As: essoes= eg + e with E |- decrypt {M}y is {XT}n;P:es
andE - Ps: es. The judgmenE I decrypt {M}n is {X:T }n;P: €5 can only have
been derived usingProc SymmpoE F {M}y : Un andE F N : SharedKey(T)
andE,x.T - P: es with x¢ dom(E) Ufn(es). The derivation oE - {M}y : Un
must usgMsg Symm)together with a number of applications(@sg Subsun)
so that there is a type such thatt - M : U andE + N : SharedKey(U). By
Lemma26 (Symm Key Match)E - N : SharedKey(T), E - N : SharedKey(U),
andE o imply EFU <: T. By (Msg Subsum)E+ M : T. By Lemma8
(Substitutivity) EF M : T andE,xT - P: eg andx ¢ domE) Ufn(eg) and
E+ oimply EF P{x—M} :es. LetE’ = E andes = es so we can derive the
judgmentE’ - [P{x—M}] + Ps: es as required.
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(Trans Asymm)
[decrypt {IM I}Encrypt (N) is {|X:T HDecrypt (N)*l;P] +Pst+Ls— [P{XHM }] +Ps+Ls
By an argument similar to that f¢gffrans Symm)but using Lemma&8 (Asymm
Key Match)rather thar26 (Symm Key Match)
(Trans Witness)
[witnessM:T; P] + Ps+ Ls— [P] +Ps+Ls

We haveE - As: essoes= eg +e9 whereE F witnessM:T;P: eg and alscE -
Ps: es. Only (Proc Witnesstan deriveE - witnessM:T;P:eg SOEFM: T
andE - P: eg with e = es + [trust M:T,...,trust M:T]. LetE' = E and
es = e+ ey, and we have:

closurdE’,es) = closurdE,eg + [trustM:T,... trustM:T] +e9)
= closurdE,es +e9)+ [trust M:T,... trust M:T]
= closurdE,es + [trustM:T,..., trust M:T]

In particular, sincéE, eg) is trust-proper ané - M : T we have thatE’, es) is
trust-proper. We can then show ttitH [P] + Ps+Ls: es as required.

(Trans Trust)
[trustMis (x:T);P] + Ps+Ls— [P{x<~M}] + Ps+Ls

We haveE | As: essoes= eg + e with E - trust M is (xT);P : eg and
E - Ps: es. Only (Proc Trustican deriveE F trustMis (x:T);P: eg and sceg =
es + [trustM:T] sOE - M : Top andE,x:T + P: eg andx ¢ domE) Ufn(es).
Since (E,e9 is trust-proper, we have th&+ M : T, and soE+ M : T and
E,xTF P:eg imply E P{x—M} : eg, by Lemma8 (Substitutivity) Let
E' = E andes = eg +e%, so we can shoit’ - [P{x—M}] +Ps+Ls:es as
required. a

The theorem justifies the intended meaning of an effect of a process: it is an upper
bound on the end-events that may be performed by the process.

C.8 Safety and Robust Safety

Our main application of Theoreth(Type Preservations to establish safety and robust
safety properties of well-typed processes.

Lemma 30 If E - As: es and As= AS then there are Eand e$such that E- PS : es.

Proof  Aninduction on the derivation oks=- As, making use of Theorera (Type
Preservation) ]

Theorem 3 (Safety) If x1:Un, ..., xa:Un P[] then P is safe.
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Proof Consider an arbitrary states such thafP] = As Let As= Ps+Ls, and let
E = x1:Un,...,X,:Un. We have by(State) E - [P] : [] and so by Lemm&0, we can
find E’ andes such thatt’ - As: es. Then if Ps= [end L;P’] + Ps, we must have
end L € es and sa. € Ls. Thus,Asis not an error state, and §ds safe. O

Proof of Theorem 1 (Robust Safety) If x1:Un,...,X;:UnF P[] then P is robustly
safe.

Proof Consider any oppone@. Supposén(O) — {x1,...,%n} = {Yy1,...,Ym}. Let
E =x1:Un,....%:Un, y1:Un,....,ym:Un. By Lemmal5 (Opponent Typability)we
haveE - O: []. By Lemma9 (Weakening)E - P: []. By (Proc Par)E+P|O:[]. By
Theorem3 (Safety) P | O is safe. ]
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