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Abstract 
The Herald project at Microsoft Research has 

built working implementations of several scalable 
peer-to-peer algorithms as part of our work on a 
scalable, fault-tolerant event notification system.  
Our goal has been to construct and validate imple-
mentations that will work on real networks at scale 
– not just to simulate such systems and reason about 
what might be buildable – but to actually build and 
run them. 

This paper reports on our experiences building a 
working peer-to-peer system, relating lessons 
learned that will potentially be useful to others con-
templating similar endeavors.  Our experiences and 
recommendations fall broadly into two categories:  
(1) We strongly recommend that the system be de-
veloped such that it can be run in both simulated 
and real network environments.  (2) We observed 
that message transport issues such as protocols 
used, overlay network characteristics, multi-hop 
routing, layering, and race conditions introduce sig-
nificant non-local complexities and interactions of 
which applications must be aware to function cor-
rectly.  We built real peer-to-peer systems that scale 
to hundreds of thousands of nodes in a network 
simulator while also running on real networks, in-
cluding those with WAN characteristics.  We be-
lieve the lessons learned along the way will be use-
ful and interesting to others trying to build real 
working scalable systems. 

1. Introduction 
Numerous projects exist today that propose scal-

able peer-to-peer solutions to real-world problems.  
Yet evaluating these solutions poses a dilemma.  
Real-world experiments involving hundreds of 
thousands of nodes or more – enough to validate 
some of the desired scaling properties of the system 
being built – are typically infeasible because of the 
resources required.  And yet simulation experi-
ments, which can be run at these scales, by neces-
sity sacrifice some of the real-world details that ac-

tual deployed systems must handle correctly.  And 
while real-world experiments with hundreds of 
nodes are increasingly feasible by employing test-
beds such as Netbed/Emulab [White et al. 02] and 
Planetlab [Bavier et al 04], such small-scale de-
ployments can not verify that the algorithms em-
ployed will scale to much larger numbers of partici-
pants. 

Facing this dilemma, our conclusion was that the 
best way to convince ourselves that the systems we 
built would work both on real networks and at scale 
was to test them in two different environments:  on 
real networks of machines at modest scale and in 
simulated networks at much larger scale.  This ap-
proach was successful for us, but not without its 
trials and pitfalls. 

Finally, before we begin reporting our experi-
ences, we recognize that several other projects, such 
as Macedon [Rodriguez et al. 04], have also em-
ployed techniques similar to those described here, 
such as enabling peer-to-peer systems to be run in 
both simulation and live environments.  This paper 
is distinguished from others, however, in that we are 
focusing on the techniques employed in building the 
system and the engineering realities faced while 
doing so, rather than the results obtained by the sys-
tem itself. 

We believe that many of the practical lessons 
learned and “war stories” from building working 
peer-to-peer systems have not been reported to the 
community so that others can benefit from them.  
This paper aims to fill this gap. 

2. Develop for Both Simulation and Reality 
2.1 Single Code Base 

One decision we strongly stand behind is that we 
used a common code base for both simulation and 
live experiments. Most software components were 
compiled into libraries that could be run in either 
environment.  For instance, the SkipNet [Harvey et 
al. 03] overlay network and the Overlook [Theimer 
& Jones 02] scalable name service used the same 
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code in both environments.  The message transport 
interface was abstracted, with transport providers 
implemented for TCP and a network simulator de-
rived from the one built for the Pastry project [Row-
stron & Druschel 01].  Of course, some environ-
ment-specific code was just different.  For instance, 
all nodes were created in a single program in the 
simulator environment, whereas each ran in its own 
process in the live environment. 

It might be tempting to think that first you simu-
late, while coding and debugging your algorithms, 
then you run them on real systems with no reason to 
go back to simulation once you’re running “in the 
wild”.  But in our experience, this is definitely not 
true.  Problems or insights discovered while running 
live caused us to redesign algorithms on several oc-
casions.  As discussed later, it’s far easier to debug 
in the simulation environment.  Thus, as our sys-
tems evolved, we greatly benefited from being able 
to go back and forth between simulations and live 
runs.  The lesson: Don’t throw your simulation en-
vironment away once you’re (also) able run in a real 
network environment.  As your system evolves 
(which they always do!), having it in your arsenal of 
tools will keep paying off. 

2.2 Single-Threaded Code 
While we believe that using a single code base 

was the right decision, it was not without significant 
pain.  Being able to simulate hundreds of thousands 
of nodes required minimizing the physical memory 
usage per node.  In particular, there was no light-
weight threads package available for our implemen-
tation environment (C#) that would have kept thread 
stacks small enough to be able to afford one per 
node.  Thus, we were forced into a single-threaded 
event-driven programming style with hand-written 
continuations. 

This programming style can certainly work, but it 
results in quite obfuscated code, where, for instance, 
the code to send a request message and the code to 
process the reply for that request are in different 
procedures, with state passed explicitly between 
them in continuation structures.  Lightweight 
threads a la Capriccio [von Behren et al. 03] and/or 
language support for continuations would have cer-
tainly made our lives easier and the code more read-
able.  We encourage others to use such support if it 
exists for your chosen programming environment. 

2.3 Message-Level versus Packet-Level Simula-
tion 

Our project used a message-level network simu-
lator derived from the one built for the Pastry pro-
ject.  Message-level simulations are certainly not as 
accurate as packet-level network simulations, such 
as the NS-based simulations employed by the Mac-
edon project, since message-level simulation fails to 
capture all the congestion and queuing behavior that 
packet-level simulation includes. 

Nonetheless, each type of simulation has its 
strengths and weaknesses.  Macedon’s experience 
was that they could only simulate up to a few hun-
dred nodes with packet-level simulation – a typical 
result.  This is still quite useful for initial debug-
ging.  However, this type of simulation could not be 
used to verify scaling properties of algorithms. 

The message-level simulator we used could eas-
ily perform simulations with hundreds of thousands 
of nodes.  Thus, we could observe behavior of the 
systems running at decent scale.  Of course, one 
should ask: “But are message-level simulations ac-
curate enough?”  Our answer is “yes, with caveats”.  
Provided the experiments we were running didn’t 
cause network overload in which congestion and 
queuing came into play, our simulation results typi-
cally closely matched results obtained on our cluster 
of 40 machines on which we typically ran 400 node 
processes. 

Our recommendation:  If system scaling or simu-
lation execution speed are important to you, use a 
message-level simulator.  Better yet, if you have 
access to both kinds of simulators, test your code in 
both! 

2.4 Reproducible Execution 
Possibly the most valuable aspect of the simula-

tion environment is that runs can be deterministic 
and reproducible – something not true on a live 
network.  We allowed seed values to be specified on 
the command line so that different runs could em-
ploy different sets of random number choices while 
still being reproducible.  Reproducibility has obvi-
ous advantages when debugging your algorithms. 

2.5 Simulated Time versus Real Time 
Another advantage of debugging in a message-

level simulator is that some experiments can run 
orders of magnitude quicker than they would on a 
real network, particularly if a WAN is being em-
ployed.  This is because WAN message delivery 
times are measured in tens or hundreds of millisec-
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onds, whereas simulator messages can be delivered 
in fractions of a microsecond.  Of course, if the ex-
periment is highly parallel the simulator runs may 
be slower, but for any serial phases, it’s nearly al-
ways faster. 

Another significant factor in how long experi-
ments take to run is the set-up and management 
overhead of running on a cluster or true distributed 
system.  On our cluster, in addition to the usual the 
edit-compile-debug cycle, additional steps were 
needed to (1) reserve nodes on the cluster, (2) copy 
the compiled binaries to all the cluster nodes, (3) 
start the nodes in a staggered fashion, (4) wait for 
all nodes to exit, and (5) copy results from all nodes 
to a results repository.  Don’t underestimate the 
time required for mundane but essential tasks when 
running live experiments. 

2.6 Debuggers versus Log Files 
Because simulated runs occur entirely within a 

single process, they can be debugged using standard 
debuggers and techniques.  In our environment, they 
are just single-threaded deterministic program exe-
cutions, making it easy to drill down through ab-
straction layers and find out what went wrong when 
something did.  But remember… 

2.6.1 Even though you’ve debugged it on the 
simulator, it still may not work in the wild. 

For all the reasons that network simulations do 
not faithfully mimic real networks, the same code 
run in the two environments can and will behave 
differently.  A handful of differences we had to de-
bug in the live system included: 
• different execution orders, 
• different ranges of message delivery times, 
• unexpected timeouts occurring, 
• dropped messages due to network saturation. 
All of which brings us to the point that… 

2.6.2 You will have to debug with log files. 
Unless your distributed system debugging envi-

ronment is head-and-shoulders above ours, you will 
find yourself debugging distributed algorithms by 
doing post-mortem analysis of node log file outputs 
from failed runs.  It’s not pretty or fun, but here are 
some principles we applied: 
• Debug with log files as rarely as possible.  (It’s 

much more efficient to debug using the simula-
tor!) 

• Log files should contain enough state to verify 
key program invariants. 

• Log files should contain enough state to enable 
relevant distributed execution paths to be re-
traced. 

• Always log.  You never know when a bug will 
manifest itself and you may not be able to repro-
duce it later. 

2.7 Closing Remarks on Simulation versus Real-
ity 

In our experience, having the simulator was in-
valuable but it’s not the same as reality.  Do the dif-
ferences matter?  It depends.  For instance, in our 
simulator, the first message exchange between two 
nodes takes the same time as the second such ex-
change.  On the live network, the first exchange is 
slower because of the TCP connection setup hand-
shake that occurs before data is sent.  The simulated 
time is very close to the time for the second (and 
subsequent) exchanges.  Is this a problem?  It de-
pends upon how you’re using the results.  The main 
lesson here is to take advantage of the strengths of 
both environments, while being fully aware of their 
weaknesses. 

3. Face the Transport Mess 
Sending a message from one node to another is a 

conceptually simple operation with a potentially 
large amount of complexity and factors to be aware 
of under the covers, particularly when peer-to-peer 
overlay networks are employed.  This section ex-
plores some of these issues we faced in our work. 

3.1 Choice and Consequences of Choosing TCP 
We chose TCP for our node-to-node transport 

because it handles message delivery retries for us, 
hence the layers above it wouldn’t have to.  Plus, 
we wanted the “friendly” congestion backoff TCP 
provides, letting us be good network citizens.  How-
ever, this choice came at a price. 

A typical TCP message can be delivered in milli-
seconds.  But, in the face of failure, TCP keeps try-
ing to deliver a message for quite a while – in our 
implementation, over half a minute.  Thus, there are 
many orders of magnitude difference between suc-
cessful and unsuccessful message times.  Further-
more, in the presence of congestion, even successful 
communication can take three orders of magnitude 
longer than typical times. 

The high variance and long timeouts that come 
with using TCP effectively meant that while failures 
are rare, when they do occur, higher-level recovery 
and re-routing can take minutes to accomplish. 
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Others have made choices other than TCP, in-
cluding the use of UDP with application-level re-
tries and hybrid transport protocols [Dabek at al. 
04], with the combination tuned to the characteris-
tics of a particular application.  While not covering 
these choices per se, we hope that this description of 
our experiences using TCP for overlay transport, 
both good and bad, will help inform other’s choices 
of transport protocols for their systems. 

One meta-point to consider when comparing 
transport possibilities is that each choice, such as 
TCP, UDP, and others, is actually a choice among a 
complex set of many inter-related properties, in-
cluding retry semantics, congestion behavior, han-
dling of out-of-order packets, support for messages 
longer than a single packet, acknowledgment se-
mantics, timeout values, etc.  If your application 
cares about these properties, you’ll either need to 
choose a transport that provides them in an accept-
able manner or implement them yourself in some 
fashion.  Our experiences have led us to conclude 
that there’s not a one-size-fits-all transport choice 
that is best for all peer-to-peer applications. 

3.2 Layering can get you in trouble. 
Our peer-to-peer applications are built using soft-

ware layers that themselves use one or more layers 
below them.  For instance, one application uses ap-
plication-level multicast trees similar to Scribe trees 
[Rowstron et al. 01].  The multicast trees use the 
SkipNet overlay network.  The overlay uses a trans-
port – either  the simulator or TCP.  Each layer pro-
vides useful services to its clients.  But each also 
implicitly inherits the characteristics of and prob-
lems with the layers used to construct it. 

Consider timeouts.  As already discussed, TCP 
takes on the order of a minute before declaring a 
connection failed.  This means that SkipNet, which 
is built on it, must use failure detection timeouts 
longer than the TCP timeout, or else handle the 
complexity of declaring a failure when the commu-
nication may still succeed.  In practice, this meant 
that SkipNet routing table repairs might not occur 
until several minutes after a node or link failure – 
once the ping message detecting the failure had 
timed out. 

By default, our SkipNet implementation retries 
message deliveries three times (trying different 
routes upon failure).  These retries will be most ef-
fective only if routing table repairs have occurred 

between them – the time for which is dependent 
upon both the ping and repair message timeouts. 

Next, the clients of SkipNet may have their own 
timeout values.  For instance, the user-level multi-
cast code may need to wait for the SkipNet routing 
table to be repaired before building a new reverse-
path forwarding tree when nodes fail or join the 
overlay.  By now, in this example, conservative 
timeout values may be several minutes long. 

Each layer’s timeout values depend in potentially 
non-obvious ways on the timeout values of the lay-
ers they use.  We call this problem “cascading time-
outs”.  It is real, and if you are unaware of it, it can 
bite you in numerous ways. 

Our best advice is that each layer needs to under-
stand the strategy of and have visibility into the 
state of the layers beneath.  Information hiding 
doesn’t serve us well here – state transparency does.  
However, state transparency is not a panacea, since 
it only provides visibility to state on your own node, 
whereas in a peer-to-peer system, a node’s behavior 
will often depend upon the states of other nodes it 
communicates with.  No easy answers here… 

3.3 Issues with Multi-Hop Delivery 
Some overlay networks, such as SkipNet and 

Pastry, perform multi-hop delivery of messages be-
tween application nodes, meaning that each node a 
message is routed to forwards the message on until 
it reaches its destination node.  While a convenience 
to applications and yielding more efficient delivery 
(0.6 times the cost of iterative delivery according to 
[Dabek at al. 04]), this decision comes with its own 
set of issues. 

3.3.1 End-to-End Reliability 
TCP was designed for end-to-end reliability.  If 

you get an ACK, you know that the message was 
delivered between TCP endpoints.  Multi-hop deliv-
ery loses this property since message delivery can 
fail at intermediate nodes without the sender being 
notified. 

3.3.2 Timeouts 
Multi-hop delivery also makes the setting of 

timeouts even harder than described previously.  
For instance, setting a timeout for end-to-end mes-
sage delivery requires a conservative upper bound 
on the number of hops (as well as a conservative 
bound on the per-hop delivery time). 

3.3.3 Congestion Control 
Hop-by-hop congestion control interacts poorly 

with end-to-end congestion control and end-to-end 
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latency.  For instance, consider a situation in which 
a stream of data is being sent using the overlay be-
tween two nodes via an intermediate node.  In this 
case, the intermediate node may have to buffer an 
unbounded amount of traffic if the first link has 
higher bandwidth than the second because there is 
no push-back mechanism.  TCP’s hop-by-hop con-
gestion control does not achieve end-to-end conges-
tion control when multi-hop delivery is employed. 

3.3.4 Advantages of Multi-Hop Delivery 
While it would be tempting to conclude from the 

above issues with multi-hop delivery that iterative 
delivery should be preferred, the reality is more 
complex than that.  For one thing, even if the over-
lay network uses iterative delivery, the next layer up 
may be performing multi-hop delivery anyway.  For 
instance, overlay multicast is implemented as multi-
hop delivery with fan-out. 

There are also engineering advantages of multi-
hop delivery over iterative, besides the performance 
advantage already cited.  One is that each node’s 
overlay communication occurs only with its routing 
table neighbors – a relatively small set, allowing 
connections for all active routes to be cached and 
reused.  Another locality-related advantage is that 
communication failures are detected by routing ta-
ble neighbors, facilitating quick local overlay repair 
actions.  Once again, the correct choice probably 
depends upon your particular application character-
istics. 

3.4 Embrace Race Conditions and Uncertainty 
Timeouts are often used in traditional communi-

cating systems as drop-dead points beyond which 
one might reason “if it hasn’t happened by now, it 
surely won’t happen”.  But, as illustrated by the dis-
cussions above, in the presence of changes to over-
lay routing tables and communication patterns in-
volving multiple nodes, setting reasonable timeout 
values can be quite problematic.  As a real example, 
while developing one application we found our-
selves increasing the timeout associated with creat-
ing a distributed data structure to 13 minutes!  (And 
it still wasn’t long enough in certain pathological 
cases.)  This led us to conclude that there had to be 
a better way. 

This “better way” involved accepting that you 
can’t predict how long a distributed operation might 
take to accomplish in the presence of failures.  In 
place of “wait for it to be done, then do the next 
thing” style communication patterns, we instead 

tried, wherever possible, to employ communication 
styles that would make progress towards our overall 
goals, even in the presence of uncertainty about the 
global system state. 

For instance, an idempotent operation such as 
“Store the value x at the name /foo/bar/x-value, cre-
ating the directories /foo and /foo/bar if not found” 
can succeed whether or not previous distributed di-
rectory creation operations for “/foo” and “/foo/bar” 
had completed.  Such operations admit the possibil-
ity of races between distributed operations and tem-
porarily inconsistent state. 

Our experience is that it is better to accept that 
races will occur and to use algorithms that make 
forward progress in spite of them, than to have to 
wait long periods of time for distributed operations 
to complete and still possibly not know whether 
they were fully successful or not. 

3.5 Using Modelnet for WAN Emulation 
We used Modelnet [Vahdat et al. 02] to emulate 

WAN network delivery characteristics on a LAN.  
This allowed us to validate our code both on the 
LAN itself and on the emulated WAN which has 
very different timing characteristics.  This gave us 
further confidence that our code will operate cor-
rectly in the wide area. 

Of course, the WAN emulation accuracy is still 
subject to the physical limits of the LAN being used 
to emulate it.  At one point, our experiments began 
to fail due to dropped messages and we discovered 
that we were trying to send more than 100Mbits of 
traffic through a 100MBit link to the Modelnet 
router machine.  This was fixed by changing the 
link to a 1Gbit link.  But diagnosing this problem 
wasn’t easy.  It required looking at packet traces 
plus back-of-envelope calculations of total band-
width based on sampling of packet sizes and rates to 
determine that we were overloading the link. 

3.6 Data Encoding and Compression 
The C# runtime libraries provide routines making 

it convenient to marshal native data structures into 
XML for transport, and to unmarshal the XML back 
into native data structures upon receipt.  This capa-
bility made it much easier to develop peer-to-peer 
applications passing non-trivial data structures be-
tween themselves. 

However, while expressive, XML is not space-
efficient.  We found that simple overlay messages, 
when encoded in XML, typically required about 
2000 bytes of space – more than an Ethernet packet 
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in size.  Applying compression reduced this to 
fewer than 600 bytes.  This reduced our network 
bandwidth requirements considerably – a fine 
tradeoff given that our applications were not CPU-
bound. 

3.7 In the real world, stuff happens. 
In a real network, you need to expect the unex-

pected.  For instance, in our cluster of 40 machines 
as originally configured, packet traces showed us 
that some packets were taking nine seconds to be 
delivered!  They weren’t being dropped and re-
transmitted – they were spending nine seconds 
somewhere in the network.  We believe that this 
was caused by IP address collisions on the network 
and that the packet was being held by the Ethernet 
switch until the collisions were resolved.  Without 
going into why this was the case, we spent quite a 
bit of time trying to figure out whether our code was 
causing these occasional nine-second message de-
livery times or whether it was in layers below us.  
Once again, the lesson is that, at least in terms of 
performance, you’re never isolated from the behav-
ior of the layers below you. 

4. Conclusions 
Building real, working peer-to-peer systems is a 

manageable engineering task using known tech-
niques but it is far from trivial, and requires large 
amounts of testing before code that “should obvi-
ously work” actually does, when run on a real dis-
tributed system. 

Our first conclusion is that the best decision we 
made was to build both for the simulation environ-
ment and a real network environment.  We strongly 
encourage others to follow this approach.  That be-
ing said, don’t trust your simulation results too far.  
Code that works in a simulator often doesn’t work 
on a real network and may produce different results.  
Similarly, while using Modelnet to emulate a WAN 
network helped make our systems more robust, we 
fully expect that running them on a real WAN envi-
ronment such as Planetlab could still cause them to 
encounter corner cases not previously exercised. 

Next, while overlay networks appear to provide a 
clean and useful abstraction on top of existing net-
works, our experience using one for real has starkly 
pointed out the problems with layering.  Unless 
each layer has visibility into the state and algo-
rithms of the layers beneath it, seemingly bizarre 
and inexplicable behaviors can result.  Transparency 
between layers is a must, but is also not a panacea. 

Race conditions and uncertainty are unavoidable 
in real distributed systems.  The algorithms we em-
ployed that attempted to make forward progress in 
the face of these realities worked far better than 
those that tried to wait until known, consistent states 
were reached. 

Finally, we’d like to close by saying that the code 
described in this paper is available as part of the 
public SkipNet release [Herald 04].  Thus, you can 
see for yourselves the details of these and other en-
gineering tradeoffs we made to build several work-
ing peer-to-peer applications. 
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