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Abstract

The browsers’ isolation mechanisms are criticausers’ safety and privacy on the web. Achieving
proper isolations, however, is very difficult atthdhe policy-specification level and the implenagion
level. This paper is focused on the implementatminbrowser isolation mechanisms. As a concrete
example, we discuss the enforcement of the wélledetross-frame isolation policy, which is suppbse
to prohibit a script from one Internet domain tocass objects in a frame of another domain. Hissdric
data show that even for such a seemingly simplieypdhe current implementations of the enforcement
mechanisms are surprisingly error-prone, and hagerbexploited on most major browser products. In
this paper, we proposed tleript accentindechnique as a light-weight transparent defensairegy the
cross-frame attacks. The basic idea is to introddoenain-specific “accents” to the scripts and the
object names so that two frames cannot communictgdére if they have different accents. The
mechanism has been prototyped on Internet Expldder. evaluations showed that all known cross-
frame attacks were defeated, and the proposed méshais fully transparent to existing web
applications. The end-to-end measurement aboutsubsswsing experience did not show any noticeable
slowdown.

1. Introduction

Web browsers can render contents originated frdfardnt Internet domains. A major consideration
of the web security is the appropriate enforcentdrthe same-origin principle Although it has never
been strictly defined, the principle can be loosekgrpreted as “a script originated from one domai
should not be able to read, manipulate or inferditents originated from another domain”, which is
essentially the well-definedon-interferenceproperty [10] reflected in the web security context. The
violation of this principle can result in severeévacy consequences, e.g., a script from an arbitrar
website can steal the user’s banking informatiopenform unintended money transfers from the user’s
account.

The same-origin principle violations can happen tuehe insufficient script-filtering of the web
application on the server, or due to flaws on thewser domain-isolation mechanisms. The script-
filtering flaws are commonly referred to as thessrsite scripting (or XSS) bugs [19], in which romlus
scripts from attackers can survive the filteringl dater get executed in the same security conexha
authentic web application. Researchers have bemoging techniques to find the XSS bugs or defeat t
XSS attacks. On the browser, the same-origin placiiolations are due to the improper isolatioritaf
contents from different domains. It is challengiogrecisely specify policies for the “proper idma” to
guarantee privacy and allow reasonable browsetifumadities. For example, the policies for the bsaw
cache, the clipboard, the hyperlink coloring, ILHTTPRequesbbject [18] and thelSONRequest
object [8] are being discussed by researchers.dkeiarly a necessity to define and standardizedinee-
origin policies for the browser.

The focus of this paper, however, is not on howgecify the same-origin policies for the browser.
We found that even for a well-specified policy, thrplementation of the enforcement mechanism can be
surprisingly hard and error-prone. A concrete exangpthat the cross-frame same-origin policy, whic
states that the script running inside a framétgf://a.comis not allowed to access the objects inside a



frame ofhttp://b.com Bugs in the enforcement mechanism of this pdhiaye been discovered on major
browsers, including Internet Explorer (IE), Firefd@pera and Netscape Navigator [1][2][3]. Malicious
websites can exploit these bugs to steal usersopat data, spoof the browser graphical interface,
impersonate users to do almost anything that catobhe using the browser.

This paper presents a focused study of IE’'s cnasséd isolation mechanism and the bugs discovered
in the past. We found that the current mechanismb&abypassed or fooled because of the navigation
mechanism, the function aliasing, the excessiveesgiveness of navigation methods, the semantics of
user events and IE’s interactions with other systemponents. The attacks are highly heterogeneous,
and it would be very challenging to exhaustivelyas@n about every scenario that the cross-frame
isolation mechanism may face. Of course, the uesbbhallenge suggests that the browser may have
new bugs of this type discovered in the future,ctydike the situation that we have with the buffe
overrun bugs.

In this paper, we propose a light-weight transpadefiense technique to defeat cross-frame attacks.
The technique is based on the notion of “scripeating”. The basic idea is analogous to the acrent
human languages, in which the accent is essentallidentifier of a person’s origin that is carried
communications. We slightly modified a few functost the interface of the script engine and the HTM
engine so that (1) each domain is associated witindom “accent key”, and (2) scripts and HTML
object names are in their accented forms at therfade. Without needing an explicit check for the
domain IDs, the accenting mechanism naturally iegpthat two frames cannot communicate/interfere if
they have different accent keys.

The concept of script accenting provides a higlssugnce for the implementation of the cross-frame
defense. We are able to confidently define shdapt ownershipand theobject ownershipwhich are
easily followed in our implementation without angnéusion. A prototype of the technique has been
implemented for IE. The evaluation showed thakadiwn cross-frame attackaere defeated. Moreover,
because the accenting mechanism only slightly ahanige interface between the script engine and the
HTML engine, it is fully transparent to web apptioams. Our stress test showed a 3.6% worst-case
performance overhead, but the end-to-end measutesbent user's browsing experience did not show
any noticeable slowdown.

The rest of the paper is organized as follows: iBec2 discusses the related work. We briefly
introduce the basic of IE’s cross-frame isolatioactranism in Section 3. Section 4 presents a cadg st
of real-world attacks. We discuss the design ardrttplementation of the script accenting mechanism
Section 5, followed by the evaluations in Sectio®éction 7 concludes the paper.

2. Related Work

Researchers have been studying security issud¢eddtathe same-origin principle, among which the
cross-site scripting (XSS) problem has attractedhmaitention. Although it is not the focus of tpeper,
we summarize a few interesting projects here. liilgsénd Lam proposed a static analysis technique to
find XSS bugs in Java applications [16]. Johnsisthi&XSS attacks and identified the prerequisiteste
attacks to hijack sessions. He proposed3fssionSafapproach that removes the prerequisites to protect
browser sessions [12]. Because XSS attacks areodilre failures of script filtering, Xu et al proged
using taint tracking to detect the attacks [17]e Tinowser cross-frame attacks discussed in thisrpse
a different type of attacks. They exploit flawstive browser isolation mechanism rather than thiptscr
filtering mechanism on the web application.

Interesting research has also been done aboutdli@ep of the browser isolation mechanism.
Significant effort is spent on the discussion ahd standardization of the browser's mechanisms to
securely retrieve data from servers, among wkKibLHTTPRequestl8] andJSONRequegB] are the

! There is one cross-frame bug reported to Microsoft that we cannot reproduce.
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representatives. In addition to the effort on da&tisieval mechanisms, researchers also found kat t
timing characteristics of caches and the colorifigisited links allow malicious scripts to infer rtain
browser states and thus track users’ browsing fiestaAccordingly, they refined the same-originipiels
for browser caches and visited links [5][9][11].

The idea of script accenting resembles a numbaamfiomization-based security techniques that
defeat memory corruption attacks. TReintGuard technique protects return addresses and function
pointers using the XOR operation with a random nemdenerated at runtime so that memory-based
exploits cannot succeed in tempering with the abritow [7]. Instruction Set Randomization (ISR)as
processor-level technique to defeat binary-codectign attacks. By introducing a key-register, the
processor is able to decode and execute the boualy that was encoded at the load time, but not the
code injected during the execution [4][15]. As wegcdss later, the primitive of the accenting operais
also XOR. Nevertheless, our technique falls in dheas of access control and sandboxing, while the
above randomization techniques are developed urewnata/code authenticity.

3. TheCross-Frame | solation Mechanism of |E

We start the technical discussions with a shorbéuction of the cross-frame isolation mechanism.
In IE, each HTML document is hosted in a framegiinline frame) A browser window is the top-level
frame, which hosts the top-level document that ncaytain other frames. Although many web
applications need cross-frame communications tadinate the actions between the frames from the
same Internet domain, it is a basic security regouént that the frame from different domains cannot
communicate with each other. IE implements a sgcumechanism to check whether a cross-frame
communication is permitted.

Figure 1 showd-ramel andFrame2 that represent two frames in the browser. The ohecu in
Framel is downloaded fronhttp://a.com The objects in the frame are stored in a DOM fiex, a
Document Object Model tree). The root of the DOBEtis avindow object. Note thatwindow ” in the
DOM terminology actually represents a frame, whiot necessarily the entire browser window. The
children ofwindow include:location , which is the URL of the documemyent , which is the event
received by this framejocument , which is the parsed HTML document conteihisfory , which is
a collection of the URLs having been visited insthiame. The objectsody andscripts  have the
common parent objedocument . Thebody object contains primarily the static contents ¢éaréndered
in the frame.Scripts is a collection of scripts that manipulate the D@ge of its own frame and
communicate with other frames. These scripts angpded from the script source text embedded in the
HTML file or passed from another frame. They araiformat of “byte-code”, essentially the instroati
set of the script engine.

Each frame has a script runtime, which includesaaks a heap, a program counter pointing to the
current instruction in thecripts  object, and a set of window references (to beudised in the next
paragraph). When the script accesses a DOM objdéag script runtime executes an
“LoadMember baseObj,nameString " instruction to get the object’'s reference. Foamyple, to
accessdocument.body , the script runtime executestdadMember RefDocument, ‘body’
whereRefDocument is a reference to thdocument object.LoadMember is an instruction to look

up a child object name and return the object’sresifee.

The script runtime keepsvaindow references object. The reference to thendow object of
Framel is in thewindow references of Framel’s runtime, so any script running Framel can
get the reference to every object in its own DOM aranipulate it. Hypothetically, if a script rungim

2The security aspect of the inline frame is very similar to that of theeframthe rest of this paper, the term
“frame” also refers to the inline frame.



Frame2 from http://b.comhad a reference to theindow object of Framel, the script could also
totally control the DOM ofFramel, which violates the same-origin policy. It is tefare a crucial
security requirement that the reference to whedow object should never be passed outside its own
frame. InsteadFrame2 has a window proxyindowProxyl to communicate witfFramel. The
window proxy is similar to the window object, butis specifically created foFrame2 to access
Framel. The window proxy is the object in which the créigsne check is performed: for any
operatiori to get the reference of a child windowProxyl , a domain-ID check is made to ensure that
the domains ofFramel and Frame2 are identical. For example, assuming a scriptuisning in
Frame2, and windowProxyl is represented a8WND1lin the script, then the script expression
“WND1.document” will fail with an access-denied error, becaW&ID1(i.e., windowProxyl ) is the
proxy between two frames from different domainse Homain-ID check in the window proxy is simply
a string comparison to check if the two domainsregged in the plain text format are identical. Beea

of the simplicity, the string comparison per seoisust.

The above described mechanism seems to provideviefls isolation between frames from different
domains. However, in the next section, we discussmaber of real attacks that bypass or fool itltova
a malicious script to control a frame of a diffardomain.

Figure 1: Cross-Frame References and Frame I solation Between Framel and Frame2

Framel: from http://a.com Frame2: from http://b.com
DOM DOM

' L_B] ) R0
Cocaton) (even) (Gocumend] (son) | | fgaion] (svem) (doctment] (i)

Script Runtime Script Runtime

[ stack] [ heap ] Program éounter [stack ] [ heap ] [Program counter]

Window references: Window references:
{window, windowProxy2} {window, windowProxy1}

4. Real-World Cross-Frame Attack Examples

The isolation mechanism presented in Figure 1 &gded to prevent a script frohttp://a.comto
access the DOM frorhttp://b.com The implicit assumptions are (1) every cross-Batommunication
must go through the window proxy, (2) the windovexyr has the correct domain-IDs of the accessor
frame and the accessee frame. We studied Micrgsiofernal product security database, and found tha
all discovered cross-frame bugs are because ofntradidity of these assumptions. There are secret
execution paths in the system to bypass the chedkenl incorrect domain-IDs to the check. These
exploit scenarios take advantage of the navigatimthanism, IE’s interactions with other system
components, the function aliasing in the scriptima, the excessive expressiveness of frame navitgat
and the semantics of user events. In this seciiarymber of real attacks are discussed to showittlsat
very hard to exhaustively reason about all pos&kéxution scenarios.

% The write operation to tHecation  object is an exceptional case. It does not follow the same-origin policy. The
cross-domain check is explicitly bypassed for this operation.
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In these examples, we assume the user’s critifatnmation is stored on the webshép://payroll
and the user visits an unknown webdlitgp://evil. The goal ofhttp://evil is to steal the payroll
information and/or actively change the direct dépsettings of the user, for example. We udeEvil ~
to represent a piece of malicious Javascript paytgplied byhttp://evil that does the damages. In the
following discussion, the attacker’s goal is to@xedoEvil in the context ohttp://payroll

4.1 Exploit of the Interactions Between | E and Windows Explorer

IE and Windows Explorérhave tight interactions. For example, if we tygie‘c:\ " in the
address bar of IE, the content area will load tbieler of the local C drive. Similarly, if we type
“http://msn.com " in the address bar of Windows Explorer, the cohtrea displays the homepage

of MSN. On Windows XP prior to Service Pack 2, tbamvenient feature gave the attacker a path to
bypass the security check.

Attack 1. Figure 2 illustrates an attack where the scrigtttp://evil loads a frame fohttp://payroll
and manipulates it by injectirdpEvil into the frame. The script dittp://evil, running inFramel, first
opens thehttp://payroll page in Frame2, and then navigate$rame2 to the URL file:
javascript:doEvil ". Because the protocol portion of the URL fde: ", IE passes the URL to
Windows Explorer. Windows Explorer treats it asamal file-URL and removesfites: " from it,
and treats the remainder of the URL as a filendtosvever, the remainder igavascript:doEvil
so Windows Explorer passes it back to IE as a @i@sURL. According to the “javascript:” protocol,
navigatingFrame2 to such a URL is to addoEvil into the scripts oFrame2 and execute it [14].
Normally, one frame navigating another frame t@azagcript-URL is subject to the same-origin policy.
For example, the statemeapen(“‘javascript:doEvil”,"frame2”) will result in an access
denied error. However, by passing the URL to thedivs ExplorerFrame2 receives the script as if it
was passed from the local machine, not from therheat, which bypasses the same-origin policy check.

Windows Explorer
Address Parser

/a
o™ Vas,..

Window Explorer o° C’/p,.g

IE : ?&cﬁ °&,

,&e"\
Frame2 = open(“http://payroll”, “frame2”); Sglary=$1234 .
open(“file: javascript: doEvil", “frame2”) Direct deposit settings ...
Framel: URL=http://evil Frame2: URL=http://payroll

Figure 2: Illustration of Attack 1
4.2 Exploit of the Function Aliasing in the Script Runtime

In Javascript, a method (i.e., a member functits@lfiis also an object, and thus its referencebsan
assigned to another object, which is essentiallples of the function. The aliasing combined witik
frame navigation could result in a very complicasednario where the real meaning of a script sitém
is difficult to obtain based on its syntacticalrfor

Attack 2. The attack shown in Figure 3 has four stepsF(&jnel loads the script frorttp://evil,
which sets a timer inFrame2 to execute a statement after one second; (2) thigt smakes
frame2.location.assign an alias ofwindow.location.assign . According to the DOM
specification, the methokcation.assign(URL) of a frame is to navigate the frameU®L; (3)
the script navigates its own frame (i.&amel ) to http://payroll (4) when the timer is expired,
location.assign(‘javascript:doEvil’) is executed irFrame2. Because of the aliasing,
the statement really meaframel.location.assign(‘javascript:doEvil’) . Despite that

* Windows Explorers the application to display the local folders and files. It is sometimeseagferas thShell
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it is physically a cross-frame navigation to a gorgpt-URL, the operation is syntactically an irtrame
operation, which does not trigger the cross-fratmeck. ThendoEvil is merged to the scripts of the
http://payrollDOM, and get executed.

(1) Set a timer in Frame2 to execute | (1) QO
a statement after 1 second ]

(2) Frame2.location.assign
=window.location.assign

After 1 second, execute:
(3) Navigate Framel to http://*p’a/ygl///(jz,/—“locatlon.aSS|gn(‘javascrlpt:doEvn’)"

Framel: URL=http://evil Frame2: URL=http://evil
Figure 3: Illustration of Attack 2

4.3 Exploit of the Excessive Expressiveness of Frame Navigation Calls

The syntax of frame navigation calls can be verpressive. An attacker page can exploit the
excessive expressiveness to confuse IE about vetly neitiates the operation.

Attack 3. Shown in Figure 4-rame0Q from http://evil opens two frames, both loadihtip://payroll
These two frames are namBdamel andFrame2. Then the script running iframe0O executes a
confusing statemerframe2.open(“javascript:doEvil”, Framel) . This is a statement to
navigateFramel to the URL favascript:doEvil ", but the critical question is who initiates the
navigation,FrameO or Frame2? In the unpatched versions of lEame2 is considered the initiator,
because thepen method is undefFrame2. Therefore, the cross-frame check is passed becaus
Framel andFrame2 are both fromhttp:/payroll Similar to all previous exampledpEvil is then
merged intd-ramel’s scripts and get executed.

Framel: URL=http://payroll Frame2: URL=http://payroll

Execute a statement:
Frame2.open(“javascript:doEvil”’,Framel)

Frame0O: URL=http://evil
Figure4: Illustration of Attack 3

4.4 Exploit of the Semantics of User Events

We have discussed a number of attacks in whicheeepof script from the attacker frame can be
merged into the scripts of the victim frame. Thieeotform of attacks is to merge the victim’'s DOMoin
the attacker's DOM so that the attacker’s script wenipulate it.

Attack 4. The DOM objects have tteetCapture  method to capture all mouse events, including

those outside the objects’ own screen regionshdrattack shown in Figure 5, the script frottp://evil

in FrameO createscramel to loadhttp://payrol| then callsdocument.body.setCapture() to
capture all mouse events so that they invoke tleatevandlers of thbody element ofFrame0 rather
than the element under the mouse cursor. Whengtiealicks insidd-ramel, the event is handled by
the methodbody.onClick() in FrameO because of the capture. Suppose the user clickheon
font object inFramel, the DOM objecevent.srcElement in FrameO becomes an alias to the
font  object, according to the dentition ofvent.srcElement . Therefore, the script of
body.onClick() can traverse ifframel’s DOM tree as long as the traversal does not re¢laeh
window proxy level. In other word§ramel’s document subtree is merged interame0O’s DOM tree,
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so the script can reference to tdecument object usingFlDoc = event.srcElement.
parentElement.parentElement . In particular, the execution afoEvil in Framel can be
accomplished by the simple assignmiebDoc.scripts(0).text= doEvil

windowProxy2: |
To service Framel

[Iocat/i;c; jxrteve/r/lt] [ dgcument ] [h|story]
/ ‘

-------------- | body | scrlpts

DOM

{ vvindow

body

[Text box] [anchor] [VfVOnt }

image

Framel: URL=http://payroll

In body.dHCLick(), the script uses
event.srcElement.parentElement.parentElement
to reference to the “document” object in Framel

FrameO: URL = http://evil
Figure5: Illustration of Attack 4

45 Other Attacks

We studied other bug reports in the Microsoft pidiecurity database and were able to successfully
reproduce other attacks, which we do not discusttails in this papeAttack 5 can be launched when
the victim page has at least one sub-frame. Tlaelatcript forces the sub-frame to receive the$and
then injects a script into iAttack 6 is similar to Attack 4, although literally it iha cross-frame attack.

It is an attack to cross the isolation boundarythef XML object, whose access control should also
conform to the same-origin policy. Because of & reandition in the redirection mechanism of the XML
object, the attack script is able to access thegrial objects of an XML object from a different daim

5. Design and I mplementation of the Script Accenting M echanism for Defense

We have discussed a number of real attacks in@eétiThe isolation failures are not because of any
errors in the cross-frame check discussed in Se@iobut because of two reasons: (1) there exist
unexpected execution scenarios to bypass the ck2ckhe current mechanism is a single-point check
buried deep in the call stack — at the time of khelsere are confusions about where to obtain the
domain-IDs of the script and the object. It is tdwading for developers to anticipate all these ligh
heterogeneous scenarios because many code model@svalved, including the scripting engine, the
HTML engine, the navigation mechanism, the evemdhag mechanism, and even non-browser
components like Windows Explorer. Each of them &darge source code base which has been actively
developed for more than 10 years. It is clearlyfficdlt task to guarantee that the checks areqreréd
exhaustively and correctly.

We propose thacript accentingas a defense technique. The technique takes adpanf the fact
that the IE executable has a clean interface betthezcomponent responsible for the DOM (the HTML
enginemshtml.dl} and the component responsible for the JavaseKptution (the Javascript engine
jscript.dll). Because by definition the cross-frame attackaissed by the script of one domain accessing
the DOM of another domain, if both components catheir domain-specific accents in the
communications at the interface, the communicat@amssucceed only when the accents are identioal. T
achieve this, we assign each domainaacent keywhich is only visible to the HTML engine and the
Javascript engine, but not to the Javascript cdde main task of the implementation is thus to
appropriately place accenting and de-accentingabipas in the browser executable.



5.1 The Accenting/De-Accenting Primitive Operation

A simple design choice is about the primitive ogierafor accenting and de-accenting. In the current
implementation, we generate a 32-bit random nur(fbar-bytes) as the accent key for each domain. The
primitive operation to accent/de-accent a messtagegds to XOR every 32-bit word in the string tvit
the accent key. When there are one, two or thréestigmaining in the tail of the string, we masé th
accent key to the same length, and apply the XGdRadion.

We choose the XOR operation because of its sintylasd runtime efficiency. Of course, there can
be many other primitive operations, as long asofteration is performed based on the accent keyrand
accented message is not forgeable by other domdisertheless, choosing the primitive operation is
orthogonal to the focus of our following discussianout how to apply the operation in the browser
executable.

5.2 Accent Key Generation and Assignments

We keep a lookup table imshtml.dlito map each domain name to an accent key. The &eys
generated in dust-In-Timefashion: immediately after thdocument object is created for each frame,
we look up the table to find the key associatedhlie domain of the frame (if not found, createea/n
key for the domain), and assign the key towiredow object (i.e., the frame containing the document).

When thescripts  object is created, it copies the key from wiedow object. This is for the sake
of runtime efficiency when the script runtime refleces the key later. Otherwise, it would be time-
consuming for the script runtime to retrieve thg k®m the DOM because the script runtime and the
HTML engine are implemented in different DLLs.

IE has the support for a frame to change its domaiing the page rendering and the execution of its
script®. For example, th&/irtual Earth application (ahttp:/map.live.cominitially runs in the domain
http://map.live.comand later changes its domainhibp://live.comin order to communicate with other
http://live.com services. To be compatible with this feature, wdor the key generation/assignment
operations when thelocument.domain  attribute is changed. Note thattp:/map.live.comand
http://live.comare two unrelated domains once the domain charmgpegation is done, so each of them
has its own accent key.

5.3 Design Principles

The attack examples show that it is challenginguarantee the correctness of the current isolation
mechanism because the developers need to reasaohibbe a system-wide property. Reasoning about
the correctness of the script accenting mechanismignificantly easier because we only need to
guarantee that every object is known by its accengane and that every script executes and travets i
accented form. In particular, the implementatioadseto conform to three principles.

Principle of Script OwnershipOne of the difficulties in the current window-pgebased check is
that at the time when the check is performed, litaigd to determine the origin of the script. Attécknd
Attack 3 exemplify this difficulty. Our implementah follows the rule that the script always carriiss
owner frame's identity. The principle of script ogvship states that script is owned by the frame that
supplies the source code of the script, and shbeldccented at the time when its source code slisdp
The rationale is that the source code suppliemdsfthe behavior of the script, so we need to gbeea
that the script is illegible to the frames from dwns other than the source code supplier's donvim.
will discuss in Section 6.1 that this principlengiihates the attacker’s possibility of using wrorggrain-
IDs to fool the check.

® The detailed policy about domain changing is out of the scope of this paper. An article absuhjtit is located
at http://msdn.microsoft.com/library/default.asp?url=/workshop/author/dhtml/refepeopeftties/domain.asp
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Principle of Object Ownershipl'he principle of object ownership states teeéry object is owned
by the frame that hosts the DOM tree of the objany is always known by its accented naifiee
rationale of this principle is that an object canrbferenced in many ways due to aliasing, soetrisr-
prone to determine the object’s origin based osyitgactical reference. Instead, an object’s orgiauld
be only determined by th@indow object (i.e., the frame) of its DOM tree, becatisie ownership

relation is established at the DOM creation time.

Principle of Self Defens@ he isolation of our mechanism should not relytlom global knowledge
about the browser implementation, but should asstimaecomplicated logic of navigations and object
references to be unknown and arbitrary. The priacip self defense states ttatery DOM object has
the responsibility to prevent itself from being egsed by a script from another domain, and each
“scripts” object has the responsibility to resishyattempt of merging a script from another domain

5.4 Locating Single-Entrant Chokepointsfor Accenting/De-accenting Oper ations

In addition to the design principles, correctly gitey accenting/de-accenting operations in the
browser executable requires the notion of “singiramt chokepoint”. We present an abstract illustra
in Figure 6, and will discuss it with concrete saéas in Section 5.5 and Section 5.6.

Let's assume Figure 6 is a call graph in which wanimo select a function to perform an accent
operation. There are multiple functions that pradnfo , which is the information to be accented. This
information is passed along the arrows in the grdph find an appropriate location to perform the
accenting operation, we need to find a functiornt tha single-entrant chokepoint, i.e., a functiatied
once and only once on every call path. Functiors Aat a chokepoint because it does not sit ondhle ¢
path starting from Z. If we place the accentingraien here, there is no guarantee théd is accented.
Although Function C is a chokepoint, it is not daxgntrant because it can be called more than drare.
our XOR-based primitive, applying the primitive t&i on the same information would nullify the
accenting operation. In the call graph, only fumctiB is a single-entrant chokepoint. In our
implementation, the call stacks of different scegawere collected to form the call graphs to idfgnhe
single-entrant chokepoints.

info —
-\-X N Not a chokepoint fr']r(‘)?(spi?r‘::ant

info
Not single-entrant

Figure 6: Locating the Single-Entrant Chokepoint
5.5 Accenting the Script Source Codeto Defeat Script Merging Attacks

Many cross-frame attacks are because of scriptingergs we showed in Section 4. In the browser, a
text string can be sent to another frame and campk a script by (1) calling certain methods ef th
window object, including execScript(ScriptSrc) , setTimeout(ScriptSrc,...) and
setinterval(ScriptSrc,...) , WhereScriptSrc  is the text string, or (2) navigating the frame to
a Javascript-URL. The format of the Javascript URL “javascript:ScriptText ", where
ScriptText is the script source code in the plain text fornTdtere are many ways to navigate to a
javascript-URL, such as the method catipén(...) ", “location=... ", “location.replace(...)
“location.assign(...) " and HTML hyperlinks «<base href=...> ", “<a href=...> ", etc. Note

that the Javascript functioeval is to evaluate a text string in the current frase,it is not a cross-
frame operation.




For each invocation or navigation scenario, we iabtha call path. These paths form a call graph
shown in Figure 7, where we omit many intermedfatections (represented as clouds). We observed

that a single-entrant chokepoint foexecScript , setTimeout and setinterval is
InvokeMemberFunc , and a single-entrant chokepoint for all JavasctifRL navigations is
InvokeNavigation . Therefore, we can insert the accenting operdigforelnvokeMemberFunc
and InvokeNavigation . At these two functions, it is straightforwarddonform to the principle of

script ownership: since the caller script suppifes source code of the script to be sent to andtaere,
the accent key should be taken from the frame mgstie caller script.

The call graph of script receiving is much simplier.the receiver frame, because gwripts
object in the DOM is in the “byte-code” format, argceived script source code needs to be compiled
before being merged into tiseripts  object of the receiver frame. Functi@ompile is the single-
entrant chokepoint for this purpose, and it isderal location to perform the de-accenting operation

I | — 1 InvokeNavigation ‘
= - .%U »/ InvokeMemberFunc ‘ Accenting, if the URL
€ e D the o3 ) ) is a javascript URL
= scripts object B5 Accenting, for setTimeout, AR
2 f ®BE S / setinterval or execScript
1S L o5 ~
583 /T A
EEsS <base href=...> \
l | S5 &
1 3/ | \
T = ‘ setTimout(...) ‘ ‘ execScript(...) ‘ open(...) I a———
= compile 3
8 3
I 8 setinterval(...) ‘ location.replace(...) ‘ ‘ location.assign(...) ‘

Receiver frame Sender frame

Figure 7: Accenting and De-Accenting of Script Source Code

Our implementation also reflects the principle eif slefense. The logic of invocation and navigation
which we represent as a cloud, is highly complidatss we discussed in Section 4, exploitable bugs
have been discovered in the past in the logic. 8theantage of our implementation is that the securit
does not rely on the logic correctness of the cloechuse if the accented script is erroneously teeat
frame of a different domain, the compilation guaeas to fail.

5.6 Accenting the Object Name Queriesto Defeat DOM Merging Attacks

Cross-frame attacks can also be caused by DOM neergi which case an object can be directly
accessed by a script running in another domainowitjoing through the window proxy object.

A script references an object (eyindow.location ), an attribute (e.gwindow.status ) or a
method (e.g.window.open ) by name. The distinction between the terms “dbjéattribute” and
“method” is not important in our later discussisn,we use the term “object” for all of them.

To reference to an object, the script runtime tteedy calls into the DOM for name lookups. For
example, the referena@ndow.document.body is compiled into a segment of byte-code, which (1)
gets thewindow objectO, and looks up the name “document” un@dp get the object referred to @4,

(2) looks up the name “body” under the objédtto get the objeaD2, which is thebody object. Note
that the mapping from a name to an actual DOM aheaot necessarily injective, i.e., there can be
different names mapped to the same object. In ¥agnple in Section 4.4, the font object could be
referenced asFramel.document.body.children(3) or window.event.srcElement

From the perspective of the script runtime, thecaken paths of these two references are unrelated.
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We obtained the call graph using various name gugrscenarios, including the queries of objects,
attributes and methods, as well as the aliasdsenfi.tBecause IE uses the COM programming model [6],
the browser objects are implementeddéspatches each represented by a dispatch ID. Obtaining the
dispatch ID is a necessary step before a scriptdcaanything to the object. In the script runtirae,
single-entrant chokepoint for name querying scesais functioninvokeByName , which maps an
object name string to a dispatch-ID. However, ttrps runtime does not have the knowledge about the
dispatch ID table, so the name query is passedhetéiTML engine (mshtml.dll), where another single
entrant chokepoirnBetDispatchlD  performs the actual lookup.

Having the above knowledge, it is obvious how t@lement our mechanism: (1) the accenting
should happen at functioimvokeByName using the key of the script; (2) the de-accenshguld
happen at functiosetDispatchID  using the key of the frame hosting the DOM. Thaflects the
principle of object ownership — every object is @drby the frame that hosts its DOM, regardlessoof h
the object is referenced. In addition, becausengabetDispatchlD  is the only way to look up the
dispatch ID table, our design reflects the prireipf self defense — The de-accenting operation at
function GetDispatchlD  is fully responsible for preventing any scriptrfraccessing the object, if
the script runtime does not know the accented nafritee object.

T Dispatch GetDispatchID
§ ID / De-accenting

g Table (0 “"
G f (*fo0”),
1S

l Key of the DOM = k

! Key of the script = k (“fo0”),
E .

8 Accenting

a InvokeByName

l T Hfoo'ﬂ

Figure 8: Accenting and De-Accenting of Name Queries

6. Evaluations

The script accenting mechanism can be implementetie current version of IE (version 7) and the
version shipped with Windows XP RTM (version 6).r@mtly, we choose IE version 6 as the platform
to prototype the technique because most known ¢rasse bugs have been patched individually in IE
version 7. In this section, we evaluate the eféectess of our defense against real attacks indke p
Because the script accenting is a generic techpigedoelieve that it will also be effective againstss-
frame attacks discovered in the future. This sactidso presents the evaluation results about the
transparency and the performance overhead of ochamnésm.

6.1 Protection

We now revisit the attack scenarios discussed ati®e4 and demonstrate how the script accenting
mechanism can defeat all these attacks. Also, tegaenples support our argument that the correct
implementation of the accenting/de-accenting opmratis significantly more robust than that of the
current frame isolation mechanism. The latter isriforce a global property about how the informati

propagated in the system, but the former is abocsllproperties of the information sender and the
receiver.

Attack 1 Revisited. As shown in Figure 2, the attack is to exploipath that causes Windows
Explorer to send a piece of script supplied byrttedicious frame to the victim frame. It is very ddor
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IE developers to anticipate that Windows Explovdrich is a component outside IE, can be used &y-rel
the javascript-URL between two IE frames.

The same attack was launched against our |IE exgeutath the script accenting in place. When the
script executeapen(“file;javascript:doEvil”,"frame2”) , we observed that the function
InvokeNavigation gets the URL argumeriile:javascript:doEvil (see Figure 7 for the
call graph), which was not accented because the idRDbt a javascript-URL. The URL is then passed to
Windows Explorer, corresponding to the cloud of pticated navigation logic in Figure 7. Windows
Explorer removed thefite: " prefix and handled it as a javascript-URL, sop#ssed the URL
javascript:doEvil to frame2 , which is the receiver frame. Before the compliatof the string
doEvil , the accent key dfame2 is used to de-accent the string. Because no aegesperation had
been performed odoEvil in the sender frame, the de-accenting operatiokem illegible for the
compilation, and thus the attack is thwarted.

Attack 2 Revisited. Attack 2 exploits the function aliasing to corddamel about which frame
really initiates the lbcation.assign " call (see Figure 3). Because of the functionsatig, the timer
for delayed execution, and the navigation happemirthe meanwhile, the execution path leading to th
attack is highly convoluted.

When the attack was launched against our IE exkleytateps (1) — (3) of the attack are unaffected
by the script accenting mechanism. At step (4),piesthe confusion caused by the aliasing of
location.assign , our principle of script ownership is straightf@msl to conform to — the string
doEvil was supplied by the script runningfname2, so it was accented using the keyht://evil.
This accented version of the stridgEvil was then de-accented using the kewitd:/payroll at the
receiver framd-ramel, which failed the compilation.

Attack 3 Revisited. In Attack 3, because of the confusing navigattatement, the cross-frame
check is erroneously performed to examinfeaime2 can navigatéramel to a javascript-URL. This is
a wrong check becaufame0O , notframe2 , is the real initiator of the navigation.

When the attack was replayed on our IE executdbkre was no confusion about the accenting
policy. FrameO supplied the javascript-URL, $&rameQ’s key, corresponding thttp://evil, was used in
the accenting operation. When this URL is receilsgd-ramel, it was de-accented using the key of
http://payrol] and thus the attack was not effective.

Attack 4 Revisited. Attack 4 exploits the semantics of user eventse $cript inFrame0 can
reference to the DOM objects framel throughevent.srcElement , and therefore does not need
to pass the cross-frame check performed by theominuroxy betweeframe0 andframel

Our IE executable defeated this attack becauskeo¢centing of object name queries. The script in
frame0 was able to reference tvent.srcElement , which is an alias of an object framel .
However, because of the mismatch between the DOMake the script key (see Figure 8), the script
cannot access to any attribute/method/sub-obje¢hefobject. Therefore, merely obtaining the cross-
frame object reference is useless. This is sinidldéine situation in a C program where a pointegnezices
to a memory location that is not readable, writatMleexecutable, and any dereference of the pointer
results in a memory fault.

Attack 5 and Attack 6 Revisited. Attack 5 is due to the script merging problemwits defeated by
our defense in the same way as we described alddtack 6 exploits a race condition to cross the
isolation boundary of th&ML object. Although it is not a cross-frame attack, believe that the object
name accenting mechanism would be effective agajrifthe mechanism was implemented for XL
object. In IE, the frame object is not the onlyeatjsubject to the same-origin policy. THBIL object
and theXMLHTTPRequesbbject, for example, are also protected by thecpolThey should not be
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accessed by any script running in another domaétaBse the domain IDs of these objects are not
necessarily identical to the domain ID of the frahmsting them, our implementation needs to be
extended to accent the names of their internalafijets using the keys of their own domains. We pla
to implement the accenting mechanism for thesefraone objects as the immediate next step.

6.2 Transparency

Although our technique is to offer the protecticor the browser, it is also important that the
technique is fully transparent to existing web aagtions. It would be a significant deployment Harif
the mechanism was not transparent to current brofesg¢ures and cause existing web applications to
work improperly.

An advantage of the script accenting mechanisnhas it does not affect the internal logic of the
browser components, but only the arguments passieia interfaces. Because of the clear interfaites
is easy to achieve the full transparency. OurxEcatable has been tested on many web applications.
Table 1 shows a number of representative examylesintentionally selected the web applications with
rich user interaction capabilities in order to téw transparency of the mechanism. We observedtha
these applications run properly in our |IE execugabl

Table 1: Representative Web Applications

Name (site) Description of the Web Application

Virtual Earth (map.live.com) Microsoft's map sawi The features include the road map, the satetfiap, the bird
eye view, and the driving direction planner. It gogis rich user interaction capabilities,
including zooming the map, drag-and-drop, and gexgering, etc.

Google Map (map.google.com) Google’s map servidee Teatures include the road map, the satellite aragp the
driving direction planner. It supports rich useteiraction capabilities.

Citi Bank (citi.com) An online banking applicatiolhe features include user authentication, ele@rbank
statement and other banking services.

Hotmail (hotmail.com) A popular web-based emaitegs

CNN (cnn.com) A popular news page. Because it dosnitmmany browser features, the IE development
team uses the CNN page as an important test case.

Netflix (Netflix.com) A popular movie-rental appéton. The page is user-specific.

YouOS (youos.com) A web operating system. It presithe user a unix/linux-style operating systendas
the browser. It supports very rich user interactiapabilities.

Outlook Web Access A web-based email system. It provides the userfate of Microsoft Outlook in the

(https://mail.microsoft.com) browser. The user interaction capabilities of CakldVeb Access are similar to those of
Microsoft Outlook.

Slashdot (Slashdot.com) A popular technology-relaevs website. It is similar to a blogging site.

In addition to the popular web applications, wedwsted another test to verify that our mechanism is
fully transparent to legitimate cross-frame comroations: the attacks discussed earlier are integest
and convoluted scenarios to accomplish illegitin@atess-frame communications. In our transparensty te
each attack scenario was converted into a legiénatss-frame access scenario by loading all frames
with pages from the domaihttp://payrolf. Therefore, each previous attack script becameripts
containing convoluted but legitimate cross-frameeases. We observed that all these scripts ran
successfully, and all cross-frame accesses hapmenerpected. This is a strong evidence that tt sc
accenting mechanism does not affect the commuaitattonformant to the same-origin policy, and thus
is fully transparent to legitimate web applications

6.3 Performance

As described previously, the accenting mechanispeiformed in two situations: (/hen a frame
sends a script to another fram&he performance overhead incurred by our codeegigible in this
situation because it simply applies an XOR pringitien every 4-byte word in a string. This is

® For Attack 1, the URL prefix “file:javascript:” needs to be modified to “javascriptdonform to the same-origin
policy.
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insignificant compared to the runtime overheadtlfier sending, receiving, compiling and merging & th
script. (2)When a script queries the name of a DOM objsietme querying happens frequently during
the execution of a script. We perform an accenipgration and a de-accenting operation for evegyyqu
which may incur noticeable performance overheatlitizely, the overhead should not be significant
because every name query is made through a dedpdftéunction calls from jscript.dll to mshtml.dll
which is already a non-trivial operation. To qutatively measure the upper bound of the performance
overhead, we ran the following script to accessdow.document.body.innerText for 400,000
times. The observed performance overhead is 3.16%.
Table2: StressTest to Measur e Performance Over head of Name Querying

N . Original |IE executable: 17.812 seconds

for (i=0;i<400000;i++)

—window.d bodv.i T Our |IE executable: 18.093 seconds
x=window.document.body.innerText Performance overhead: 3.16%

Note that this 3.16% performance overhead is thestagase result, because the test is a stress test
that does nothing but querying names. To estimatethe performance overhead affects users’ browsing
experience, we measured the page initializatioe trinpopular websites. The initialization time undés
the page downloading and the execution of the maiipt on the page. The measurement is made by
subscribing a time recording function to tBeforeNavigate and theNavigateComplete  events
of the browser [13]. For each page, we measuredris. The result is shown in Figure 9, where we se
the standard deviations much larger than the diffees between the average numbers for the oritnal
executable and our IE executable. We believe tietlifferences are caused by network conditiond, an
the script accenting mechanism has almost no effeciser’s browsing experience.

400
350
300
250
200
150
100
50
0

—_

Original IE executable
B Our IEexecutable

Milliseconds

Page Initialization Time in

www.google.com  map.google.com map.live.com slashdot.com

Figure 9: Page Initialization Times With and Without Script Accenting

7. Conclusionsand Future Work

The browsers’ isolation mechanisms are criticalisers’ safety and privacy on the web. Achieving
proper isolations, however, is very difficult. Atet policy level, research effort is still neededdfine the
policies to guarantee isolations and permit legiterbrowser functionalities. At the implementatievel,
historical data show that even for well-definedasion policies, the current enforcement mechanisams
be surprisingly error-prone. As an example, thelemgntations of the cross-frame policy enforcement
have been exploited on most major browser products.

We analyzed the implementation of IE’s cross-frgrokcy enforcement and the cross-frame attacks
reported to Microsoft. The analysis showed thatdtiack scenarios involve the navigation mechanism,
the function aliasing, the excessive expressivepésgvigation methods, the semantics of user svent
and IE’s interactions with other system componemibjch are very difficult to anticipate by the
developers.

In this paper, we proposed the script accentingrigcie as a light-weight transparent defense agains
the cross-frame attacks. A prototype has been imgtéed on IE. The evaluation showed that all known
cross-frame attacks were defeated because of #matth of the accents of the accessor frame and the
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accessee frame. We also showed that the mechasismilyi transparent to existing web applications.
Despite a 3.6% worse-case performance overheadknti¢o-end measurement about user’'s browsing
experience did not show any noticeable slowdown.

The basic idea of the accenting is that the oridgmtities can be piggybacked on communications at
the interfaces between different system componefitsout affecting their internal logic. This ides i
applicable to other isolation mechanisms. Our imatednext step is to implement the accenting
technique for th&XML object and th&XMLHTTPRequestbject, whose isolation policies are similar te th
cross-frame policy that we discussed in the paper.
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