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Abstract. Cyber-physical systems — distributed computingtesys that
combine computer networks with embedded devicesranting with the
physical world are gaining importance and the né&d such systems is
growing. Significant advances have been made igraroming large numbers
of communicating tiny computers, such as sensavarés, in the past decade,
however the progress has not been as fast as itewpscted. The slow
advancement of these systems is due to severain®aSensor networks are in
close interaction with the physical world, haviogéact to the stimuli received
from the physical world and in addition the compsita these systems are in
interaction with each other, as the configuratidrthe system is not known
before the system is operational these interactioasnot be specified
beforehand. The computation in these systems dspamdhe current and past
interactions and is therefore different from thitlassical computing systems.
Distributed computing systems consisting of a largmber of nodes connected
to the real world also tend to exhibit emergentawatur which the current state
of the art is not able to predict. This article pwees that using situation
information in the computation may be part of tmswaer for solving some of
the problems described above. This paper presenis sxamples of what can
be considered situation information and how thisagion information can be
used in the computation. The paper also presergsnaral architecture for
collecting and organizing situation information.
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1 Introduction

Distributed computing systems, consisting of smathbedded computers have
become increasingly important during the past dec@tle conventional term “sensor
networks” is used in a broad sense here, a devica sensor network being a



computing device equipped with a processor, somemang a wireless
communication interface, an autonomous power supply possibly some sensors.
So a sensor network, or more broadly a cyber-physgstem, is a network of
computing nodes that interact with the physicalldjowith each other and possibly
some other external computing nodes. Software $itendevices are an example of
devices that can be part of a cyber-physical systentase of software intensive
devices the functionality of the device can be athieved with the combination of
appropriate computing hardware and software, soniatural that such devices should
be able to communicate with each other to providetter service. Sensor network
nodes are also called motes or smart dust. Thesnimda sensor network form a
MANET or a mobile (multihop) ad-hoc network, whigh self-configuring network
where each node can also perform the task of @reutd where nodes can join and
leave the network as they desire. Such flexibitityans that the configuration of the
network is not known at design time but instead dbefiguration is formed at run-
time. A good example of a dynamically formed netwis the deployment of motes
from an airplane (which is realistic since motes ased in military monitoring
applications) — the initial configuration of thetwerk is to a great extent determined
by the way the motes fall to the ground, it cartdven expected that all the deployed
motes will be operational or that the deployed mekwis fully connected. As the
configuration of the network is also dynamicallyaoging, the nodes must adapt to
the changes in the configuration dynamically. Tinedmental problems that arise in
such open, unstructured, dynamic and heterogeneetwgorks are not solvable by
conventional computer science methods [1]. Duéhéohtigh number of devices and
the unpredictable interactions between the devibemselves and the interactions
between the devices and the physical world thessvanks exhibit emergent
behaviour, which we can't predict or foresee budtéad we can only watch the
emergent behaviour develop as the systems operates.

The paper presents the authors’ views on how caatipatin sensor devices might
be organized and how situation information as théh@s understand it can be
utilized in such a computation. The paper also gmessome concrete examples of
how situation information can be used in computadad a general architecture that
enables to collect and utilize situation informatio a computation is presented.

2 Computation in a sensor device

The task of a sensor network is to provide an amgaservice, instead of
transforming a single static input into an outpiihis feature makes the systems
inherently interactive in a computer theoreticahsse as defined by Wegner in [2],
which in turn means that these systems can't beefteati[3] or implemented using
traditional algorithmic models. Rather new uncortiaral approaches are required to
successfully realize such systems. One approachhdsabeen suggested is context
aware systems or systems that are able to exmotext histories [4]. Context aware
systems can be viewed as being a type of inteectvnputing concepts, where that
the outcome of current computations (or the behaviad the system) is affected by
the current inputs and the past operation anddaotiens of the system. In context



aware systems the history of past interactions witghexternal world is collected to
form a context that reflects the state of the oetsvorld as perceived by the current
computing node. To achieve situation awareness dbetext information is
supplemented with information on the state of theick itself. The above describes
how context and situation can be interpreted atithgce level as it is also described
in other related work [5],[6].

However situation information can be also viewethatcomputation level. At this
level the context information contains all inforimeat that is external to the current
computation, the situation information contain®alse information that is internal to
the computation, e.g. the intermediate resultsast gomputations. If a computation
must transform a sensory input into an output tinect input to the computation is
the current sensor value, the context informatieneverything external to the
computation (e.qg. inputs from other sensors) aedsttuation information also has the
computation related information (past inputs, pedermediate results and past
outputs).

3 Sensor Datalnterpretation

As the name implies, the sensor network nodes prosess sensory input. Whilst
sensor data has been interpreted by digital sysfemdecades already this paper
presents a different view on how the processingnobming sensor data can be
viewed and how the dependencies of the data priogesan be solved.

The interpretation of an individual sensor inpudr(&xample the resistance of a
thermistor) can be viewed as the processing ohpntistream of data samples. The
stream is characterized by a timeset, which defithestime instances when the
samples in the stream arrive for processing (whensensor value is sampled). The
individual data samples of the stream (that arawdifferent time instances) may not
be processed the same way as the processing aftréem may be dependent of
previous values of data samples in the streamddiitian the processing of individual
data samples in the stream may be dependent ofallbes of situation parameters
which change over time. For example the interpi@iadf the thermistor input may
depend of the supply voltage if the resistancehef thermistor is measured with a
voltage divider circuit.

3.1 Interpreting local input
In case of a thermistor the input stream is the Ad@put from the ADC channel
that is connected to the thermistor circuit anddbgput is the temperature. We use a

denotation similar to the Q-model [7] for denotitfte interpretation of the data
samples from a specific sensor:

temperaturg, = P (TS x ADC _Output,, o e )



where temperature is the result of the interpretation — the tempewmatu
estimation at time instande P, is the processing of the streamlgis the stream
timeset andADC

temp_ sensor
digital converter) corresponding to a specific timstance.

In addition to the stream processing being sitmatependent the stream timeset
can be also situation dependent. From a real-tiysges1’s developer viewpoint the
approach is quite natural — if the dynamics ofdistem is known then sampling can
be done at a lower rate when the parameter valier isom critical but at a higher
rate when the parameter value is closer to thecafitvalue. This approach is
especially useful if the available power is limitaxd sensing is power intensive. The
stream based interactive computation model seemsitdetter for such computation
tasks than classical algorithm theory.

The time it takes to process each data samplesissiuation dependent — due to
the fact that the interpreting functions may camtaternal memory, the computation
time may depend of the values of current and previdata samples (in some cases
the intermediate results of a previous computatembe reused).

A quite good, yet trivial example of situation dedent stream processing is
evident in the case of a resistive humidity senatrere the resistance of the sensor
depends (non-linearly) of humidity and temperaturecase of devices with low
processing power it is common to use a table baggutoach if a non-linear
conversion is required. The values in the tablsedbto the actual sensor value are
looked up and interpolation is performed betweeesé¢hvalues (linearity of the
function is assumed between the table values, wpiokides satisfactory accuracy
for most applications). Table 1 is a section ofgbasor resistance table of a resistive
humidity sensor H25K5A. The table rows contain tesistivity corresponding to a
specific humidity and the columns contain the testy corresponding to a specific
temperature at a specific humidity.

is the value of the data item (the output of thaleg-

Table 1. Humidity sensor resistance

Temperature
20 25

30] 3300, 2500

35/ 1800, 1300

40 840 630
45 216 166

Humidity

To convert the resistance of a humidity sensoretative humidity four lookups
must be made from the table based on the measesistance and the current
ambient temperature. When the four values have aeguired interpolations must be
performed to compute the relative humidity correxpog to the temperature and the
resistance of the sensor. To obtain the resistahtee sensor the ADC reading must



be interpreted first — if a voltage divider is usthis interpretation depends of the
supply voltage.

Thus it can be concluded that the interpretatiothefhumidity sensor input stream
depends of two other streams — the temperatureosamsut stream and the supply
voltage input stream.

voltage = P (Ts x ADC _ Output

supply _voltage)
temperature, =P (TS X ADC _Output e )
P O P

humidity =P, (Th x ADC _Output,,, ;g Sem)
- P, O &%, P,

It can be said that there is a direct functiongbestelency between the relative
humidity, the resistance of the humidity sensoe, itbsistance of the thermistor and
the supply voltage at a specific time instancea Bituation where we view the inputs
as streams and we want to perform ongoing inteapogts of these streams we elect

to abstract that dependency into tRe — the output ofP is not a direct input td?,
but insteadP, uses the output oF, in its interpretation process. Onfy, can decide

which output sample of to use. It is simpler to hide the details of whatiation

parameters the interpretation of a stream depehdsa only input the necessary
stream data to the interpretation. That also fraesfrom worrying about the
functional dependencies when we view it at therabstevel of a stream.

The timing dependencies between the streams a ialportant - if the
interpretation of a stream is dependent of anogtieyam (as is the case with the
interpretation of the resistance of the humidityss®) the time intervals that are used
for one stream must match the intervals used feratmer stream (interpreting the
resistance of the humidity sensor based on theearthlemperature that was valid an
hour ago has a small chance of being correct). egns that if the interpretation of
the resistance of the humidity sensor depends efathbient temperature and the
resistance of the humidity sensor is monitored vaithiven time constant the time
constant used for the temperature stream must ntiaathAnother option is to guess
the temperature value but this can only be doneheytemperature stream as it
possesses information for that. If that is not ¢hse the interpretation of the input
stream that represents humidity is not correcthéf time constant for one stream is
changed the time constant for the other streamhaag to be changed also.

The result of stream processing can be viewed asitition parameter,
characterizing a specific parameter, such as thgedeature or humidity, of the
current situation. If such interpretation is usdekrn instead of saying that the
processing of one stream is dependent of anothearst we can say that the
processing of one stream depends of specific 8tuaparameter values (that
correspond to the timeset of the stream). In cdsa node which can either be
powered from an external (stable) power supply@mfbatteries the voltage need not



be measured if an external power supply is used. viditage stream can therefore
increase its sampling interval quite significantihilst the other streams can continue
operation as normal and correctness of computaisostill ensured.

3.2 Collecting context infor mation from remote devices

In case of a distributed computing scenario, whaaéa for building context
awareness is received from remote computing nobesréceived data must be
accompanied with metadata such as timestamp aratidocso that the context
information could be built correctly. Functionaligymilar to the channel function, as
described in [7] can be used to manipulate theivededata according to the metadata
— for example if data received from different nodieEoming data from each node
can be viewed as a different streams of data) ratgs from different time instances
the data from different streams can be conditiofiedexample using interpolation,
averaging, normal distribution rules or methods ilsimto technical analysis) to
achieve values that can be mapped to a specifie tistance. Same applies for the
location — if information is received from diffettelocations and must be mapped to
some specific location for data fusion purposes tlada must be conditioned
accordingly to build context awareness locally.

4 Context dependent scheduling

While situational information — the state of theogessed sensor inputs, temporal
information, and interactions — is important in theerpretation of the physical world
as explained above, it is also relevant in the cghbe of the computing network.

This is because the network itself has topologarad temporal properties that
change over time and due to changes to the envaohand the state of programs and
their workloads. The changes in the network mugaken into account to successfully
produce the desired outcomes. For instance if éiwark latency increases and data is
needed at given times at a destination, say a epetide data must consequently be
sent earlier from a source, such as a disk CD pl&jace the changes in network and
processing delays can be caused by a multitudeea$ons and their complex
interactions, it is in practice not feasible to Istieally try to predict the timing
characteristics. Instead we employ the well knownl tfor dealing with chaos:
statistics.

The idea here is to predict the future based ompése. While every stock trader is
familiar with the disclaimer “past performance does guarantee future results” it is
often the case that recent observed activity isalgndicator of the overall state of the
system, just as temperature is an indication ofstage of a gas in a thermodynamical
system. The general approach to modelling a ahabtnging system is a stochastic
process. The stochastic process presented in [@issthow even a very simple
stochastic process based on the Gaussian distribatid a proportional blending of
current measurements to the prior state can adamthaénges to a system in a
meaningful way. The distribution is used to caltela confidence interval to produce



a timing that will be sufficient for a given relidity (as expressed in a success
probability). A higher confidence requires a higlerel of over-provisioning, where
the level of resource reservation needed for tivergireliability can be precisely
guantified.

The stochastic approach is useful not only in gfang the time or other
resources needed for a given reliability but atsgiiedicting when failure is getting
too close for comfort. Thus a system does not bale to helplessly resort to trying to
recover after a failure when the “can’t fail” systanevitably fails anyway due to
uncontrollable factors, but can actually go to faefore the failure as a preventative
measure. Thus the uncontrollable factors are ngorime reach of this approach but
rather just another factor affecting the measureésndrat are fed into the stochastic
process that produces the situational awareness.

A stochastic process is also not beyond the reaehtioy computing node. As is
seen in [8] the inverse integral of the Gaussiamgyes surprisingly does not require
complex calculations but can be done in terms dfiraple binary search, one
multiplication, and one addition. This is a conwsttiproperty of the standastape of
the Gaussian so the inverse integral can be poedesd into a table of fixed point
integers.

The above makes the fact, that context informatian be very useful in a cyber-
physical system, very evident. In the following ggnaph we present a general
architecture that enables to collect informatiomuieed for building context
awareness in a dynamic way.

5 ThePartiture

To be able to systematically monitor and prediat ttontext parameters an
architecture must be used that relies on the ustgeetadata to describe (among other
things) the set of functions involved in a compgtstenario, the interactions between
functions within a node and the interactions betwine nodes executing functions. A
computing partiture — a collection of metadata atowomputing scenario — is the
source of information for the nodes executing ttenario. In addition to describing a
computing scenario the partiture also allows dbsugi how the context information
required for a computing scenario is collected ased.

The partiture does not contain details of the imm@etation of the functions
involved in the partiture — it only describes thadtions that are involved and the
metadata relevant to these functions. Neither tdoegartiture contain information on
the specific nodes that should execute the pagthut it rather describes the functions
that are executed as part of the partiture. Thetioms described in a partiture can run
on one or more nodes depending of the detailseofptrtiture and the availability of
resources at the nodes in the given network.

The partiture describes the interactions (messauatigrns) between the functions
including the timing constraints of the individuateractions — intervals of execution,
mean slack and jitter of the intervals. The pamtitalso contains information on the
possible repetitions and repetition intervals &f plartiture.



In order to collect the computing context informoatithe partiture contains
information on how the performance of the executanthe individual functions
should be monitored at the nodes. The informatestdbes how execution time of the
functions is monitored, which allows a node to Igcenonitor the execution and later
provide the performance information on the executid functions. Based on the
computing context history the nodes can also makedigtions on the future
executions of functions on a node and provide tlestienations to the nodes that they
interact with. The partiture can also be modifiedading to the recorded context
history if such behaviour has been prescribed byd#signer of the system.

As is the case with computing context parametees ghrtiture also contains
information on how the values for physical contpatameters should be computed
and what models (functions) should be used to préldé future values of the physical
context parameters. We believe that formal mathiealaanalysis methods are not
required to predict future values of context paremsewith sufficient accuracy. In
addition to being computationally intensive (esphgi considering the limited
processing power of the motes) the generation whdb analysis methods requires
good information on the physical domain and theatioe of adaptive and context
history exploiting systems is much more complexngsithese methods. Instead
stochastic, heuristic, physical models or techréeellysis tools are used for predicting
behaviour.

As the nodes monitor the context, add to the canltéstory and make some
decisions based on the context history they canwgiglate accordingly the partiture of
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-criticality

Overall system
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Fiaure 1. General architecture of an ubiquitous computinag svstem




the computing scenario they are executing.

The architecture outlined above allows measuriffgrdint phenomenon according
to predefined patterns and predicting the futuleegof context parameters based on
past measurements of phenomenon. The predictedsvalie used either directly or
indirectly in future computations to improve thefi@éncy and (user-observable)
quality of the systems. According to some sour@dHese features — the ability to
anticipate the evolution of its surrounding envir@mt is one characteristic of
proactive systems, which the invisible computingtesns are expected to be.

To execute the partiture a computing node contaiognductor that can execute a
partiture. In case of a distributed application ¢t@ductor is responsible for selecting
the nodes that are going to execute the functieecribed in the partiture and
delivering the information required for the exeontito the nodes. In addition to the
function and interaction information the condudsoalso responsible for delivering the
information on context parameter collection andternhistory utilization as described
in the partiture. A conductor is also responsibte fnaking agreements with
conductors on other nodes to execute part of gaetiture.

As the conductor reads the partiture and monitoogress, the context history is
also used to update the partiture itself with addé! details of the execution flow. For
instance the instrumentation of an executed funatiight reveal that there are two
temporally distinct phases in the operation, sushhe initial partiture prescribing
reading data from a disk, and the monitoring olisgrthat there is some computation
leading to the read, then a long pause while tis& @i seeking, followed by more
computation. Based on the observation the disk nete&l can be split into two separate
operations. The context history is thus used tolvevahe problem description,
allowing the original human author to use rougmteof intent and letting the system
discover the details. It seems fitting to call thype of a rough partiture a Jazz
partiture, given that the learning and specialiapirocess is akin to improvisation.

The claim that even quite thin embedded nodes ldeeta perform the predictions
on context parameters is not unsubstantial, singd]iit is shown how even quite
simple mathematical models suffice to predict theire values of context parameters,
such as execution times of scheduled functions quite good results.

7 Conclusion

The evolution of cyber-physical computing systemsmises to make the vision of
ubiquitous computing a reality some day. Howevey advances are required in
computer science to enable the design and impletientof such systems with
guaranteed results. Using context aware computode® is one method that will
possibly advance the pervasive computing field. @héle presented the authors’
views on collecting and utilizing situation infortign. A general architecture was
described that allows describe a distributed commguscenario that utilizes context
information.
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