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Abstract

A good random number generator is essential for many graphics
applications. As more such applications move onto parallel pro-
cessing, it is vital that a good parallel random number generator be
used. Unfortunately, most random number generators today are still
sequential, exposing performance bottlenecks and denying random
accessibility for parallel computations. Furthermore, popular paral-
lel random number generators are still based off sequential methods
and can exhibit statistical bias.

In this paper, we propose a random number generator that maps
well onto a parallel processor while possessing white noise distribu-
tion. Our generator is based on cryptographic hash functions whose
statistical robustness has been examined under heavy scrutiny by
cryptologists. We implement our generator as a GPU pixel pro-
gram, allowing us to compute random numbers in parallel just like
ordinary texture fetches: given a texture coordinate per pixel, in-
stead of returning a texel as in ordinary texture fetches, our pixel
program computes a random noise value based on this given tex-
ture coordinate. We demonstrate that our approach features the best
quality, speed, and random accessibility for graphics applications.

Keywords: noise, random number generation, texturing, parallel
computation, GPU techniques

1 Introduction

Producing high quality random numbers is important for a variety
of disciplines such as graphics, simulation, signal processing, and
cryptography. An ideal source of random numbers is a random vari-
able with uniform distribution. The uniform distribution is often
called the “white noise” since signals drawn from such a distribu-
tion contain a roughly equal amount of energy across all frequency
bands.

One way to acquire a white noise is to measure random physical
quantities such as the thermal noise of a resistor. However, physical
noises are not very suitable for computer simulation since they are
hard to control and non-repeatable. An alternative approach is to
produce pseudo-random numbers on a computer via mathematical
methods such as linear congruential regression [Knuth 1998]. This
is perhaps the most popular method in generating uniform random
numbers and is employed in most compiler libraries and numerical
simulation software. Unfortunately, linear regression and similar
methods have several major drawbacks:

Statistical Randomness Classical random generators, including
linear congruential regression, have been shown to seriously
bias the outcome of certain simulations [Brands and Gill
1996]. As a corollary, the usual approach taken by many
graphics researchers that a random generator “is good enough
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Figure 1: Parallel order-independent white noise generation. Our system
functions just like an ordinary texture fetch (middle), but instead of return-
ing a texture we compute a random noise (right) based on the input texture
coordinates (left).

if the results look random enough” may not be sufficient for
certain applications (e.g. Monte Carlo sampling or numerical
simulation).

Parallel Computation Classical random generators are not paral-
lel in the sense that the statistical randomness is guaranteed
only if a long sequence of numbers is generated sequentially.
This implies that if a parallel algorithm needs to access such
a random number source, we have to either serialize the com-
putation, which reduces performance, or pre-compute the ran-
dom numbers, which consumes storage. Although there are
efforts to parallelize such sequential random number genera-
tors on GPUs (e.g. [Sussman et al. 2006]), such an approach
remains fundamentally difficult.

Order Independence On a notion related to but different from
parallel computation, for GPU applications we would like
to have a parallel white noise generator that allows random-
accessible/order-independent evaluation [Peachey 1990; Wei
and Levoy 2002; Lefebvre and Hoppe 2005], where any sub-
set of the total samples can be evaluated in any order while
guaranteeing invariant results with a fixed input. This order-
independence property is important for graphics applications
because, similar to texture mapping, we do not know in ad-
vance which samples would be required in which order at run
time. Ideally, we would like to be able to compute any subset
of noise samples at any order at a constant cost per sample.
This cannot be achieved by a sequential random number gen-
erator as ensuring order-independent computation of the last
sample would almost certainly require the computation of all
preceding samples.

We have conducted a comprehensive survey on graphics and sig-
nal processing literature and, to our surprise, we have found very
little emphasis on white noise generators that simultaneously sat-
isfy the requirements listed above. Instead, we have found this very
same problem studied extensively in cryptography, despite under a
very different context. In this paper, we point out the equivalence
of a good parallel order-independent white noise generator, which
we need for GPU graphics applications, and a good cryptographic
hash algorithm, which has been studied primarily for the purpose
of encryption, security, and authentication.

We propose an implementation of such a cryptographic hash-based
random number generator on a GPU pixel program. This allows us



to compute random numbers in parallel just like ordinary texture
fetches: given a texture coordinate per pixel, instead of returning
a texel as in ordinary texture fetch, our pixel program computes a
random noise value based on this given texture coordinate. (See
Figure 1.) Our method ensures order-independence since the un-
derlying cryptographic hash ensures invariant results with respect
to a given input texture coordinate value.

Our method allows parallel and completely independent random
noise generation per pixel with constant time complexity, and re-
sults produced by our approach exhibit excellent statistical random-
ness. Our method is also very easy to implement and runs fast on
modern commodity GPUs.

Given these desirable properties, we believe our method can be
implemented as a universal uniform random number generator on
GPU shading languages. As many current noise functions under
prevailing shading languages (such as Cg and GLSL) are often left
unimplemented, our random number generator can be used to im-
plement these noise functions.

2 Previous Work

Random number generation contains a huge literature. A good
survey on sequential random number generators (PRNGs) can be
found in the seminal work by Knuth [Knuth 1998]. Here, we only
cover prior art most relevant to our technique, including parallel
random number generators and applications of random numbers in
graphics.

Parallel PRNGs Most existing parallel PRNGs use a “baking”
methodology where a set of random numbers is batch generated by
multiple sequential generators and the resulted is stored in mem-
ory (hence the term “baking” as from [Olano 2005]). These meth-
ods are parallel but not random accessible. Some early examples
include [Mascagni and Srinivasan 2000; L’Ecuyer et al. 2001; En-
tacher et al. 1998]. [Sussman et al. 2006; Pang et al. 2006] ex-
plored shader implementation of PRNGs on commodity GPU as
well as potential new hardware features. These methods are not
designed to be random accessible and they require a texture to ad-
vance the state of the PRNG. Several recent techniques also explore
the NVIDIA CUDA architecture [NVIDIA 2007b] such as [Pod-
lozhnyuk 2007; Howes and Thomas 2007]. These CUDA-based
methods deviate away from the realm of graphics and use the GPU
solely as a parallel processor. Our goal in keeping the graphical
abstraction is to show that many graphical related concepts can still
be used with our algorithm and is not just designed for simulations.
Furthermore, CUDA is able to transfer its computed data into the
rendering pipeline but only through the use of texture memory. We
strive for a PRNG that can be implemented entirely inside the pixel
shader without relying on texture memory.

Several techniques have adopted a hash-based heuristic to PRNG
generation to create memory-less and random accessible PRNGs.
The Combined Explicit Inverse Congruential Generator (CEICG)
[Entacher et al. 1998] was the only successful ported PRNGs in
[Sussman et al. 2006]. This generator has the properties of a hash
as it uses no memory and is random accessible, which was more
suitible for graphics hardware than the other two PRNGs attempted
in the paper. Olano [Olano 2005] uses the Blum Blum Shub (BBS)
[Blum et al. 1986] hash on the GPU for generating noise on graph-
ics hardware. Alas, despite their efficiency and suitability for GPU
implementation, these heuristics usually fall short of producing ran-
dom numbers with sufficient statistical quality. We provide a de-
tailed analysis in Section 4.

Applications There are numerous applications of random num-
bers in graphics. Perhaps the most famous example is Perlin noise
[Perlin 1985; Perlin 2002], where all noise samples are derived
from a small pre-computed permutation table that emulates a ran-
dom number source. Random numbers are also widely used in
other kinds of procedural textures as detailed in [Ebert et al. 1998].
Olano proposed a more GPU-friendly implementation of Perlin
noise [Olano 2005] as opposed to common implementations which
pre-compute the whole noise image on the CPU and transfer the
image onto video memory as a texture [Rost 2004]. As pointed
out in [Olano 2005], this pre-computation method can be expensive
for storage and access since traditional 2D Perlin noise textures re-
quires a resolution of 7682 or 10242 for accurate sampling. Fur-
thermore, this method does not work well for other texturing meth-
ods, such as texture synthesis [Lefebvre and Hoppe 2005], where
the size of the generated texture may well exceed the available tex-
ture memory. Lefebvre [Lefebvre and Neyret 2003] and Wei [Wei
2004b] also use the 1D hash table method as a permutation table for
tile-based texturing. Even though the tile location hashing can be
computed on the fly as shown in [Wei 2004b], the author reported
significant performance degradation compared to a pre-baked tiling.
These applications suffer from the heavy texture accesses per frag-
ment, which becomes a bottleneck in the application. Our approach
would provide a more suitable random number source for these ap-
plications.

3 Our Approach

To meet the goal of a parallel order-independent white noise gen-
erator with excellent statistical randomness, our basic approach is
to replace a traditional sequential random number generator with a
cryptographic hash. In the following, we first describe some general
properties of cryptographic hashes, highlighting why they are ideal
candidates for our goal. We then describe our design decisions in
settling down on MDS5 as the specific cryptographic hash function
for our implementation. We discuss the best practices to utilize such
hash functions on a GPU, as well as detailed GPU implementation
and optimization issues.

3.1 Cryptographic Hash

We will now give a brief overview of the properties of hashes that
make hashes suitable for our goals and end with a description of
MD5. Hashes, unlike sequential PRNGs, do not use an internal
state to help generate numbers. Popular PRNGs, such as linear
congruential generators, have an internal state that must be updated
with each iteration of the generators. Thus, these PRNGs become
order dependent as the time to retrieve the (i 4+ n)*" output given
the i*" output is linear with n. Hashes can generate both the ¢ and
(i + n)t" output in constant time.

This feature is crucial for GPU implementation, as it guarantees
order invariance in the output. Since the rasterization order of frag-
ments is unknown at run time, it is essential that the PRNG is ran-
dom accessible. The data a fragment generates and the times it takes
to generate the data should be invariant to the order that fragment
is processed. Hashes fall into this category as they generate an out-
put given only an input and have no internal state. Cryptographic
hashes are a subset of hashes. Unlike traditional hashes concentrat-
ing on efficiency and minimizing conflicts (e.g. see [Lefebvre and
Hoppe 2006]), cryptographic hashes possess additional properties
that make then suitable as a white noise generator [Wayner 2002].

Cryptographic hashes take in a message of arbitrary bit length and
outputs a message digest of a fixed length. The hash should be one
way (i.e. given a message digest, it should be highly improbable if



not impossible, to recover the original message), and it should be
very hard to find two different inputs that produce the same digest.
Given any message, the probability of the nt" bit of the digest being
a 1 should be 50%. Finally, two digests should be completely un-
correlated to one another, regardless of how similar their inputs are.
A cryptographic hash can be seen as a PRNG where the outputs
from consecutive inputs are uncorrelated. The probability of any
sequence of bits being chosen is constant for all possible combina-
tions of bits. A cryptographic hash is designed to produce white
noise distributions in output, even for input as simple as a linear
ramp.

MDS is one of the cryptographic hash functions proposed by Rivest
[Rivest 1992]. The algorithm takes in as input any arbitrary bit
length, and produces a message digest of 128 bits. MDS5 begins by
padding the number of bits in the input to the next multiple of 512.
It then takes each 128-bit chunk and scrambles the bits with various
bitwise operations. These operations, which include bitwise and,
or, xor, negation, and circular shifts, are called MD5’s compression
function. Finally these chunks are summed together as the final
128-bit message digest.

3.2 Design Decisions

Here we justify our decisions on why we chose MD5 in our im-
plementation. Our target hash function should satisfy the following
requirements:

1. The algorithm should have a white noise distribution.

2. The algorithm’s digest should be power-of-two aligned.
Specifically, its message digest length should be less than or
equal to the maximum number of bits that can be outputted
per fragment in one color buffer. On modern GPUs, this value
is 128-bits (four 32-bit integers/floats per pixel).

3. The algorithm should not use up any texture memory, whether
it is for states or initialization. All constants needed for the
algorithm should fit in shader code.

4. The algorithm should translate well onto pixel shader program
on modern graphics hardware and can be utilized similar to
a texture map. This is desired because most modern GPU
computations (whether rendering or general purpose compu-
tations) happen mainly on pixel shaders. And since GPU pro-
grammers are already familiar with the texture metaphor, we
would like to present our random number generator as a spe-
cial variation of texturing.

5. The algorithm should be fast to execute.

Our initial candidates include popular cryptographic hash functions
used today: SHA-1 [(NSA) 2001], Tiger [Anderson and Biham
1996], MD5 [Rivest 1992], and RIPEMD-128 [Dobbertin et al.
1996]. These functions all satisfy 1, as they are used for security
purposes. SHA-1, while very popular, does not satisfy 2. The out-
put of SHA-1 is a 160-bit digest, which is not power of two aligned.
While Tiger’s output is a 128-bit digest, it’s algorithm is imple-
mented on 64-bit architecture. This does not satisfy 4, as modern
GPUs have no 64-bit data types and converting between 32-bit and
64-bit values would take too much time. RIPEMD-128 and MD5
share both very similar qualities, but in terms of speed, MDS5 has
an advantage over RIPEMD-128. RIPEMD-128 is hindered by the
extra rounds of scrambling in its design which MD5 does not have.
While RIPEMD-128 may seem to be more cryptographically se-
cure, for our purposes of uniform distribution, MDS5 suits our needs
just as well.

Other cryptographic primitives that we have considered are block
ciphers such as the Advanced Encryption Standard (AES) Rijndael
algorithm [AES 1997]. Rijndael used under the counter mode [AES
1997] can be random accessible and parallel computable just as
hashes. However, since AES is a reversible process (encryption
rather than hash), we have found that it is much less random than
MDS5 (as detailed in Section 4). Furthermore, even though AES has
simpler arithmetic operations than MD35, it uses a large lookup table
(known as the S-box) that incurs significantly more memory access
than MDS5. Consequently, the actual performance of AES is not
much faster than MDS5 on the latest GPUs, and is actually slower
than our optimized implementation (as detailed in Section 4).

Although collisions have been found with the MDS [Wang and Yu
2005], we feel that this fact will not affect our choice. We chose
MDS5 not because of its cryptographical strength, but because of its
uniform distribution in output. Plus, for most graphics applications
we can think of, perfect crytographical security is rarely necessary
and experimentally we have been happy with the statistical random-
ness of MDS5. (See Section 4 for a detailed analysis.)

3.3 Usage

We now describe how to use MD5 in GPU pixel shaders. As a
GPU noise generator, our aim is to construct a noise generator that
can be used similar to a hardware texturing unit: given a query
(texture coordinate), the algorithm would return a random number
(texel). Instead of a level of detail argument used in texture queries,
the user would specify a key. We have implemented MD5 on the
GPU (henceforth MD5GPU) as the function whiteNoise and it
is defined as follows:

uvecd digest = whiteNoise(texCoord, key)

where texCoord are the current texture coordinates and uvecd is
the new 4-wide unsigned interger data type available on the G80.

One aspect of MDSGPU that differs from the CPU version is the
choice of input. The original MD5 allowed a variable input length,
but MD5SGPU will always have a fixed input length for each frag-
ment. There is no way to alter the input length between fragment
processing; this makes the choice of input even more important. If
the input for MD5GPU is not properly chosen, the input will not
vary enough and repetitions will occur in the output. This may lead
to artifacts in the generated noise.

For our input, we chose two sources: a varying 128-bit base and
a 32-bit key. There are many choices for the base, and we require
that the value must differ with each fragment. The simplest choice
is to use texture coordinates as a base. In our implementation, we
use one set of texture coordinates (s,t,p,q). We chose a 128-bit
base so that we could adhere to the metaphor of texture lookups
since texture coordinates on the shader are given also as 4 compo-
nent vectors. This base choice allows us to support both 2D and 3D
noise textures. Although the input into MDS is specified as 512-
bits, we do not wish for users to specify all 512-bits of the input.
We find that this is cumbersome for the user and our goal is to keep
the usage as simple as possible while producing the highest quality
noise. In our tests, we have tried using MD5SGPU with only 2D tex-
ture coordinates, specified from (1...width) and (1...height)
and have found the quality to be acceptable (see Section 4 for the
results). For 3D texturing the third coordinate (p) can be utilized as
well.

The key is used as an extra scrambler to the base and is useful as a
quick way to vary the noise when the base stays the same. We com-
bine the two by performing a bitwise xor on each 32-bit segment



of the base. Note that bitwise-and and bitwise-or are not viable
options, for they may give improper input if a key is chosen poorly
(consider 0 for bitwise-and and 232 —1 for bitwise-or). Many appli-
cations use a texture atlas [Ebert et al. 1998] so primitives will map
to disjoint locations in a texture map. In this case, the key could be
chosen as an object ID. This guarantees that each object will have
an unique noise pattern associated with it.

integer to float We have described how we generate random
numbers in 32-bit integer format. For applications desiring floating
point numbers, the conversion can be done as follows:

(2bo — 1) X 1.by oz x 20247 NI+M 1)

where b,_., is the integer represented by bits p through ¢ of the
input 32-bit integer. In particular, by is the sign bit, b1 .23 the man-
tissa bits (with leading 1), and ba4—, n the exponent bits. For users
who only want to use non-negative floats, the term (2bg — 1) can
be dropped. For the exponent term, N allows the user to choose
the exponent range of the random float and M is the proper bias.
For example, floats in the range [1 2) can be achieved by N = 23
(i.e. no bit used) and M = 0, floats in the range [0.5 1) can be
achieved by NV = 23 (i.e. no bit used) and M = —1, and floats in
the range [1 4) can be achieved by N = 24 and M = 0. The only
restriction is that (bg4— n) + M must be in the range [—126 127] to
avoid special numbers (denorm, INF, and NAN). Equation 1 can be
efficiently implemented by a integer-to-float bit-packing operation
under the G80 pixel shader.

3.4 Implementation

MDS uses extensive integer and bit-wise operations that are un-
available in earlier generations of graphics hardware that supports
only floating point arithmetic inside pixel shaders. With the G80,
fortunately, integer data types and bitwise operations are now fully
supported [NVIDIA 2007a]. In addition, the new integer buffer ob-
ject extension allows each output channel to be a full 32-bit integer
[NVIDIA 2007a]. With a 4-wide 32-bit unsigned integer fragment
output, it is now possible to have each pixel contain a message di-
gest.

We have implemented the MDS5 algorithm in OpenGL using GLSL
for the shading language. Once the input has been set up, it is
padded to a 512-bit input with extra zeroes as described in the MD5
specification. This input is fed into the compression function and
the resulting digest is stored as an unsigned integer vector. One
strong point about MDS5 is that it can generate a large amount of
random bits per function call as compared to other PRNGs which
generate 32 or 64 random bits per function call. We keep the digest
in its original form to provide applications with a generous amount
random bits so that they do not need to call MD5GPU many times
per fragment.

The original MD5 requires a sine function multiplied with 232 to
be added to each round of the scrambling. Unforunately, the largest
integer representation on GPUs is limited to 232 — 1. This means
that our sine table will be different from the one used in the orig-
inal MD5. However, we have found that even with this variation,
MDSGPU produces acceptable results.

3.5 Optimization

The reference implementation of MD5SGPU uses a heavy amount
of memory per fragment. First, the algorithm calls for a 64-element
array to hold the sine function and many implementations have
another 64-element array to hold the order of rotations. Such a

function digest < whiteNoise(texCoord, key)
uint data [16]

setupInput(texCoord,key,data)

uvecd rotate = {7,12,17,22}

uvec4 digest = initDigest()

uvecd tD = digest

/I simple one round example
Ft =F(tD.yzw)
idx =1
r = rotate.x
rotate = rotate.yzwx
trig = floor(abs(sin(i+1)) * 23%)
tD.x = tD.y + leftRotate( (tD.x + Ft + data[idx] + trig), r)
tD =tD.yzwx;
return digest+tD;

Table 1: Pseudocode of MD5 optimized.  This is an example of how
one round on the GPU would work. Here F is the auxiliary function as
described in the specification. In the actual algorithm, 64 of these rounds
are performed.

heavy memory requirement per fragment becomes a bottleneck on
the GPU.

Our solution is to compute the sine function on the fly and to reduce
the rotation storage to 16 elements. The sine table does not need to
be stored and can be computed with a built-in sin function. For
the rotation, since the rotation only consists of 16 unique numbers
rotated around in groups of four times, we can store these 16 num-
bers as four 4-element vectors. We permute the order of rotations
with a swizzle operation. Another optimization that we have done
is to unroll the 64 compression function. Many implementations
of MDS5 use a loop to execute the compression function, but this
does not translate very well onto graphics hardware, as there is still
a minor penalty for looping. Unrolling the loop has produced yet
another significant speedup of MD5GPU.

Table 1 shows a pseudo-code example of one optimized round.
In the actual MD5 code, 64 of these rounds are executed in this
fashion. Table 3 in Section 4 shows the running time of our opti-
mized algorithm in comparison to the reference GPU implementa-
tion. The speedup is averaged around a factor of 20 with respect to
the reference implementation and both GPU implementations pro-
duce equivalent results, as we do not alter the compression function
in any way.

4 Results

In this section, we demonstrate that our choice of MD5 as a GPU
random number generator strikes the best balance between qual-
ity, speed, and random-accessibility. We achieve this by provid-
ing experimental results analyzing the quality and speed of various
contending algorithms and implementations. In particular, we will
evaluate our MD5GPU against current GPU PRNGs as well as pop-
ular CPU PRNG choices used by graphics programmers today.

Our candidate GPU PRNG set consists of Blum Blum Shub shader
for noise [Olano 2005], CEICG [Sussman et al. 2006] and AES
[Yamanouchi 2007]. For CPU generators, we will compare against
Goulburn [Patel 2006], which is a hash-based PRNG specifically
designed for graphics applications. In addition, we have examined
many source codes for shader based noise applications and have
found that the majority uses the rand function included with com-
pilers. Therefore we will also compare our results to the GCC im-
plentation of rand and the improved drand48 routine on UNIX



machines [The IEEE and The Open Group 2004]. Each one of these
PRNGs will be tested in their quality and speed.

Note on CUDA: CUDA based PRNGs, while it can compute
random numbers on the GPU as discussed in Section 2, are not con-
sidered for our GPU PRNG candidates. CUDA-based PRNGs can
send their computed results into shader programs, but only through
texture memory. From our point of view, this is no different than
previous methods of baking the random numbers into a texture. We
consider GPU PRNGs that can be generate numbers solely from
shader code without relying on any texture memory.

4.1 Quality

We measure quality of a PRNG based on several criteria: the num-
ber of the DIEHARD [Marsaglia 1995] tests passed, how well it
passes the DIEHARD test suite, and a view of its power spectrum
distribution. We chose DIEHARD as it is the de-facto standard
in random number generator testing, and we interpret the results
as follows. The number of DIEHARD test passed is based on the
output p-value [D’Agostino and Stephens 1986] for each test. This
value should fall between 0.01 and 0.99 for a successful completion
of each test [Marsaglia 1995].

How well an algorithm passes a DIEHARD test suite is deter-
mined by how uniform are the p-values generated. This is assessed
by running a Kolmogorov-Smirnov test (KS-test) [D’Agostino and
Stephens 1986] on the p-values generated from each test. If the
stream of random numbers is truly random, then the DIEHARD
p-values should be indistinguishable from a set of uniform values
in the range [0,1). As a quality control, we compare with the CPU
based MT19937 [Matsumoto and Nishimura 1998], which is a vari-
ation of the Mersenne Twister algorithm widely in use today and
possesses excellent statistical qualities.

In our KS-tests, we look at the Kolmogorov-Smirnov statistic which
we refer to as the variable D. D is defined as the maximum vertical
deviation between two curves plotted on a cumultive distribution
function [D’Agostino and Stephens 1986]. The two curves will
be our test data, and a set of uniformly distributed numbers. The
smaller the D, the closer the test data is to resembling a uniform
distribution.

Each PRNG will also be measured in its Fourier space with
three measurements: the power spectrum distribution(PSD) of the
PRNG, the radially averaged PSD, and the anisotropy. These mea-
surements are commonly used as measurements in evaluating Pois-
son Disk Distributions [Lagae and Dutré 2006b]. For a uniform
distribution, we expect to see a smooth PSD image, and flat lines in
both the radially averaged PSD and anisotropy. The PSD is found
by averaging 10 periodogram samples of each PRNG. As men-
tioned in [Lagae and Dutré 2006b], it is necessary to take an av-
erage of peridograms to estimate the PSD because a periodogram is
associated with one sample of noise. A PSD estimate is associated
with a specific PRNG.

Note on drand48: drand48 only outputs its value in floating
point. It may seem reasonable to directly convert this value into
binary for use with the DIEHARD test suite, but this is not the
correct method. Floating points always store the most significant
bit as a sign bit, and since drand48 will never output negative
values, that bit will ways be 0. This means that after every 31 bits
the test program will always encounter a O and the results will be
biased. Our solution is to extract the random bits before they are
converted into a floating point number. These 48 random bits are
fed directly into DIEHARD.

4.2 Speed

Our speed test consists of two tests: a batch rendering test and a
texture subset test. The batch rendering test measures the time it
takes to generate n> 128-bit MD5 digests where n is a target reso-
lution size. Our tests consists of n = 512, 1024, 2048, and 4096.
In addition to the PRNGs mentioned above, we will compare three
versions of MDS5. The CPU MDS5 will be used as a control, and we
have the reference implementation of MD5SGPU and the optimized
version. Note that PRNGs like Goulburn generates its output as
64-bit unsigned intergers. To make sure that it generates an equal
amount of bits, the time for these specific PRNGs are marked af-
ter n? x 2 iterations. Likewise, the time for 32-bit PRNGs will be
marked after n? x 4 iterations.

The texture subset test is a measure of the access time for a specific
region of a texture. We visualize the noise generated as a large
texture that is not stored on graphics memory, so each query for a
texel would require the PRNG to generate the noise texels at run
time. In our test, we query for a specific region of this large texture
and see how long it takes for the PRNGs to generate it. Each output
of a PRNG will be directed at one RGBA channel; for one texel, the
PRNG may need to run four times. Note that since MDS5 generates 4
32-bit values at once, it only needs to run once per texel. Our texture
has resolution of 2%° x 22° and the region we will be accessing is the
bottom right (worst case for sequential computation) and upper left
(best case for sequential computation) 512 x 512 region. Our key
requirement is that there is invariance in the values generated. This
test will see how random accessible the PRNGs we have tested are,
for we expect random accessible PRNGs to generate both regions
in constant time.

Our speed tests ran on a Pentium 4 running at 3.2 GHz with 1 GB
of RAM. Our graphics card used for testing was a GeForce 8800
GTX with 768MB VRAM. For each test, we report the average
of ten trials. The GPU PRNGs of CEICG and Blum Blum Shub
were left in its original form but ran on the G80 chip as opposed to
their original tests on the G70 chip. In quality tests, hashes were
fed 2D texture coordinates and PRNGs used the current time for its
seed. There were no modifications to PRNG code from the original
discription in their respective papers. All values chosen for their
constants were kept as is.

4.3 Analysis
Algorithm Test Results
DH Tests Passed | KS-test D Failed tests
MD5GPU 15/15 0.2029 None
GPU CEICG 10/15 0.3202 1,5,6,7,8
GPU BBS 2/15 0.9280 Allbut 11, 14
GPU AES 7/15 0.6288 1,4,5,6,7,9,10,12
Goulburn 9/15 0.4402 4,6,7,9,10,12
3,5,7,9,10
rand 6/15 0.6212 11121315
drand48 12/15 0.3320 4,6,7
M. Twister 15715 0.1660 None

Table 2: A comparison of PRNGs used in graphics and how they fare with
statistical tests. The lower D in the middle column implies a higher quality
of the PRNG. In the final column, the number refers to the specific test index
as described in the DIEHARD specification.

Table 2 shows our test results on the quality. While many previous
papers claim that their have passed the DIEHARD test suite, unfor-
tunately we were not able to replicate their claims. This might be
due to different criteria in judging test results. Alas, many previous



papers did not document their criteria for passing the DIEHARD
test suite.

Our tests show that our MD5GPU is only slightly worse than the
quality control Mersenne Twister (MT), but we beat all other poten-
tial graphics random number generators. Besides MT, MD5GPU
was the only other PRNG to pass all tests of the DIEHARD test
suite and we have the most uniform distribution of p-values, as seen
in the middle column, from all other graphics PRNGs used.

Our spectral analysis in Figure 2 shows that most PRNGs appear to
have a white noise distribution. Specifically they have a flat power
spectrum distribution (PSD) and their power is radially symmetric,
as shown by the radially averaged PSD and the anisotropy. The fact
that many PRNGs have good power spectrum but fail DIEHARD
tests indicates that power spectrum is a much looser criteria. This
resonates with our observation in the introduction that a random
number generator whose results look good enough may not be sta-
tistically good enough. The major exception to this rule is GPU
BBS. The power spectrum of GPU BBS shows unevenness and
peaks of power at several frequencies. In addition, the power is
not radially spread out as there are heavy variations in its radially
averaged PSD and anisotropy. In its current form, GPU BBS is not
suitable for a noise generator, as seen in both its DIEHARD tests
and its PSD.

Algorithm Rendering resolution
5127 [ 1024° | 2048% | 4096°
MD5CPU 964.1 | 3812.5 | 14704.7 | 58257.8
MDS5GPURef | 59.3 229.7 904.6 1146.8
MD5GPUOpt | 4.7 6.3 39.1 1343
GPU BBS <1 <1 1.6 4.7
GPU CEICG | 20.3 56.2 198.4 692.2
GPU AES 453 170.4 679.5 862.9
Goulburn 1734 | 676.5 2673.5 106781
rand 234 90.6 362.5 1457.9
drand48 4282 | 1668.7 | 6659.4 | 26673.5
M.Twister 87.5 368.8 1318.8 5260.9
GPU BBS2 15.9 31.2 63.0 172.2

Table 3: Comparison of the running times of the algorithms in the batch
rendering test. All times given in the table are in milliseconds. For GPU
BBS, the first two values are < 1 because it was faster than the precision of
the timer we used. The last row is a modified version of GPU BBS which
uses a larger M and extracts only 4 bits per iteration.

Algorithm Texture Subset Location
Upper Left | Lower Right | Difference
MD5CPU 937.5 934.4 3.1
MD5GPURef 60.9 60.9 0.0
MD5GPUOpt 4.7 4.7 0.0
GPU BBS <1 <l <1
GPU CEICG 20.4 15.6 4.8
GPU AES 45.1 45.1 0.0
Goulburn 318.7 317.2 1.5
rand 59506.5 481789.0 422282.5
drand48 339218.5 2606250.0 | 2267031.5
M.Twister 41093.4 339188.7 298095.3
GPU BBS2 15.6 15.7 0.1

Table 4: A comparison of texture subset retrieval times.  All times are
given in milliseconds. Notice that PRNGs that are order dependent take
much longer to access the subregion and the times to retrieve the information
is not constant.

Table 3 and Table 4 shows the results of our speed tests. In terms

MDSGPU

T

BBS2

PSD RAPSD Aniso

Figure 2: Power Spectrum Images. Images of the Power Spectral Density
(PSD), radially averaged PSD (RAPSD), and anisotropy of each PRNG used
in quality tests. As many of the images are similar, we have only shown the
most significant ones: MD5SGPU, MT control, and GPU BBS. The bottom
row is GPU BBS with M = 64769. Even with a larger M, the PSD images
are still rough.

of speed, all but one of the GPU based PRNGs are faster than CPU
based ones. MD5GPURef lags behind CPU based PRNG rand at
lower resolutions in the batch rendering test, but its random acces-
sibility outperforms rand in the texture subset test. Non-random-
accessible PRNGs suffer greatly from the texture subset test and
their retrieval times for both regions are not constant. This is most
evident in rand and drand48. The hashes and GPU PRNGs do
not suffer from this problem and retrieval of the subset is near con-
stant.

From the other three GPU based PRNGs, GPU BBS is the fastest
with instant evaluation at lower resolutions, but the quality of GPU
BBS is poor. While it may seem that using a larger M may solve
the problem (compared to M = 61 used in [Olano 2005]), unfor-
tunately this is not the case. We have implemented GPU BBS on
the G80 with integer arithmetic and data types and have found that
the resulting PSD is still rough. The last row of Figure 3, Figure 4
and Figure 2 shows the results of a variation of GPU BBS with
M = 251 x 271 = 64769. The two primes 251 and 271 satisfy the
BBS requirement for primes such that 251 = 271 = 3(mod4), and
M is less than v/232 (to prevent overflow). We adhered to Olano’s
method of using only the 4 least significant bits per iteration of the
hash. For each fragment, the hash is called 32 times. The PSD
is smoother than the original GPU BBS, but still not as smooth as
MD5GPU. The running time for GPU BBS2 is however slower than



our optimized MD5GPU. Using 1 bit per iteration may improve the
quality of GPU BBS2, but will slow down the output even more.

CEICG is a PRNG similar to hashes as it does not have an inter-
nal state [Entacher et al. 1998]. This made it applicable as a GPU
based PRNG in [Sussman et al. 2006], for it can be used just like
a hash. Unfortunately, compared to MD5GPU, GPU CEICG has
one major drawback: the time it takes to find the inverse will vary.
Specifically, finding the modular inverse is an expensive operation
and the number of iterations needed is not constant with every frag-
ment. Some fragments will find the inverse faster than others, and
thus the pixel workload is not balanced. This is seen in Figure 4,
where the two sub-regions on average do not take the same time to
access when compared to all the other GPU based PRNGs.

Our MD5GPU always returns a pseudorandom number in constant
time and the number it generates is more uniformly distributed than
the majority of PRNGs that we have tested. Our optimized imple-
mentation MD5GPUORpt is also faster than the majority of previous
PRNGS, except for a few that lack in statistical quality (e.g. BBS
as implemented in [Olano 2005]). We believe that we have found
a PRNG that achieves the maximal balance between quality, speed,
and random accessibility. It is possible to modify GPUMDSopt by
reducing the number of rounds in the compression to speed up the
algorithms. However, we warn readers that this sacrifices the qual-
ity of the PRNG for an improvement in speed. Figure 5 shows the
result of running GPUMDS5opt with a lower number of rounds.

Iterations | Time | DH Tests Passed | KS D-val
64 6.3 15/15 0.2029
48 4.7 14 /15 0.2042
32 3.1 13/15 0.2295
16 1.6 11/15 0.2530

Table 5: Reducing the compression function iterations in MD5. All it-
eration reductions were done on GPUMDS5opt and times are reported in
milliseconds. The rendering resolution for the time test is 10242,

5 Applications

We now exemplify two applications enabled by our approach: one
for terrain generation (vertex data) and another texture tiling (pixel
data).

5.1 Fractal Terrain Generation

As an application of our MD5GPU, we have constructed a terrain
generator. This terrain is created by using fractal noise generated
with MD5GPU as a height map. We modeled fractal noise via a
gradient noise approach as described in [Ebert et al. 1998] where
gradient noises at different frequencies are summed together to pro-
duce the final fractal noise image. (Please refer to our accompany-
ing video for a fly through of this terrain.)

Our inputs into MD5GPU are the lattice point coordinates and we
treat the resulting digest as the gradient for that lattice point. Given
a vertex with texture coordinates (s, t), we find the vertex’s 4 clos-
est lattice points, compute the noise, and use the noise value as the
height of the vertex. To scroll around the terrain, we simply trans-
late the texture coordinates and compute the noise again. In each
frame a fixed number of vertices are rendered. Our terrain can scroll
almost endlessly in any direction and does not use up any texture
memory, as the height map is computed on the fly each time. Due to
the random accessibility of our noise generator, we can query any
location on the terrain in constant time and the height will always
be invariant.

Figure 3: Fractal terrain with MDSGPU. We create fractal noise with
MDS5GPU and use the noise values as a height map for terrain generation.
This allows the generated terrain to scroll infinitely while consuming no
memory to store the height map. Our demo runs at 60 frames per second.

This is suitable for a flight simulator where the terrain needs to vary
without repetition and the terrain data should take minimal or better
no memory. Due to the excellent statistical properties of MD5SGPU,
repetitions in the terrain will be extremely rare and as mentioned
above there is no storage of the terrain data. The size of our terrain
is no longer limited by video memory, but by floating point preci-
sion. Texture coordinates are given as float point values and can
represent integer values accurately up to 224. Although it is pos-
sible to utilize different exponent values of FP32 as well (barring
special numbers such as NAN, denorms, and INF), for simplicity
in this demo we use only the 1-bit sign and 23-bit mantissa. This
means that our implementation can represent a virtual height map
of size 224 x 224, which is simply too large for any pre-baked tex-
ture height maps. Figure 3 shows an image of our fractal terrain
demo and this demo renders a terrain using 70 X 70 vertices runs at
60 frames per second.

5.2 Texture Tiling

Texture tiling applications (e.g. [Lefebvre and Neyret 2003; Wei
2004b; Lagae and Dutré 2006a]) also use hash functions and ran-
dom variables to procedurally generate a texture that has no visible
pattern repetition. Wei [Wei 2004b] uses a hash function stored as
a 2D texture to find the color of Wang Tiles [Cohen et al. 2003]
needed for a tiling texture synthesis. The color of an edge is found
by iteratively hashing the cell’s coordinate several times. However,
one major drawback to this method is that it requires many texture
accesses per fragment due to hashing and this slowed down the al-
gorithm. By using MD5GPU, we can reduce the number of hashes
needed to find the colors for a Wang Tile and remove the bandwidth
bottleneck since our hashes do not rely on texture lookups.

In our implementation of texture tiling, we use one digest per edge
to preserve edge color consistency. Using MD5GPU, the new for-
mula to find the edge colors would be:

Cs = whiteNoise(vecd(Oy,O0y),key).x %K}

Cr = whiteNoise(vecd(Op + 1,0, x 2), key).z% K,
Cn = whiteNoise(vecd(On, Oy + 1), key).2% K
Cw = whiteNoise(vecd(On, Oy X 2), key).z%K,

where (Op,0,) is the output tile index, and (Kj,K,) is
the number of horizontal and vertical colors respectively.



Figure 4: Tiling with MD5GPU. MD5GPU can be used to generate edge
colorings for Wang Tiles. Left: the input tile set (4 x 4 tiles). Right: the
tiled output (8 x 8 tiles). The output is rendered with resolution 5122 and
run at 60 fps.

(Cs, Cg, Cw, Cn) are the edge colors of (O, O.). A similar for-
mula can be used to find the corner colors as well if corner packing
is desired. The key can be used as a quick way to vary the resulting
texture while keeping the rest of the variables constant.

Figure 4 shows the result of such an application of texture synthesis
rendered at 5122 resolution. The original implementation requires
8 + 1 texture accesses per fragment (for accessing both input tiles
and the hash table) resulting in 5122 x 9 total texture accesses for
a frame. Our method only uses up 5122 texture accesses per frame
(access only the input tiles but not the hash table). This reduction
allows our implementation to run at 60 fps as opposed to the origi-
nal method which runs at 30 fps on a GeForce 8800 GTX.

6 Conclusions and Future Work

We have demonstrated that the MDS hashing algorithm is well
suited for parallel random number generation on a GPU, for both
quality and performance. Quality-wise, we have performed a bat-
tery of tests and have demonstrated that this method passes all tests
while some contending methods do not. Performance-wise, our
method is fastest among all methods which pass all statistical qual-
ity tests.

Our method is particularly beneficial for applications that cannot
afford to use low-quality random numbers or pre-compute high-
quality random numbers and store the result in texture memory. We
have demonstrated one potential application of procedural terrain
generation, and there are other possibilities ranging from texturing,
rendering, to general purpose computations (GPGPU).

Our current implementation of MDS5 as a pixel program might be
too slow for certain applications. This can be fixed by implementing

MDS as a hardware unit with usage scenario very similar to a tex-
ture unit [Wei 2004a]. As pointed out in [Wei 2004a], MDS is rea-
sonably cheap to implement in hardware; in addition it can be uti-
lized for on-chip cryptography and security functionalities as well.
Another potential future work is to investigate alternative cryp-
tographic hash functions that provide better quality/performance
tradeoffs. Although our study selects of MDS5, the general method-
ology certainly carries to other hash functions.
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