Temporal Analysis for Adapting Concurrent Applications to Embedded Systems

Sibin Mohan Johannes Helander
Dept. of Computer Science, North Carolina Microsoft Resear
State University, Raleigh, NC 27695-7534, USA One Micro¥dhy, Redmond, WA 98052, USA
smohan@cs.ncsu.edu jvh@microsoft.com
Abstract program that would work reliably on such a wide range of de-

vices. This is particularly difficult if timing depends notly on
Embedded services and applications that interact with the the application but also on hardware details and other egpli
real world often, over time, need to run on different kinds of tions on the device. This makes application development slo
hardware (low-cost microcontrollers to powerful multiegoro- and expensive.
cessors). It is difficult to write one program that would woek It is also important to pay attention to the hardware capabil
liably on such a wide range of devices. This is especiallg tru ities of a given target platform, such as the number of proces
when the application must be temporally predictable andistb  sors and amount of memory available. In a low-cost microcon-
which should usually be the case since the physical worlksvor troller the scarcest resource is often memory, particul@AM.
in real-time. Thus, any application interacting with suclsys- Our early experience with service-oriented cyber-physiga-
tem, must also work in real-time. tems [12] shows that the one of biggest RAM users tend to be
In this paper we introduce a representation of the tempo- thread stacks which require a reduction in the number ofitise
ral behavior of distributed real-time applications as a cd This implies that the parallelism needs to be reducieel.the ap-
graphs that capture the timing of temporally continuougises plication needs to be executed serially. In contrast on h-kigd
of execution and dependencies between them, creating a pamulticore processor the bottleneck is not memory but thetarho
tial order. We then introduce a method of extracting the ¢rap of parallelism available in the application. It often malsense
from existing applications using a combination of analysih- to execute the same service application on both ends of the em
niques. Once the graph has been created we introduce a numbedded spectrum with only the throughput and the number of
ber of graph transformations that extract “meaning” frometh  services being varied. Thus the applications need to baltime
graph. The knowledge gained can be utilized for schedulm a such a way as to address the bottlenecks on each platform — the

for adjusting the level of parallelism suitable to the sfiediard- application needs to be unparallelized (or even seridliedhe
ware, for identifying hot spots, false parallelism, or ewamdi-  low-end platform but parallelized for the high-end platfor
dates for additional concurrency. The importance of these c Having a model that would firsta) enable analysis of the

tributions is evident when we see that these graphs can bd-ser program’s temporal behavior ar{tl) match it to a given hard-
ized to our partiture model that can then be used as inputfor o ware would be most helpful. In previous work [14] we showed
fline, online, or even distributed real-time schedulingndtiy we how new programs could be written with such models in mind.
present results from analysis of a complete TCP/IP stackidi-a  In practice though, a large number of pre-existing appilieet

tion to smaller test applications which show that our useibfd  do not follow such development models, but it is still delsiea
ferent analysis models result in a reduction of the compéxi  to adapt them to new platforms. We propose an automated pro-
of graphs. An important outcome is that increasing the expre cess whereby we could first transform them into our models tha
sion of concurrency can reduce the level of parallelism el use partitures and futures [14]. This would reduce the teslio
saving memory on deeply embedded platforms, while keepingind error prone methods for transforming applications kycha
the program parallelizable whenever complete serialiliybis when they need to be deployed on new platforms. Such a trans-
not required. We also show that applications which wereiprev formation, where we extract temporal models from existipg a
ously considered to be too complex for characterizatioreitt plications, is introduced in this paper. The knowledge gdican
worst-case behavior are now analyzable due to the comlainati  help designers of such systems to optimize the program for va
of analysis techniques that we utilize. ous platforms, used for distributed orchestration, adaptand
scheduling [14, 23] or even executed on modeling engineks [16

1. Introduction to check for correctness.

Software applications that interact with the real world ded
vices or computers on the Internet are at the center of the nex1.1. Static and Dynamic Analysis
generation of consumer electronics. We are increasingige- Knowledge of the temporal behavior of an application is hid-
ing on such systems in our everyday lives in health caretroho  den inside the application logic, where it is extremely diffi
infrastructure, entertainment and even clothing. SucHiegp cult to analyze and model for any given hardware. While stati
tions and other cyber-physical systems run on differend&iof [4, 18, 21] and dynamic [24] timing analyses are used to abtai
embedded hardware ranging from 8-bit microcontrollersdo s the worst-case execution times (WCETS) for real-time aapli
phisticated multicores. Since we depend on these deviess th tions, they may not able to to provide a complete picture aba p
must be robust and as they interact with the real world thegtmu gram. This is particularly true in the case of larger, moreneo
work in real time. Their temporal behavior must also be rabus plex programs. Programs that contain function pointersygie
and predictable. Unfortunately it is quite difficult to weibne cally out of the reach of static analyzers. Dynamic analyzee



unable to gauge the true nature of the program and have showthe TCP/IP stack of an embedded operating system

to be unsafe [24] +e., they may underestimate the WCET of We believe that the use of the combination of analysis tech-

the program, which could lead to dangerous effects. If thgiap  niques presented in this paper to enable the process otextra

cation uses concurrency constructs such as signals, lecke-0  ing temporal behavior of existing applications which ukitaly

texes, then neither of these techniques can fully analyzapph leads to ease of development of distributed embedded applic

plication. In this paper we study the use of techniques whg#h  tions on varied platforms is, to the best of our knowledgersi fi

a variety of techniques to form the complete picture of thecst of its kind.

ture and execution characteristics of the application. rEisalts The rest of this paper is organized as follows: we discuss the

obtained are collected to credabming graphsThe timing graph  yse offuturesin embedded software in section 2. The colored

and thepartiture are two representations of the same informa- graph representing a program’s temporal behavior is intced

tion. A bar corresponds to the node in the graph and triggers andin section 3, together with invariants that define a validphra

sequences between the bars correspond to edges. This m&ans t The algorithm for creating temporal graphs is introducesidn-

the graph can simply be converted to a partiture and thendx us  tion 4. Transformations that can be used to simplify anddveal

for purposes such as inputs for offline, online, or distiéttlteal-  interesting topological properties of the graph are defineséc-

time scheduling or even converted to a model program [14].  tjon 5. Section 6 explains the insights obtained from thelgra
Note that multiple graphs can be merged allowing analysis of transformations. Section 7 details the experimental fraonk

several applications at the same time. Multiple applicatioan and methods to collect the raw data required for graph genera

also be analyzed separately and properties of their compoun tion. Section 8 shows results, followed by related work amig-c

behavior, such as minimum number of threads or schedulabil-clusion in sections 9 and 10 respectively.

ity, can be examined together. Hand-written partiture riragts

can also be merged with automatically generated informaéis 2. Saving Memory through Serial Execution

ther in the graph form or as XML, thus providing a mechanism  |n low-end microcontrollers a multi-threaded applicaticres

for inserting domain knowledge into the graph. one stack for each thread. Since microcontrollers do naalysu
have a memory management unit, each thread stack must be al-
1.2. Contributions located from physical memory. The maximum size of the stack
The main contributions of this paper are: is limited by the available memory. Clearly threads are pgob

(a) Extend the scope of static timing analysis to more complex atic on low-end embedded systems. The most common alterna-
applications by combining it with other techniques, in art tive is an event loop. Instead of creating a thread to hangéma

lar run-time traces and type inference. Applications whighte ~ sor reading, for instance, an event is posted. A loop in tioe pr
previously considered to be “un-analyzable” due to thetiein gram then picks up an event and examines it. The disadvantage
ent complexity, are now analyzed using our graph capture ando this are (1) all applications turn into state machines with
transformation techniques so that their worst-case behaan ~ complexinteractions — the code becomes hard to understahd a
be characterized. the development process becomes error prone with skyriogket
(b) Define a colored graph representation of a program’s tempo-maintenance costs; aii#) the event loop cannot be parallelized.
ral behavior, including invariants and transformatioriseGraph ~ Also, messy interactions between the state machines preven
corresponds to partiture , a programmatic expression and tran- multiple loops from being used. Thus, event-based cortstarc
sitively, to a model program that can be executed on a model-related message passing systems are less desirable intsaeh s
ing tool. tions.

(c) Derive information from the topology of graphs, allowing One approach is to transform an application written with
an engineer to optimize an application such as to make it morethreads to use so-called split-phase operation [1, 8] wieze
scalable and amenable to being transformed into our applicatemporal phases of a thread are split into separate furgtion
tion model (partitures,futurestc). Some of the knowledge that No automated transformation from existing programs hasibee
can be gleaned is the minimum number of threads required foravailable however, meaning significant engineering effore-

an application to correctly execute, graph sections wittepo  quired for such a transformation.

tial false parallelism, and dependencies that preventlptiza- Futures[5] were originally proposed in the Lisp community
tion. as a way of deferring evaluation and increasing performfrice
(d) Observe that adding concurrency can save memory andlThey were used as a primary construct for concurrency and syn
present a method for pinpointing to an engineer on where-to in chronization in MultiLisp [10]. Futures have also been il
crease the concurrency. mented in mid-level languages, such as Java [3] or C#. Faiture
(e) Due to the incremental nature of the analysis even an in-have been natively implemented in C, on a microcontrolter, i
completely understood application can be explored, atigvain our earlier work [14]. When C programs are written in an objec
engineer to learn something about the application beharidr  oriented fashion, it is easy to turn any method call into arfet
augment the automatically generated model with manuadly pr with very little modification to the program. Threads carodie
vided domain knowledge. This is a critical step forward as em converted to futures. Instead of being implied or encodetién
bedded designers now have more choice in the type of applicaprogram, timing parameters and any required concurrerdiexe
tions that they can develop, especially for time-consedisys- tion is expressed in a partiture, where each future is agtaati
tems. with one or more bars. The advantage of futures over threads i
(f) Demonstrate that creating the timing graph and performing that futures can be inserted anywhere (there is no impliealpa
subsequent transformations is feasible by means of piageart lelism, only concurrency), stack allocation can be deféue-
implementation that was applied to actual embedded softwar til the future is ready to run and the cost of creating a fuisre



low. Control loops can be moved into the partiture leavingt ju condition_wait(x) = wait for condition °x to be signalled

the worker function in the future. Thus a typical construtiene condition_signal(y) = signal condition ‘x'. Basically
a thread waits for an event, then processes it and then vggits a wake up the next thread waiting for this condition.
can, with little effort, be changed to give up its stack dgrthe

Figure 2. Synchronization constructs used in our

wait. framework

When a thread blocks waiting for another thread to complete,
it cannot give up its stack requiring multiple stacks. If iy
eration that happens after the block is turned into a futitre,
achieves the same effect that the stack is recycled duriag th
wait. One significant difference compared to split-phaserop

atlct)ns |tshthaththle transforma;ﬂon car'lee d(;)ne mg_remerﬁ]ity These nodes represent straight line code, possibly enfire- f
noton the whole program at once. Also, depending on the pro~y;, ¢ ayeen temporal program phases. A temporal phase isd

gram design there is a minimum number of threads required SQimited b . . e - .

. . y potential sleeping, waiting, signaling, messgass-
that it can be executed correctly. With well targeted usefu of ing, or other points of interaction (with other threads)e@n
tures that number can be reduced but does not have to beyexact odes correspond tbars in the partiture. Timing analysis is

gne a;sthln az event.mgdel. As”\;\;]e Vt\)"” ::,ee w&zeftlo? ?ft;he UM herformed to obtain the WCET of this block of code. Transi-
erofinreads required as well tne best candidates forivems tions between nodes within the same thread of executiompis re

ing the program to reduce the number of stacks can be extracte resented usinglue, solidarrows. Figure 1(c) showgellow, dot-

from the application,. . _ » tededges, which are “possible” blue edges, where it is unknown
The real strength of futures is, however, in parallelizing t  \yhether the program could ever make the transition but iiss a
program. On a multicore processor futures can be executed in,nnown whether it could not.

parallel. The parallelism is only limited by the dependesde- Applications consisting of multiple threads that commiaiéc
tween futures, which are conveyed to the scheduler in thié-par 1, se of various concurrency constructs are illustrateign

ture_. T_he future, co"mblned W|part|tgres[14] and the “tempo_— ure 1(a). Blue edges are restricted to their own threadds Cal
ral tl_mlng analyzer” presented in this paper allows for g{ieall to communication constructs are depicted by useedf hol-
and incremental program transformation that has all théipes low edges, where an incoming edge representsad and an
features of split-phase operation while being more flexiblas outgoing e,dge avakeup/signabn a shared synchronization ob-
allows programs to execute in parallel when parallelisnvisla ject. Further analysis reveals other possible synchrdioiz@b-
able on the hardware and in serial mode when not. The future i%ects that could be called/waited upon leading to more eityes
an explicit expression of concurrency. Adding concurretiys the graph. These edges are colodetted black and holloyrep-
dqes not only addpoten_tialparallelism but also reduces the resenting “possible” reds. The black edges represent grebi
guiredconcurrency, saving memory. ing of an unknown object, such that the wait and the signal are
3. The Timing Graph the same obj_ect._lf it turns out the wait and_signal_are foliedif
o o S ent synchronization objects then the edge is eliminatedoBo

At the core of our analysis is théming graph which is @ analysis we assume that all concurrency constructs are bne o
graph that enumerates the timing and execution charatsris  the two defined in Figure 2. All other basic synchronization<
of a program (including concurrent programs). structs face situations where one process waits while therot
signals — similar to a condition.

ors to the nodes as well as for each type of edge. The various
colors used are depicted in Figure 6.

Code that runs within a single thread without external in-
teractions is represented lgyeen, circularnodes (Figure 1(b).

3.1. Representation of the Timing Graph
To reason about and distinguish between the various con-3-2. Graph Invariants

=n cycles

structs in the timing graph in a precise manner, we allocetéd The timing graph has certain invariants that must never be vi
T Thead 1| olated, either during the creation process or while perfogn
- 5 Teen| B one of the transformationga) the final schedule that is created
FoyosiealX ] E will retain all dependencies among the various threadbyd
WCET g [ f. transformation must not, inadvertently, make the prognacoi-

rect. This second invariant is importanie., if a transformation
will result in the creation of a deadlock, then that transfar
tion is not performed. In the case of the timing graph, a “dead
lock” is defined as a directed cycle formed by one of the follow
I ing:
Eitr)%ir(].‘agregﬁgpnr?des and blue edges of the (aE)J red edges only
(b) red edges with one or more black edges
(c) one or more blue edges with one or more red and/or black

Single thread of execution

e NS A
uncions SURE B A edges.
® . ./,f’ In Figure 3(a) edges “1”, "2 and “3” form a cycle, while in
. signatures Figure 3(b) edges H4n, u5n and “6" f0rm a CyCIe _ hence, these

(©) Yellow edges — possi- (a) Red/black edges — interactions two graphs have deadlocks. Deadlocks formed by black edges
ble blues ges—p between threads only though (Figure 3(c)) are acceptable because black edges
represent alternate schedules — the deadlocking blaclsedge

Figure 1. Edges and Nodes in the Timing graph not exist in the same graph/schedule, since it is assumeguahe



gram is valid unless proven otherwise. This means that in anis a possibility that the same function pointer could haveda
actual schedule we do not know ahead of time which condition“func3” as represented by the yellow arrow (Figure 5). Type i
variables will be used, but can guarantee that it will be dndse formation can also be used to reduce the universe of pasgiil
that do not form a deadlock. Hence, our analysis can proceed i for dynamic function calls. For instance, between the ctatal-

the presence of “false deadlocks” formed by black edgesdbase ysis and dynamic tracing phases, there was a possibilityatia

on the premise that the program is, and will remain, valid. one of the functions in the program (funcl, func2, func3ciyn
For real-time programs, timing issues will also be a facdor.  or even foo) could have potentially been called using thetion
full real-time schedulability analysis will take these &uhal pointer. Once dynamic analysis tells us that “func2” wasechl

factors into account and perform constraint solving. Hosvev ~ we can immediately eliminate “foo”, “funcl” and “func4” fro
the invariants mentioned above will still be true and thephra the list of possibilities because its type is different frtmat of
transformations that we present in this paper are just ad val “func2”. The true value of type information comes when try-
for real-time schedulability. In such cases, the graph &@uated ing to gather information about concurrency constructsdiir-
with the above topological invariants in the first pass. Siche  ing runtime tracing, we are able to gather the informaticat
lability analysis can then be performed in the second pail, w particular concurrency call was made, we can limit the gosi
an extended set of invariants, but we will not delve into tee d ities of other concurrency constructs that call site caokavby
tails as this is beyond the scope of this paper. use of the type information of the first callee.
. . (4) Incremental development with inputs from domain ex-
4. Information Sources for Graph Creation pert/programmer. We can further prune outgoing edges by in-
In this section we shall enumerate the process of creatitty su ts based on domain knowledge. For instance, we were able to
a graph -.e., show how the information is gathered from a va- gather that ‘func3” is a potential callee because its typeches
rietyiof sources and then put together to create.the actapl‘gr that of “func2”. A domain expert might be able to point out
Section 4.1 enumerates the various sources of informatiolew  hat pased on the application design ther@ésera possibil-
section 4.2 shows how all of it fits together to form the graph. ity that both “func2” and “func3” are called during the same e
4.1. Information Gathering Techniques ecution instance of the application. This could be the case i
typical network stack, where “tcpend” and “udpsend” proba-
bly have the same function signatures, but can never bedcalle
from the same call site. Hence an incremental development pr
cess which combines inputs from the automated techniguis an
the programmer can improve the understanding of the applica

We use a variety of sources to gather the information that is
used to create the timing graph. They are a mixture of static a
dynamic data as well as higher level information.We {me
such techniques, combined together, to obtain the compiete
ture of the control flow and dependency behavior of the applic
tion. The sample application in Figure 4 is used to the erplai
each step, while Figure 5 shows the final results obtained af- ! > - :
ter applying these techniques. analysisgetc.as well as techniques that will be developed in the

(1) Static AnalysisThe control flow graph (CFG) of the applica- future, can be used to gather more informgtion and make the
tion is created and analyzed at compile time to obtain thicsta  9raPh more complete. Our analysis can remain the same a@d tak

function call graph of the application. Static analysiswsais ~ advantage of a graph which has more information — this will re
that function “foo” calls “funcl” (Figure 4), representeg the duce the time for the analysis and provide more accuratdtsesu

horizontal blue arrow between the two nodes (Figure 5). 4.2. Graph Creation

(2) Dynamic TracingWe execute the program with sample in- The graph is actually created in stages. The green nodes in th
puts and trace the functions calls during execution. We Bl @  graph which represent straight line execution within thmsa

to find someof the dynamic calls that were made in the program, thread could be basic blocks in the CFG or even single func-
represented by calling “func2” using the function pointégtt” tions (at a higher level). Traditional static timing anasyis per-
(Figure 4). This gives us a better picture of the control flow i f5ymed to obtain the worst-case execution time (WCET) fs th
the program and results in the addition of the vertical blue a p|ock of code. Edges obtained from static analysis as well as

rowin Figure 5. . those obtained from the dynamic traces form the blue arrows,
(3) Type InformationOnce step (2) is complete, we compare void funci(inti)

the type information of all other functions in the applicetito
see which ones have tipotentialto be called. If the signature
of a (dynamically) called function matches that of anotiuer,
called function, then there is a possibility that the lattexy be
called at thesame call siteFunctions “func2” and “func3” (Fig-
ure 4) have identical signatures. Since “func2” was callextd

Further known techniques, such as abstract execution, flow

int func2(inti, double d) ;
int func3(inti, double d) ;

double func4( char cl1, char c2, inti) ;

) void foo()
1 ; ~:;::\ " void (*fptr)(int, double ) ;
2% funcl(10) ; //static call
fptr =func2; (*fptr)( 10, 5.0) ; /l[dynamic call
(@) Reds/Blue ) @ Blue (¢) Nota deadlock lkigure 4. Sample code to illustrate creation of the

Figure 3. Deadlocks in Timing Graphs Timing Graph



which are added next. Yellow edges are gleaned from the type(c) The ability to generate partitures, and from them the sched-

information and are then added to the graph. Red edges are a railes of execution on a particular systemtomatically

sult of dynamic tracing where calls to concurrency consguc The timing graph and subsequent transformations could also

are also traced. Further type analysis reveals other gdessiin- be used, in the future, to achieve the following goals:

ditions that could be called/waited upon, based on the tigge s (i) Help in visualizing the program, so that system designers

nature of the previous callee, leading to black edges being i could gain an understanding of the true nature of the program

serted into the graph. (ii) Aid in increasing the parallelism of the program by finding
Before we start the analysis, the number of “possible” edgesspots that are synchronization bottleneckse; many edges in

in the function call graph is large — any function can call any the same spot.

other function or signal/wait on any condition variable.t\Vi (i) Provide inputs for real-time schedulability analyzers and

static analysis, some of the yellow edges are turned inte blu constraint solvers.

edges, while some of the black edges are turned into reds, Als (iv) Aid in model-based testing of the application.

since static analysis fixes one outgoing edge per call sigso

eliminates other yellow/red edges from the same call dilest  5.1. Assumptions

reducing the universe of possibilities. Further analysigifme The assumptions (or rather the pre-conditions) for thiskwor

tracing) turns some more of the yellows into blues and blacks

into reds. Note though that this step doesn’t reduce anyssdge e A strict partial orderis always maintained for the graph.

as there is no guarantee that each call site has only one-outgo

ing edge —in fact, as we have seen in the case of function-point

ers, each call site could call many potential callees. Tyjear4

mation analysis, on the other hand, can prune some edges—itr

stricts the possible outgoing edges based on the type signat

the blue and red edges that have been discovered duringrthe ru |f the timing graph represents a real-time applicationnthe

time analysis. Hence, some yellow and black edges are refnovecertain additional constraints applfa) Loop bounds must ei-
from the graph. Finally, domain knowledge can prune thelgrap ther be statically known, or at least known prior to loop gntr
further by removing impossible yellow and black edges fromt  (b) No code can be dynamically loadede., all modules in the
graph. This multi-colored, pruned graph is used for our wnal  application must be statically known. We could relax thie o
sis which follows in the next section. state that we need to know all applications that could pssib
5. Timing Graph Transformations be loaded — the system could then be treated as if everythishg h

. . I been preloaded (this would introduce some pessimism irgo th
In this section we shall enumerate certain fixed graph trans-

f . hich will helo red h lexity of th | analysis)(c) The program must usefmite set of condition vari-
ormations which will help reduce the complexity of these-i ables.(d) Either there must be no branches or forks around con-

ing graphs. The transformations will also help the programm dition waits/signals, or all possible paths mustdoerect(dead-
find interesting topological and programmatic propertfesex- lock and race free),

plained in the introduction, embedded systems have seeere r Note: our analyzer will not check for the correctness of pro-

source constraints and executing parallel code could lea t grams but will axiomatically assume that validity of progrs:
high number of context switches and a large number of thr,eadsand try to apply valid transformations.

which ultimately lead to a high demand for stack space. Hence
reducing the program to obtain theastnumber of threads re- g o Graph Pruning and Reduction
quired for correct execution of the program aids in reducing
stack pressure. We are also able to find the limits of serializ
ability of the program. The transformation described in tee
maining part of this section will help us achieve both goalse
larger goals for performing these transformations are:
(a) Find theminimumnumber of threads required for the appli-
cation to function correctly.
(b) Aid in understanding the program behavior/structure and
help system designers to optimize it. Specifically, thislddind : .
candidate spots for additional concurrency in the progaiich blue edges) are removed. The program is assumed valid unless
proven otherwise.

makes the program more scalable. We could also find false par-b Inth  alt t I d th . ¢
allelism in the program, where multiple threads must exedut (b) Inthe case of alterate yellow edges, then pic one

a serial fashion for forward progress of the application. 8: lell — hence, we pick the yellow edge with the largest WCET

(c) If alternate paths exist and each one waits on different con-
dition variables (or none), then the longest path must wait o
unionof those condition variables — hence execution waits on all
of the condition variables to be signaled, to proceed.

e The graph cannot have any deadlocks or race conditions
(i.e, no unguarded resources). This condition basically
means that the program must earrect Of course, benign
races (such as atomic adds) are fine.

This section examines techniques used to reduce and sjmplif
the graph. First, let us examigeaph pruningechniques, which
will help in reducing the “maybe” edges, either by transfargn
them to actual, known edges (blue or red) or getting rid ofithe
entirely. Section 3 already introduced some methods obperf
ing this pruning — for instance, dynamic traces prune sonte ye
low edges to bluegtc. Other techniques used are:

(a) Black edges that result in “potential” deadlocks (with red o

foo()

caller

funcl()
static callee

func3()
potential dynamic

callee (d) If, in the face of alternate paths, the application signéis d
Figure 5. Timing graph created by application of ferent condition variables (or none) on each one of the raditer
various information gathering techniques paths, then execution must wait for extersectionof those con-

dition variables to be signal-led.



1, new graph, because it is actually included within the newenod

’ N “A+B”.
Figure 6(b) shows that the WCET of the combined node, is
; SE the sum of the two nodes, with pipeline effects considerad (a
X s in transformation (a)). We are able to perform this transfar
s AN tion because the real dependency between “A’ and “D” is not
changed by the merging of the intermediate dependency (edge
(a) Assimilate nodes with only blue (b)  Merge consecu- ‘;4,,)
nodes into each other tive nodes with only single ' .
red edges We can remove edge “8” between “A’ and “D” (Figure 7) as

an alternate path (A-B—D composed of edges “2” and “7”) ex-

ists. This follows from the intrinsic transitive nature opartial
Remarks: Techniquds) and(d) follow from a desire to pre-  order. Of course, in a real-time system, we could intergrit t

serve the worst-case behavior and strict partial orderispec-  as retaining the sequence of edges that exhibit worst-cisvb

tively. The former insures that all resources must be aeguir ior —two or more dependencies is worse than one, direct depen

before execution proceeds, while the latter guaranteasatha  dency.

branches must be valid and not result in deadlocks. 5.2.2. Restricting the Partial Order

Graph reductionoperations are broadly classified into two . . .

X S e (i) Move all outgoing red edges of a node to its successor. A
groups —(1) point-of-viewsimplifications andll) simplifications “successor” is defined as a node which is destination of a blue
that restrict the partial order Of course, the transformations ;

. . . ion 28) outgoing edge from the current node.
must nor violate the invariants for the graph (section \jte (i) Move all incoming red edges of a node to its predecessor. A
the examples in the figures indicate artificially creategbsto “oredecessor” is defigrlled as 3node which is the gource of a Blue
illustrate the transformation being performed; while gagsaphs ir?coming edge

are not extracted from actual code, it is entirely feasibé such . . . .
Y Remarks: These transformations aim to restrict the partial

situations could occur in real programs. ordering for the graph. They actually change the edges in the
5.2.1. Point-of-View Simplification graph — either by moving their source or their destinatiodes
(a) Merge consecutive nodes connected by a blue edge, where eland sometimes both (though this will be done one at a time).
ther the blue node’s source has no outgoing red edges orsits de These transformations are applied to every possible natk, a
tination has no incoming edges, or perhaps both. This is a sim their edges are transformed except of course in cases whieyre t
ple concatenation of sequential code. violate the graph invariants. Figure 8 shows transfornmafip
(b) Two consecutive nodes which have single incoming and out-where nodes “B”, “D” and “E” are successors to nodes “A’. “C”
going red edges can be fused into a single node. Nodes “B” ancand “D” respectively. From the figure we see that outgoingesdg
“C” were combined into node “B+C". This transformationoer  “2” and “4” (for node “C”) are transformed to point to node D.
sponds to inlining the code from one thread into the othexatlr ~ Hence, the outgoing nodes for “C” are moved to C’s succes-
(c) Remove a direct red edge if a longer, indirect path congjstin sor “D”. Note: we did not transform edge “5” because doing so
entirely of red edges exists between the source and déstinat would have created a deadlock with edge “7”.
nodes. In Figure 9, nodes “A’, “C” and “D” are predecessors to nodes
Remarks: Application of one or more of these simplifications “B”, “D” and “E” respectively. After transformatiorii), we see
does not result in a reduction of the nodes or edges in a graph -that incoming edges “2” and “7” now point to node “C”. We did
they are just dropped from the visualization. Hence whileyth  not transform edge “5” because it would have created a dead-
may exist in the graph, for all practical purposes they maigbe  |ock with edge “4”, thus violating an invariant condition.
nored. Transformatio(a) is shown in Figure 6(a), where node  The above graph transformations are valid. They are analo-
“A’ has only one outgoing edge, which is blue, and node“B" gous to known deadlock avoidance techniques. Transfoomati
has only one incoming edge (“4") which is also blue. Hence, (j) is the same as releasing all locks held by the processeat th
they are merged into a single node (“A+B”). This transforma- same timei.e., at the end of the execution of the critical section.
tion is equivalent to merging consecutive basic blocks gocf  Hence. we move all condition signals to the successor. Tte se
tion callee into caller) where no other dependencies egithie  ond transformation is the same as delaying execution ofittie ¢
caller orthe callee. The WCETSs of “A”and “B” can now be com-  cal section untilll locks requested by the process have been ac-
bined to form the WCET of the new block as follows: quired —i.e., move all condition waits to the predecessor. These
B S . transformations can be performed recursively, thus enguhat
WCETs+5 = WCOETs + WOETp — pipeline-interactions the critical section execution starts only after all locksé been
where “pipelineinteractions” refer to the reduction in execu- acquired and will release all locks at the same time — at the
tion time due to the concatenation of the trailing edge of A an end of execution. These two transformations could be furtie
the leading edge of B [11]. Note: edge “4” is missing from the stricted with more invariants, in hard real-time systenghsas
the deadline, startup At‘ime, period, phaste,. Note if we com-

Figure 6. Two Point-of-View Simplifications

Figure 7. Remove direct red edges Figure 8. Move outgoing red edges to successor



6.1. Futures and Program Modifications

The final graph obtained after performing all reductions can
be further reduced by simplifying modifications to the pragr—
(a) get rid of red edgesd.€. the interactions among threads. This

Figure 9. Move incoming red edges to predeces- is difficult to do because removing red edges results in nydtif
sor the inherent, expected behavior of the program and could eas
ily make it incorrect. However, reducing red edges, whenedon
bine transformations (i) and (ii), we get the priority cedipro-  with care, may make the programoreparallelizable(b) Con-
tocol (PCP) [9]. vert blue edges to red edges. This is possible by usinduthe
tures [14] mechanism. If all the targets of blue edges (green
6. Outcome of Timing Graph Transformations nodes) are converted into futures, then consequently ligese

After iteratively applying the graph transformations (e turn into red edges, and since futures are expected to execut
5), we obtain one of the following situationga) the graphisen-  at some point after they are invoked, the correctness ofte p
tirely serializable. In this case we can execute the entbgram ~ 9ram is maintained. From Figure 12 we see that when edge “2”
using a single threadb) The graph is non-serializable where, at is changed from blue to red and node “B” is converted into a fu-
the simplest level, it resembles the graph shown in 10(ajs Th ture.
is a graphical representation of a producer-consumerioelat By turning nodes into futures, wecreasethe expressed con-
ship, (Figure 10(b)) where “x” and “y” are condition variaisl currency of the program. If multiple processors are avadlab
“W” signifies a condition wait while “S” represents a conditi ~ then the futures can often executeparallel (Figure 13(a)) to
signal. Hence, Figure 10 represents the case where onalthreahe extent allowed by the dependency graph (which is expdess
(Thread 1, the producer) waits for another thread (Threale2,  as apartiture). It also increases the flexibility available to the
consumer) to send in a request which it then responds to. Notescheduler — to decide when to execute the code in the future.
that the consumer is not able to make much progress, as it musfnother important result is that because these nodes aréurow
wait for results from the producer to be sent back. Hence we ca tures, they can execute independently of each other andeonly
deduce that this simple program can make progress onlyyf the l00se order has to be maintained. Hence, they can even be exe-
execute oriwo separate threads. cutedseriallyon a single processor as long as the callees execute

The graph shown in Figure 10(a) is the basic building block &t some time in the futurafter the callers. One such serializa-
for larger, complicated, non-serializable graphs. Eactthef  tionis seen in Figure 13(b). The order of nodes “B” and “C” can
green nodes could themselves be more complicated node whicbe switched around to form another serial schedule.
are constructed using the basic building block. Some exesnpl ~ Thus, we see a surprising resulby increasing the concur-
are shown in Figure 1INote the details of applying the graph  rency of the program, we can also increase its serializgili
reductions to obtain the above result are omitted here due tol his result may seem counter-intuitive, but has great petett
space considerations.) We are also able to calculate the min indicates that by using the graph transformations outlinétie
mum number of threads required for the application, from the Paper followed by the “futurization” of some nodes, the sthe

reduced graph, using the following equation: uler is given the flexibility to either parallelize the pragn for
larger systems or serialize it for execution on small, caised,
Ny = Ng — Ny (1)  embedded systems.

whereN, is the minimum number of threads’, is the num- 6.2. False Parallelism and Hot Spots

ber of green nodes_ andl, is _the num_ber_of t_)lue edges in the One of the goals of this work is provide a visualization of the
graph. The reasoning for this equation is simple — each 9r€€Neduced graph for the programmers to analyze, which could be

node indicates a separate point ,Of execution, and possiepa achieved by feeding the graph structure from the "tempamal t
arate thread. Each blue arrow ties green nodes to one anothe(ng analyzer” into the GLEE visualization tool [22]. This Wi

thus indicating that both must execute in the same threade On help the programmer in weeding datse parallelismand prob-
fthe effe_cts of the blue edges have been thus acc_:ounted _fpr, oN |am spots in the progranht spoty. where a large number of
interactions between thr(_aads (red a_lrrows) remain and siece . interactions could be concentrated (thus degrading theative
have performed all possible reductions on the graph, thg- exi program performance). Hot spots are again identified by find-

tgnce of a red arrow |n.d|c§tes interactions across threkuks. ing nodes which have an unusually large number of interastio
simple example shownin Figure 10(a) has three green no@es angq e red around it — either incoming condition waits or ostg

one blue edge — hence, it rgq_uires two threads to executé. Sim ing condition signals, or even both. What is an “unusualigéa
larly we can calculate the_ minimum number of threads fordarg number” is decided by the systems designers based on the ac-
more complex graphs (Figure 11). tual application. Sometimes two could be large, and songtim

! Thread 1 Thread 2 nodes can handle 20 interactions. While both of these pnable
2 W) S(x) I>-< c@:
3
S W(y) 5 greens — 2 blues 4 greens — | blue
(a) Smallest non- (b) Basic producer- =3 threads ¢ greens — 3 blues = 3 threads

serializable graph consumer relationship — 3 threads

Figure 10. Outcome of graph transformations Figure 11. Multiple producer-consumers




are identified by visual inspection of the graph structutris, mot TTA. This adds more information to the timing gragf;infor-

a difficult task to automate the process. mation from other sources, such as domain knowledge, aibstra
Each of the basic producer-consumer blocks (Figure 10) is anexecutioretc.(section 4) can also be plugged in to obtain a more

indicator offalse parallelismin the program. While it requires ~ comprehensive graph.

multiple threads (at least two) for forward progress, theaex Any static timing analysis framework [4,17, 18, 21] can be

tion actually happens in serial order.e, B— A — C. No other plugged in to the TTA to obtain the WCETSs for the green nodes,

order will work and none of these nodes can execute in paralle after step(b). We performed step (e) by hand and did not im-

with one another. plement (f). The purpose of the experimental framework is to
] show that creation of the timing graph using information-col
7. Experimental Framework lected from various sources is entirely feasible, whichidt, és

The simulation environment used for the experiments andwe shall see in the results section (section 8). In fact, eséguh
analysis is the Giano [6] simulator using the eMips CPU model of the TTA enables us to provide it with information about the
running the lightweight MMLite [13] operating system. Apar graph from any of the above mentioned (or even other soyrces)
from the synthetic benchmark presented in Figure 4, the mainwhich will then be plugged into the graph to obtain a better un
benchmark used for analysis was the network stack from thederstanding of the timing and runtime behavior of the agplic
MMLite operating system, compiled down to a single loadable tion. The most interesting part about our analysis (graplice
module. The original MMLite network stack was an extensibn o tions and subsequent observations) is that it can be pegfiban
the BSD implementation of the networking protocol. We devel anincomplete graph as well as a graph which has all of its-char
oped a unique tool, th&égmporal timing analyzé(TTA), which acteristics mapped. While the former will yield approxieag-
aids in the creation of timing graphs. Other tools used inithe  sults, the latter can yield precise results. These insi@tshe
formation gathering process are — the MIPS compiler for Gi- state of the concurrency, serialization and resource cainss of
ano and thexm command line tool. The various steps used in the application) can greatly assist programmers and sydeem
the creation of the graph are(a) a disassembly of the object Ssigners.
code of the network stack is obtained using the MIPS compiler 8. Results
(b) the list of functions in the network module is obtained us-

ing the nm tool;(c) both of the above are provided as inputs to ; In.sectrllon 8.1, \;ve sha_ll enumcejzrate Ithe resultshob'galned by pe
the TTA, which, at first, creates a static control flow graph of orming the transformations and analyses on the timing lgrap

the entire program. It is able to express information at the b Section _8‘2 lists results obtained from the_ tempor_al _tlrran_g-
sic block level or even at a higher function level. The TTA is YZ€r which show that the process of creating the timing briap

also able to determine the static dependencies among the varafe"’lSIbIe one.

ous basic blocks/functions in the programe;, it generatesthe  8.1. Graph Results

green nodes and some of the blue nodes that go into the tim-  The following insights were obtained by performing the vari
ing graph. It is also able to provide an estimate of the yellow g, analyses and transformations on the timing graph:

and black edges in the grafd) a dynamic trace of the network  (a) The most important, and perhaps most surprising result, is
stack running on Giano is obtained. The inputs are various we thatincreasing the concurrenayf the timing graph, using cer-
service calls that trigger different functionality in thetwork.  tain program modifications, resultediircreased serializability
While this does not guarantee complete dynamic coveradeoft Thjs provides the scheduler with a lot of flexibility in creay
network stack, it is able to obtain quite a few dynamic depen- the final schedule and tailoring it to the particular hardmvays-
dencies (function pointers) and also match condition \demto tem in use.

their wait/signal sites. These traces, and the informajleaned () various graph transformations finally lead to three types
from them, are fed into the TTA, where it is able to form amore of graphs — those that can be completely serialized, those
complete picture of the timing graph. From the dynamic tsace that resulted in deadlocks or those that are constructed of
itis able to restrict some yellow edges to blue edges whife€o  hasic producer-consumer relationships. From the lastltresu
pletely doing away with some other yellow edges (as expthine e are able to calculate the minimum resource requirements
in section 4). From information on the wait/signals on caiodi (threads and corresponding execution stacks) for coroeatrd
variables, the TTA is also able to change some of the red édges progress in the program. This results in memory usage résfuct
black edges and eliminate other impossible black edgesichy f iy embedded systems.

if we are able to determine the entire range of possible Bt (¢) The analysis is able to direct the programmer’s attention to
a function/application then tracing will be able to provaleom- wards false parallelism and hot spots in the program.

plete picture of the dynamic behavior of the applicati@®)fype  (d) The final graph is the worst-case schedule possible for the
analysis is perform]ed and the mformatioln is then fed in® th  program.

atya
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Figure 12. Converting Blue edges to Red — creat- (a) Parallel (b) Serialized

ing futures Figure 13. Options for the Future



(e) From the graph reduction, we are able to minimize the num-
ber of context switches in the application.

(f) Inter-thread communication/dependencies are reduced.

(g) The transformations result in the smallest partiture.

Similar results are presented for dynamic calls. The remain
ing yellow edges were calculated as follows — each one dfthe
call sites can potentially call any one of thi2 functions leading
to 76 x 412 = 31, 312 possible yellow edges. Type analysis now

(h) The graph helps programmers visualize and understand theells us that only functions which match the signature o716

application — this will tell them if their original design wacor-
rectly translated into code and perhaps, tell them if theegew
any deficiencies in the original design.

8.2. Temporal Timing Analyzer Results

Results from the temporal timing analyzer are tabulated-in t
ble 1.Note: These results are not intended to show the runtime
performance of our analysis tool, but to show the effect giap
ing the combination of analysis techniques on the timinggra
that we create.

The first column represents the type of information being an-
alyzed, where “S” represents the static call informatiod &’
represents the dynamic call information. The second colista
the number of possible (yellow) edges. The third column rep-
resents the actual calls that were made (blue edges), wWidle t
fourth column lists the number of calls sites for each typeadff
- static or dynamic. The last column lists the remaininggwll
edges after each type of analysis.

We first conducted experiments on a simple toy benchmark

(Figure 4) to show that our ideas are feasible. This simpéarex
ple shows that static analysis alone will not be able to caghe
true nature of the program, as it will not be able to deal witsc
through function pointers (func2). The benchmark hasinc-
tions and at the outset, it is possible that any functiondcall
any other function (including itself) leading fox 5 = 25 edges.

callees can ever be called from these dynamic call siteg;twhi
will lead a further reduction in the number of possible ed@es
main knowledge can further reduce this figure, as some oéthes
“potential” callees (with function signature matches) mainbe
called during the same execution instance. Hence, the nushbe
edges drops to a number which will be far less tBan12.

So, the initial estimates 0339, 488 potential edges (static
+ dynamic) have been reduced to a more manageable number
which is in the tens of thousands, if not less — an order of amag
nitude (or more) difference. Hence, we see that analysisiofc
plex programs using our framework and graph transformation
techniques s feasible — it is able to handle large prograrngh
to date, have been excluded from such analyses due to their in
herent complexity. This would not have been possible by any
one of static analysis, dynamic analysis, type informatam
main knowledge alone, but was achieved as a result of combina
tion of all these methods.

9. Related Work

Understanding the temporal behavior of programs is esaenti
for system designers. This is more critical if the systermgeie-
signed has other inherent constraints, such as the resoonce
straints seen in common embedded systems. Sometimes these
systems have more severe constraints imposed on them (real-
time systems) where advance knowledge of the behavior of the

Once static analysis has been used, we see that funcl id calleProgram becomes critical. We believe that the work preskinte

which leads to the creation of a blue edge. Dynamic analgsis r
sults tell us that another call (func2) was made. This addsa s
ond blue edge, but there is a possibility that this dynamisia
could be used to call any other function as well. Type informa
tion tells us that only func3 has the same signature as fund2 a
has the potential to be called, while func4 has an entirdfedi
ent type signature and will never be called. Assuming thaeno
of the other functions made any calls, we reduced the nunfber o
edges from a possibl to 3 actual edges.

Another benchmark used was the network stack for MM-
Lite (second half of table 1). This module contaifi® func-
tions all of which, combined, are broken down into386 ba-
sic blocks. With such a large number of functions, the nunalber
yellow edges, considering only static calls for all of thésec-
tions is4122 = 169, 744, as every function can potentially call
every other function. Static analysis of the interactionwag
the functions tell us that onl®, 386 functions were called stat-
ically by all 412 functions. This convert, 386 of the yellow

this paper is unique in that it is able to transform large mapl
tions into a graph representation on which transformatemes
applied to gather the “meaning” of the program, with the aim
of making distributed embedded systems more scalableaprim
ily by creating models of the program based on our idegsof
tituresandfutures

Andersson [2] studied the temporal behavior of embedded
programs and also used dynamic traces to add more informa-
tion to his analysis. This work differs from ours in that he-cr
ates a model of the application and uses model checking and re
gression analysis coupled with dynamic traces to reasontabo
the temporal characteristics of the program. It stops writdl\yz-
ing the impact of the behavior of the temporal charactegsbf
the program and does not provide any further insights likeloe
in section 6. We also deal with concurrent programs in oul-ana
ysis.

The level of parallelism required by an application has been
explored by Motuset. al.[19, 20]. They focus on model driven

edges to blue edges and also eliminates all of the remaininglevelopment, where an engineer writes a timing model (Q

169,744 — 2,386 = 167,358 ones.
| Call Type [PossibldActual|Call SitesRemaining|

Toy (S) [5*5=25 1 1 0

Toy (D) 25 1 1 2
Network (S) 169,744 2386 | 412 0
Network (D) 169,744 76 76 31,312

Table 1. Graph edges based on static/dynamic in-
formation

model), including educated guesses for minimum and maximum
times of processes in periodic applications such as aredfgun
telephone switches. The model is based on processes and chan
nels. While our work facilitates writing the model by hand, i
may also be used to analyze existing programs and does not re-
quire the processes to be periodic.

Henzingetret. al.[15] introduced the idea of compiler-driven
feasibility checking of scheduling code. In their approdica
compiler creates an executable, which represents the sighed
which is then attached to the end of the task. This schedule is



executed and validated each time the task is invoked on spe-[7] D. Friedman and D. Wise. CONS should not evaluate itsipara

cialized embedded hardware. Our work creates partitures an

futures based on analysis of timing graphs. Also, compaved t
them, we are able to determine the levels of parallelism and p
tential problem spots in the application, which could prbea-
eficial to a large range of systems.

Previous work in real-time systems deals with either static

or dynamic analysis. Recent, independent work [17] disesiss
a hybrid approach to performing timing analysis. Our work is
similar in that it is also a hybrid approach which uses infarm
tion for a variety of sources. The difference is that while ou
work is focused on finding the properties of interactions ago
threads in concurrent programs, theirs is focused on oibin
worst-case execution time results for modern, out-of-opite-
cessors. In fact, the results from that framework (the WQETSs
can be plugged in to our temporal timing analyzer to obtaimeno
precise results for applications running on modern pramsss

10.

Conclusion

(8]

9]

(10]

(11]

(12]

In this paper we extended the reach of static timing analysis
to applications that were, due to their complexity, not jprasly
analyzable for determination of worst-case behavior. Tvas
done by combining static analysis with dynamic analysistas

on traces and with other techniques such as type inferenee. W

used a combination of analysis tools and methods to glean-inf
mation from programs and then combined the result into algrap [14]

The graph represents a model of the temporal behavior of-a pro

gram. The paper defined the graph coloring, invariants, es&t a
of valid transformations. The transformations were usedxo
tract information out of the graph. One insight gained wasa th
increasing the concurrency of the application can also teaut
creasing the serializability. The graph could be output paré-
ture that is usable as a manifesto of the program behavioeis w
as in scalable and distributed scheduling. The practicafithe

graph generation and analysis methods were demonstratied wi

(13]

(19]

(17]

an implementation that was used to create a graph of an entire
TCP/IP stack. The topological properties that the graphstra
formations reveal are useful in understanding and optimgizin
application for variable levels of parallelism. The methtodyy
presented here forms a solid base for further work in sclaedul
bility analysis.
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