Program Verification using Separation Logic
Lecture 2:

Simple Automatic Verifier

Hongseok Yang (Queen Mary, Univ. of London)




Is (x
{y :( (’);O)} What'’s missing to build

INV = Is (y,0) *Is (x,0) an automatic verifier?
while (z # 0) {
{x£0 N ls (y,0) xIs (z,0)}
{32’ 1s (y,0) x (x — ') xIs (z',0)}
t = w;
{3z’ . t=x Nls (y,0) x (z — z') xIs (2/,0)}
{32 1s (y,0) x (t — 2’) xIs (z’,0)}
T = *t;
{3z x=2" Nls (y,0) % (t — ') xIs (z’,0)}
{Is (y,0) * (t — ) *Is (x,0)}
¥t =y
{Is (5,0) % (t — ) s (,0)}
y=t
{3y y=t Nls (v/,0) % (t — o) xIs (,0)}
}{Is (y,0) xIs (z,0)}
{x=0Als (y,0) xIs (z,0)}
{Is (v,0)}




{Is (x,0)}

y = 0: What’s missing to build
INV: Is (y,0) *Is (,0) an automatic verifier?
while (z #0) |

{x=£0 N ls (y,0) xIs (z,0)}

{32’ 1s (y,0) % (x — ') xIs (/,0)}

{t;ﬂ? Als (9,0) % ) als (& O)} |. Infer a loop

' t=x Nls (y,0) % (z — 2') *Is (2, : :

{32/, 1s (y,0) * (t — 2') xIs (z',0)} Invariant.

T = *t;

{3z x=2" Nls (y,0) % (t — ') xIs (z’,0)}

{Is (y,0) * (t — ) *Is (x,0)}

¥t =y

{Is (5,0) % (t — ) s (,0)}

y=t

{3y y=t Nls (v/,0) % (t — o) xIs (,0)}
}{Is (y,0) x1Is (x,0)}
{x=0Als (y,0) xIs (z,0)}
{Is (v,0)}




s (x
{y :( 6;0)} What'’s missing to build

INV: Is (y,0) *Is (z,0) an automatic verifier?
while (z #0) {
{x£0 N ls (y,0) xIs (x,0)}
{32’ 1s (y,0) * (x — ') xIs (/,0)}
{t;f? NS (4,0) 5 ) els (. O)1 | Infer a loop

' t=x Nls (y,0) x (x — a') *Is (2, : :
{32 1s (y,0) * (t — ') xIs (/,0)} Invariant.
T = *t; .
{3z x=2" Nls (y,0) % (t — ') xIs (z’,0)} 2. Massca:lge assertions
Is (4,0) # (£ > ) # Is (z,0)} using Consequence.
xt = y; . .
{ls (y)yo) f (t o y) *ls (z,0)} a) exposing pointsto.
y=t
{3y y=t Als (v/,0) x (t — ¢') xIs (2,0)}
}{Is (y,0) x1Is (x,0)}
{x=0Als (y,0) xIs (z,0)}
{ls (y,0)}




{Is (x,0)}

y = 0: What’s missing to build
INV : Is (y,0) *Is (z,0) an automatic verifier?

while (z #0) {
{x=£0 N ls (y,0) xIs (z,0)}
{32’ 1s (y,0) % (x — ') xIs (/,0)}
L = u;

{3z t=x Nls (y,0) x (z — z’) xIs (2',0)}
{3x"1s (y,0) * (t — ') xIs (',0)}

T = *U;

{3z z=2" Nls (y,0) x (t — ') xIs (2',0)}
{Is (y,0) % (t — x) xIs (z,0)}

*U="Y,
{Is (y,0) * (¢t — y) *Is (z,0)}
y=t

{3y y=t Nls (y',0) x (t — ) xIs (z,0)}
}{Is (y,0) xIs (x,0)}

{x=0Als (y,0) xIs (z,0)}
{ls (4,0)}

| Infer a loop
Invariant.

2. Massage assertions
using Consequence.

a) exposing pointsto.

b) removing equality.




s (x
{y :( 6;0)} What'’s missing to build

INV : s (y,0) *Is (2, 0) an automatic verifier?
while (x #0) {
{x£0 N ls (y,0) xIs (z,0)}
{32 1s (y,0) * (z — ') xIs (2',0)}
{t;f’f; s (5.0) % (1 27 515 (27, 0)] . Infer a loop
' t=x Als (y,0) * (z — ') *Is (2, : :
(32 1s (y,0) * (t — 2') * Is (2, 0)} Invariant.
T = *t; .
{3z’ z=2" Nls (y,0) % (t — ') xIs (', 0)} 2. MaS?ge assertions
{Is (y,0) % (t — z) *Is (z,0)} using Consequence.
xt = y; . .
{Is (y,y()) f (t— 1) % s (2,0} a) exposing pointsto.
— t . .
fEly(’ y:)t A Is( (y’,)(i) x (t—y')xls (z,0)} b) removing equallt),°
Is (y,0) xIs (x,0 .
) c) removing emp.
{fx=0Als (y,0) xIs (z,0)}
{Is (y,0)}




What’s missing to build

. Is (y,0) s (z,0) an automatic verifier?
while (z #0) {
{x£0 N ls (y,0) xIs (z,0)}
{32’ 1s (y,0) x (x — ') xIs (z',0)}

{t;’ xt; | Infer a loop
e Is (4 invariant.

p— t I
{f; > Z 5 2. Massage assertions

{Is (y,0) using Consequence.
*t — y; . .
(s (y,0) * (t — y) *Is (z,0)} a) exposing pointsto.

y=t : :
(3. y=t Als (1/,0) # (t — /) # s (z,00_ D) removing equality.

}{ls (y,0) *Is (x,0)} C) removing emp.

{x=0Als (y,0) xIs (z,0)}
{ls (4,0)}




Today’s Lecture

® Understand the abstraction and rearrangement.
® Should be able to build a basic program verifier.

® Will use the term “static analysis”, instead of
“automatic program verifier”.




Symbolic Heaps

® Assertions of the particular form:

E,F == x|0

I w= E=F|E#F | true | I AT

Y = emp | (E—F) | Is(E,F) | true | X x X"
PQ = dxr. IINDX

® Restricted. No sep. implication and no univ. quan.
® Built-in list-seg predicate without alpha.

® Eg. y=2AlIs(x,0)xIs(y,0)
Jo'w’. s (x,v") x y — v *x v — W




Analysis Algorithm

® |nput:a set (i.e., disjunction) of sym. heaps,and a
program.

® Output: a set of sym. heaps at each program point.

® Finds a proof sketch in separation logic.

® Algorithm:
® Abstractly run a program with sym. heaps.
® Accumulate all the obtained sym. heaps.

® Repeat until no changes.




Analysis Algorithm

® |nput:a set (i.e., disjunction) of sym. heaps,and a
program.

® Output: a set of sym. hege

Rearrangement +

® Finds a proof sketch in s| proof rule in sep. logic +

o Algorithm; Abstraction

® Abstractly run a program with sym. heaps.
® Accumulate all the obtained sym. heaps.

® Repeat until no changes.




[ emp |
h =0;

while (nondet)

{

t = new(l);

*t=h;

h=t;

t=0;




—

‘ h=0 A emp‘

while (nondet)

{

t = new(l);

*t=h;

h=t;

t=0;




—

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

*t=h;




—

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

= new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;




[ emp |

h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;
‘ 3t’. h=0 A t~h ‘

h=t;

t=0;




[ emp |

h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;
‘ h=0 A t-0 ‘

h=t;

t=0;




[ emp |
h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;
‘ h=0 A t-0 ‘

h=t;
|3 h=t A =0 A t-h'|
t=0;




[ emp |

h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;
‘ h=0 A t-0 ‘

h=t;

‘ h=t A t~0

t=0;




[ emp |
h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘

*t=h;
‘ h=0 A t-0 ‘

h=t;
‘ h=t A t=0 ‘

t=0;
‘ It’.t=0 A h=t’' A t'~0 ‘

}




[ emp |
h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘
*t=h;
‘ h=0 A t~0 ‘

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘
*t=h;
‘ h=0 A t~0 ‘

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

‘ h=0 A emp‘

while (nondet)

{

‘ h=0 A emp‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘
*t=h;
‘ h=0 A t~0 ‘

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>O‘

t = new(l);

‘ 3t’. h=0 A t~t’ ‘ ‘Elt’t”. =0 A t—t” * hHO‘
*t=h;
‘ h=0 A t-0 ‘

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




L emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>O‘

t = new(l);

‘Elt’. h=0Atr—>t" ‘ 3t”. t~t” * h~0 ‘
*t=h;
‘ h=0 A t~0 ‘

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t—t’ ‘ ‘ 3t”. t~t” * h~0 ‘
*t=h;
| h=0At-0 | [3t.t=h*h-0 |

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 ‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t A t-0 H Jh’. h=t A t—h’ * h’HO‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=tAt-0 || 3h.h=tals(t0) |

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t A t~0 H h=t A Is(t,0) ‘

t=0 A h=0 ‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0) ‘

t=0 A h~0 ‘ ‘Elt’. t=0 A h=t’ A Is(t’,O)‘




[ emp |
h =0;

create
‘h=OAemp‘ ‘t=OAhHO‘

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0) ‘

t=0Ah-0 || =0als(ho) |




[ emp |
h =0;

create
|h=0nemp|  |[t=0Ah-0] | =oalsho) |

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0) ‘

t=0Ah-0 || =0als(ho) |




[ emp |
h =0;

create
|h=0nemp|  |[t=0Ah-0] | =oalsho) |

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0)

t=0Ah-0 [ =0als(h0) || =0Alsh0) |




[ emp |
h =0;

create
|h=0nemp|  |[t=0Ah-0] | =oalsho) |

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>0‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0)

t=0Ah-0 [ =0Als(h0) || =0Alsho0) |




[ emp |
h =0;

create

|h=0nemp|  |[t=0Ah-0] | =oalsho) |

while (nondet)

{

‘h=OAemp‘ ‘t=OAhn—>O‘

t = new(l);

‘ 3t’. h=0 A t-t’ ‘ ‘ 3t”. t-t” * h-0 ‘
*t=h;
| h=0at-0 [ [ eh*h-0 |

h=t;

h=t A t~0 H h=t A Is(t,0)

t=0Ah-0 [[  =0Als(h0) =0 Als(h0) |

|h=0 A emp I—|It=0 Ah-0] =0 Als(h,0) |

}




The output is a proof sketch of

{ emp }create{ (h=0Aemp) V (t=0Ah~0) Vv (t=0Als(h,0)) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = Abso RuleApply 4 o Rearr4




Abstract Semantics of Atomic Command A
(A) : SymHeap — P(SymHeap) U {err}
(A) = Abso RuleApply 4 o/Rearr 4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

{3z’ IT N w—a’ s Dysax=t{3z’. II A z—t « X}




{x—a’ x (II N X)) }xx=t{ox—tx (II N X)}

{ IT Az’ % X}sx=t{3z’. IT Azt x X} conseq. Dmic Comma—nd A

(3. [T Ao« Dyra=t{3a I Aot x D) Sym Heap) U {err}

(A) = Abso RuleApply 4 o/Rearr 4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

{3z’ IT N w—a’ s Dysax=t{3z’. II A z—t « X}




{x—a’ x (II N X)) }xx=t{ox—tx (II N X)}

{ IT Az’ % X}sx=t{3z’. IT Azt x X} conseq. Dmic Comma—nd A

(3. [T Ao« Dyra=t{3a I Aot x D) Sym Heap) U {err}

(A) = Abso RuleApply 4 o/Rearr 4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

{3z’ IT N w—a’ s Dysax=t{3z’. II A z—t « X}

32" 1s (z, 2') * (2—2") * (2/—0)

<




{x—a" x (II N X)) }rx=t{x—tx (II N X))} .
{ IT Az’ % X}sx=t{3z’. IT Azt x X} conseq. PMIC Comma—nd A

(3. [T Ao« Dyra=t{3a I Aot x D) Sym Heap) U {err}

(A) = Abso RuleApply 4 o/Rearr 4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

{3z’ IT N w—a’ s Dysax=t{3z’. II A z—t « X}

32" 1s (z, 2') * (2—2") * (2/—0)

<

{32 (x=2"Nemp)x(2—2")*x(2'—0), Ja'.(xr—z")x*ls (', 2")x (2—2")*(2'—0) }




{x—a" x (II N X)) }rx=t{x—tx (II N X))} .
{ IT Az’ % X}sx=t{3z’. IT Azt x X} conseq. PMIC Comma—nd A

(3. [T Ao« Dyra=t{3a I Aot x D) Sym Heap) U {err}

(A) = Abso RuleApply 4 o/Rearr 4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

{3z’ IT N w—a’ s Dysax=t{3z’. II A z—t « X}

32" 1s (z, 2') * (2—2") * (2/—0)

<

32 (z=2") A (z—2) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = Absa RuleApply 4, 0 Rearr4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

[Step2] Apply the rule.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

32" 1s (z, 2') * (2—2") * (2/—0)

<

{ 32" (x=2") A\ (z—~1) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = Absa RuleApply 4, 0 Rearr4

[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.

[Step2] Apply the rule.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

3215 (1, ') # (2—2) # (1=0)
553

{ 32" (xz=2") A (z—>2) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }

{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = ' Abso RuleApply 4 o Rearr 4
[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.
[Step2] Apply the rule.
[Step3] Abstract symbolic heaps.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

52/ 1s (2, 7) # (27 # (50)
<
{ 32" (x=2") A\ (z—~1) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }

{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = ' Abso RuleApply 4 o Rearr 4
[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.
[Step2] Apply the rule.
[Step3] Abstract symbolic heaps.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

32" 1s (z, 2') * (2—2") * (2/—0)

{ 32" (xz=2") A (z—>2) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }
{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }

{32 (z=2") A ( ) * (p—t), Ja'.(x—=t) xls (2/,2") x (z=2") % (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = ' Abso RuleApply 4 o Rearr 4
[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.
[Step2] Apply the rule.
[Step3] Abstract symbolic heaps.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

52/ 1s (2, 7) # (27 # (50)
<
{ 32" (x=2") A\ (z—~1) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }

{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }

{ (z—x) * (x—t), T2’ .(v—t) *ls (2/,2") % (2—2) * (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = ' Abso RuleApply 4 o Rearr 4
[Step|] Rearrange a symbolic heap, so that it pattern-
matches the precond. of an adjusted proof rule.
[Step2] Apply the rule.
[Step3] Abstract symbolic heaps.

(3o’ IT A w—a’ « Dysx=t{3az’. II \ x—t % X}

52/ 1s (2, 7) # (27 # (50)
<
{ 32" (x=2") A\ (z—~1) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }

{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }

{ (z—x) * (z—>t),  Jz'.(z—t) * true * (z2—2") * (2'—0) }




Abstract Semantics of Atomic Command A

(A) : SymHeap — P(SymHeap) U {err}
(A) = ' Abso RuleApply 4 o Rearr 4
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matches the precond. of an adjusted proof rule.
[Step2] Apply the rule.
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{ (z+—=x) * (21), Jz'.(z—t) * true * (Is (2,0)) }
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<
{ 32" (x=2") A\ (z—~1) * (2—0), Jz’' (x—a")*ls (2, 2") * (z—2") % (2'—0) }

{ 32 (x=2") A (z—>2) % (x—t), Tx'.(zt) *ls (2/,2") x (22") x (2'—0) }

{ (z—x) % (x—t), (x+—t) * true x (Is (2,0)) }
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