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In decentralized trust management systems [6], the authorization rules are specified in a
machine-enforceable high-level policy language such as XACML [26], Ponder [12], SecPAL
[4] or RT [23] — just to name a few. Users requesting access may submit credentials to
support their request, and access is granted only if the request complies with the policy
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Abstract

Most trust management systems that specify authorization in a high-level policy
language and support credential-based authorization are vulnerable to a little known
class of attacks, so-called probing attacks. A probing attack is conducted by run-
ning probes against the system, i.e., by submitting access requests together with
credentials, and observing the system’s reactions. This may enable an external ad-
versary to gain knowledge about confidential facts in the policy. We present the first
complete decision procedure for checking if an adversary, characterized by a set of
probes available in an attack, is unable to gain knowledge about confidential inform-
ation about a policy specified in Datalog (in which case the information is said to
be opaque). This also positively answers the hitherto open question of whether the
opacity problem in this setting is decidable. We describe a prototype implementa-
tion that is equipped with a number of optimizations to prune the search space, and
empirical results from experiments, based on a realistic delegation policy, to test the
scalability of the algorithm and the effectiveness of our optimization methods.

Introduction

in conjunction with the submitted credentials.

attention only very recently [3].

There is a class of attacks on such systems, called probing attacks, that has received
In a probing attack, the adversary submits a series of
access requests together with supporting credentials, so-called probes, to a service, and,
by observing the service’s reactions, gains knowledge about confidential information in

the service’s policy.



Here is a simple example of a probing attack on a SecPAL policy. (The attack can be
straightforwardly adapted to other languages.)

The service Hospital has an authorization policy containing the publicly readable
assertions

Hospital says z canCreatePatientAccount if
x isOverl8.
Hospital says AgeCert cansay x isOverl8.

The first assertion states that any principal « can create a patient account if (Hospital
says that) x is an adult. The second assertion delegates authority over the isOverl8
predicate to AgeCert. In other words, if AgeCert says that someone is an adult, then
Hospital will also say so.

Hospital’s policy also contains confidential assertions that are not visible to the ad-
versary Eve, for instance, whether Bob is a patient or not. Eve submits two probes:

1. Eve collaborates with AgeCert, and hence can get hold of two AgeCert-issued cre-
dentials “AgeCert says Eve isOverl8 if Bob isPatient” and “AgeCert says Hospital
cansay Bob isPatient”.

In the first probe, she submits both credentials together with the access request
“Hospital says Eve canCreatePatientAccount?”. The service evaluates the query
against its policy in union with the two submitted credentials, and responds by
granting access.

2. In the second probe, Eve submits only the second of the two credentials, together
with the same access request. This time the service denies access.

From these two probes, Eve observes that the first of the two credentials is crucial in
evaluating the query. But this is only possible if Hospital says Bob isPatient. She has
therefore detected a confidential fact through probing: the fact holds in all policies that
behave in the same observable way with respect to the probes.

It is common for authorization policies to contain confidential information, and it
takes little effort to conduct a probing attack; at the same time, it is non-trivial to see,
in more involved examples, if a piece of information can be detected through probing or
not. It is therefore critical to have an automated method for verifying non-detectability
— or, opacity — of confidential information in credential systems.

Becker [3] presents a deduction system for proving detectability in Datalog-based
policies. However, this system cannot be easily turned into an automated method, and is
not provably complete, and so it cannot be used to prove the more useful safety property
of opacity. To tackle opacity, Becker proposes a modification to existing Datalog-based
policy languages, which guarantees opacity of all policy facts apart from those explicitly
specified as detectable. The problem with this approach is that modifying the deployed
policy language in a distributed system is often not possible or feasible.

In the current paper, we take a different, more analytical, approach to dealing with
opacity. We first present a formal framework for probing attacks in credential systems
(Section 3). It is based on the notions of detectability and opacity in terms of observational
equivalence, similar as in [3], but is more general and applies to a wider range of policy



languages including XACML [26] and DKALZ2 [19]. We illustrate these concepts using the
example of a realistic delegation-based data sharing policy specified in Datalog (Section 4).

The primary technical contribution of this paper is an algorithm for checking if a given
query is opaque in a given policy to an adversary specified by a set of probes (Section 5).
The algorithm works on policies written in Datalog, which is the basis of many existing
policy languages. The algorithm is not only sound, but also complete and terminating: if
it fails to prove opacity (in which case failure is reported in finite time), then the given
fact is provably detectable. This is a strong result, as the existence of a complete decision
procedure for opacity in this context is far from obvious.

Another attractive feature of the algorithm is its constructiveness. Intuitively, a prop-
erty is opaque in a policy if there exists some policy that behaves in the same way as the
first policy with regards to the adversary’s probes, but in which the property does not
hold. If the property is opaque, the algorithm actually constructs such a “witness” policy.
In fact, it can iteratively constuct a finite sequence of such witnesses that subsumes the
generally infinite set of all witnesses. What does this feature buy us? Without it, the
algorithm would be merely possibilistic: the mere existence of a witness policy, no mat-
ter how pathological it may be, would be sufficient for opacity. But since the algorithm
constructs the witnesses, they can be assigned probabilities (or the security analyst could
interactively discard unlikely witnesses). The final result could therefore be interpreted
as the probability (or an informal degree of likelihood) of the property being opaque.

We describe in Section 6 the implementation of a prototype based on the algorithm,
which employs a number of methods for cutting the high computational cost by pruning
the search space. We present in Section 7 experimental results from applying the prototype
to a variety of test cases based on the delegation policy from Section 4. The results show
that medium-sized opacity verification problems become feasible with the optimizations
turned on, whereas the naive implementation of the algorithm is usable only for very small
test cases.

Limitations of our approach and future work are discussed in Section 8.

The proofs for our theoretical results are quite involved. We omit them here due to
lack of space, but include the essential lemmas. Full proofs will appear in a technical
report.

2 Related work

Probing attacks on credential systems were first mentioned by Gurevich and Neeman [18].
One of the primary design goals of their policy language, DKAL, was to provide protection
against probing attacks. However, they do not precisely define what they are protecting
against, and indeed, it has been shown that DKAL2 [19] is susceptible to probing attacks
[3].

The first formal framework for reasoning about probing attacks was published by
Becker [3]. It provides definitions of detectability and opacity, based on observational
equivalence between policies. However, it makes the assumption that policies are un-
structured sets of assertions, and that the submitted credentials are also assertions that
are simply added to the local policy during evaluation. This assumption is valid for many
logic-based policy languages such as SecPAL [4], RT [23], Cassandra [5], SD3 [22], and



Binder [13], but not for languages such as XACML [26] or Ponder [12], in which policies
have some (e.g. hierarchical) structure, or languages such as DKAL, where incoming
credentials are filtered and transformed before being added to the policy. In contrast,
our abstract framework presented in Section 5 makes no such assumptions, giving rise to
more generally applicable definitions of detectability and opacity.

The paper by Becker describes an inference system for proving detectability in Datalog-
based policies, which can be used for proving that the adversary can get hold of confid-
ential information. However, it cannot be easily implemented as an automated reasoning
procedure, as it contains some nonconstructive elements. Moreover, it is not complete,
and hence cannot be used to prove the more useful property of opacity, namely that the
adversary cannot detect a piece of information. The algorithm described in Section 5 is
the first decision procedure for proving opacity (or detectability).

The information flow property of opacity has been studied in the contexts of crypto-
graphic protocols [24] and general state transition systems [8], where it is closely related
to non-inference [27] and non-deducibility [29]. Our definition of detectability, the nega-
tion of opacity, bears some resemblance to the knowledge operator K; in epistemic modal
logic [15], which has been used for reasoning about secrecy in stateful, temporally evolving
multi-agent systems [20)].

Research on information flow has mainly focused on stateful, temporal computations
[28]. The current setting is quite different as there is no notion of state, state transition,
run or trace, and, most importantly, probes may contain credentials that are temporarily
combined with the local policy during query evaluation — this is precisely what makes the
analysis so hard. In contrast, the adversaries considered in computational information
flow analysis typically cannot inject code into the program.

A policy could be seen as a database, and the probes as queries against the database.
Detectability through probing could therefore be seen as related to the database inference
problem, which is concerned with covert channels through which confidential information
from a database can leak to a database user. A wide variety of such channels have
been studied [21, 16], mainly for relational databases. Bonatti et al. have studied the
database inference problem in deductive databases [7], which are similar to the Datalog-
based policies considered in the current paper. However, the problem considered in the
current paper is harder, as it corresponds to users who can temporarily inject new rules
and relations into the database (which is not natural in the typical database context).

The problem of constructively proving opacity in Datalog policies is somewhat related
to Inductive Logic Programming (ILP) [25]. The opacity problem can be reduced to
the problem of constructing a policy, which is a set of clauses, that grants access for a
given set of “positive” probes, and that denies access for a second given set of “negative”
probes. Similarly, the ILP problem could be described as that of constructing a set of
clauses that implies a given set of “positive” experiments, and that is inconsistent with
a second given set of “negative” experiments. But again, the main difference is that the
probes we consider are much harder than the experiments considered in ILP, which are
simple clauses or even just atoms. In contrast, a probe has the expressive power of a goal
in Hypothetical Logic Programming (HLP) [14]: in HLP, a goal may be supplemented
by a set of “hypothetical” clauses which are temporarily added to the logic program
(corresponding to our submitted credentials). Hence opacity checking could be framed as
an induction problem on a hypothetical logic program.



3 A framework for probing attacks

3.1 Abstract framework

This section establishes the fundamental concepts for reasoning about probing attacks in
credential systems. We will give an abstract definition of policy language and probes, and
based on that, define the complementary notions of opacity and detectability.

Definition 3.1 (Policy language, probe). A policy language is a triple (Pol, Prb, ),
where Pol and Prb are sets called policies and probes, respectively, and F is a binary
infix relation from Pol x Prb, called decision relation.

Let A € Pol, 7 € Prb. If A+ 7w we say that 7 is positive in A; otherwise (i.e., A ¥ 7),
7 is negative in A.

This definition is more abstract and general than the one given by Becker [3], as it
does not make any assumptions about the structure of policies and probes. In particular,
it encompasses policy languages where a policy is not simply a flat collection of assertions,
or where the submitted credentials within a probe are not simply added to the local policy
for evaluation.

Although Definition 3.1 does not prescribe the structure of probes, it helps to think of
a probe as a pair containing a set of credentials that the adversary submits to the service
under attack, and a query corresponding to some access request. A positive probe is one
that leads to an access grant, whereas a negative leads to an access denial.

To illustrate Definition 3.1, we briefly sketch how it would be instantiated to the
concrete policy languages SecPAL [4], DKAL2 [19], and XACML [26].

In SecPAL, a policy is a set of SecPAL assertions such as “Alice says x canRead if x canWrite”
or “Bob says Eve cansay x canWrite”. Access requests are mapped to SecPAL queries,
which are first-order formulas over atoms of the form “(Principal) says (Fact)”. An in-
ference system defines which queries are deducible from a policy. A user’s access request
is mapped to a query, and is granted only if the query is deducible from the union of the
local policy and the set of credentials (which are also just assertions) submitted by the
user together with the request. Therefore, a probe 7 is naturally defined as a pair (A4, ¢)
containing a set A of credentials and a query . Then Ag F 7 iff ¢ is deducible from
Ap U A. The definitions can be instantiated in a very similar fashion for other related
languages such as RT [23], Cassandra [5], SD3 [22], and Binder [13].

In DKAL2, a policy is a set of so-called infon terms such as “Eve said Alice canRead”
or “Bob implied Alice said Eve canWrite”. As in SecPAL, a set of inference rules defines
which other infon terms can be deduced from a policy. However, infon terms sent by the
adversary (corresponding to submitted credentials) are not simply added verbatim to the
local policy, but are converted depending on the term’s shape. For example, the infon
term “A canRead «— B canWrite” submitted by Eve would be imported as the infon
term “B canWrite — Eve implied A canRead”. Why this is done and what this means
is beyond the scope of this paper; the important point here is that there are credential
systems where the access query is not simply evaluated against the union of the local
policy and the submitted credentials, but where the latter are first modified according to
some rules.

In XACML, a policy (as in Definition 3.1) would correspond to a PolicySet, which is a
hierarchical structure containing other PolicySets or items called (XACML) Policy. The



latter is a collection of Rules. XACML is thus an example of a system where a policy is
not just a flat collection of assertions. Just as in DKAL2, incoming credentials (SOAP
messages conveying Attributes [1]) may need to be transformed before being added to the
policy. For example, the client-supplied Attribute may be written in SAML and would
first need to be converted by an XACML Context Handler [2]. As in the case of DKAL2,
the instantiation of F would have to take such transformations into account.

We now consider the adversary, i.e., the principal who mounts the probing attack
against a service’s policy Ag. Informally, the adversary has a passive and an active
capability. A passively acting adversary only reads the visible part of Ag that is presented
to her by the service. An active adversary can additionally evaluate probes against Ag
and observe whether they are positive or negative in Ag. Typically, the adversary does
not have the power to evaluate arbitrary probes, but only the probes available to her.

In the standard case where probes are pairs containing a set of credentials and a
query, the availability of a probe is determined, firstly, by which credentials the adversary
possesses or can freshly create, and, secondly, by which queries the service allows her to
run. For instance, SecPAL services define an Authorization Query Table (AQT) that map
access requests to SecPAL queries, so only these queries can be evaluated by clients. In
DKAL2, incoming infon terms (corresponding to credentials) are filtered by a filtering
policy, so not all credentials possessed by clients are available in probes. Our definition
of available probes abstracts away such language-dependent details.

Definition 3.2 (Alikeness and available probes). An adversary is defined by an equival-
ence relation ~ C Pol x Pol, and a set Avail C Prb of available probes. If Ay ~ Ay for
two policies Ay and As, we say that A; and A, are alike.

The alikeness relation, which specifies the adversary’s passive capability, is also kept
abstract in Definition 3.2. Typically, a policy can be split into a publicly visible and a
private part (relative to a particular adversary). A useful instantiation in this case would
be that two policies are alike iff their visible parts are syntactically equal. Alternatively,
one could adopt a more semantic instantiation, such that two policies are alike iff their
visible parts are semantically equivalent.

We can now define the adversary’s active capability, again as an equivalence relation.

Definition 3.3 (Observational equivalence). Two policies A; and As are observationally
equivalent (A = A’) iff

1. Al >~ Ag, and

2. Vr € Avail, A1 -1 <— Ay .

Alikeness and observational equivalence induce two different notions of indistinguishab-
ility of policies. A passive adversary cannot distinguish policies that are alike. An active
adversary can see the visible parts of a policy and run probes against it. These two cap-
abilities are represented by conditions 1) and 2), respectively, in Definition 3.3. Hence an
active adversary cannot distinguish policies that are observationally equivalent.

This paper focuses on the information flow property of opacity (and its negation,
detectability). For the sake of completeness, we first show the definition of the coarser
and less useful, but better-known, property of non-interference [17, 31]. In the context



of state transition systems, non-interference can be informally described as the system
property that changing the high inputs does not affect the low outputs. Similarly, we say
that a policy has the non-interference property if changing its non-visible parts does not
affect the outcomes of the probes available to the adversary.

Definition 3.4 (Non-interference). A policy A € Pol has the non-interference property
iff

VA €Pol: A A= A=A

The main problem with non-interference is that it is too strict. It rules out many
reasonable policies, in which the outcomes of probes may depend on the non-visible parts
of the policy, but in such a way that the adversary cannot detect the nature of the
dependency. What we are actually interested in is whether the adversary can infer, with
certainty, that some property ® holds about policy A, just by looking at the policy’s
public parts and by running the probes available to her. If she can, then we say that ¢ is
detectable in A, otherwise ® is opaque in A. This is formalized in the following definition,
which again is implicitly relative to a given adversary.

Definition 3.5 (Detectability, opacity). A predicate ® C Pol is detectable in A € Pol
iff

VA" €Pol: A=A = &(A).
A predicate ® € Pol is opaque in A € Pol iff it is not detectable in A, or equivalently, iff

JA"€Pol: A= A" N -®(A").

By passively and actively observing a policy A, the adversary gains partial knowledge
about the policy. More precisely, she can narrow down the set of policies she considers as
possible candidates to the set of all A’ such that A = A’. If ® holds in all these “possible”
policies, then she can effectively detect ® in A.

Our definition of detectability is closely related to the knowledge operator K; in epi-
stemic modal logic [15]: a formula ® is known by agent ¢ (K;®) at state s iff in all states
s’ accessible by i from s (intuitively, these are all states that are considered possible by
i), ® holds.

Opacity is the negation of detectability. The adversary cannot be sure that ® holds
in A if there exists at least one policy that she considers as possible, i.e., one that is
observationally equivalent to A, in which ® does not hold. Opacity thus requires the
existence of a policy that mimics A in all observable respects, but in which ® is false.

This definition is closely related to the (informal) definition of opacity in state trans-
ition systems [24, 8], where a predicate over a system trace is opaque if for all traces there
exists a trace that is indistinguishable from the former one (from the adversary’s point of
view), in which the predicate is false.

From Definition 3.5 it follows that if ® is detectable in A, then ®(A) holds. Conversely,
if ®(A) does not hold, then ® is (trivially) opaque in A.

The definitions established in this section so far provide a general framework for reas-
oning about probing attacks in credential systems. For particular trust management



frameworks, the definitions of policy language and alikeness need to be instantiated ac-
cordingly. We do this in the remainder of this section for Datalog. In Section 4, we discuss
an example policy in Datalog, which will also help illustrate the definitions above.

3.2 Datalog-based policies

Datalog [30, 10, 9] is not used as a policy language per se, but is the semantic basis for
many existing policy languages, and many others can be translated into Datalog, including
SecPAL [4], RT [23], Cassandra [5], SD3 [22], and Binder [13]. Reasoning techniques and
analysis tools for Datalog therefore apply to a wide range of policy languages. Datalog can
be seen as pure Prolog (without cut, negation, updates etc.) without function symbols
or, equivalently, as function-free first-order Horn clause logic.

The language is parameterized by a function-less first-order signature containing a
countable set of predicate names and a countable set of constants. This gives rise to
atoms P of the form p(€), where p is a predicate symbol and € a sequence of expressions
(i.e., first-order variables or constants) of p’s arity.

The central construct in Datalog is a clause. A clause a is of the form

P()<—P17...,Pn7

where n > 0, and the atom P, is called the head and the sequence of atoms P= (Py, ..., Py)
the body. The arrow « is usually omitted if n = 0. We write Cls to denote the set of all
clauses. We write hd(a) to denote a’s head and bd(a) to denote its body. Given a set of
clauses A, we write hds(A) to denote the atom set {hd(a) | a € A}.

A query o is either true, false or a ground (i.e., variable-free) boolean formula (i.e.,
involving connectives —, A and V) over atoms. We write Qry to denote the set of all
queries.

A query ¢ can evaluate to true or false (i.e., deducible or not deducible) in a set A of
assertions. If ¢ evaluates to true, we write A F ¢, and otherwise A ¥ ¢ or, equivalently,
At —p. (We use the same symbol F for the Datalog evaluation relation as for the decision
relation in Definition 3.1. As we shall see, the two are closely related.)

The Datalog evaluation relation - can be defined equivalently in various ways. Perhaps
the most intuitive definition is by ways of a set of inference rules: I is the smallest relation
such that the following holds.

e Al true.

e Ak Py, if there exist atoms P, ..., P, (for some n > 0) such that Py « Py, ..., P, is
a ground instance of some clause in A and A+ P, for all i € {1,...,n}.

o At -y, if AF ¢ does not hold.
e ANy if AFpand At .
e AoV if AFpor AF .

Definition 3.6 (Consequence operator). Given a policy A, we define the consequence
operator T 4 as a monotonic mapping between sets S of ground atoms. In the following



definition, let v be a ground substitution (a total mapping from variables to constants).

TA(S) = { Pé | ﬂfy H(PO <—P17...,Pn) S A,
’Y({Plvapn}) g Sa
Py =~(P) }

The following definition introduces a number of terms that are fundamental to the
algorithm described in Section 5. Lemma 3.8 establishes an important connection between
probes and clause containment.

Definition 3.7 (Monotonicity, containment, equivalence). A query is monotonic iff it is
equivalent to one without negation. A probe (A, p) € Prb is monotonic iff ¢ is monotonic.
A policy A is contained in a policy A’ (we write: A < A’) iff for all ground atoms P
and all sets S of ground atoms: A+ (S, P) = A’ F (S, P).
Two policies A and A’ are equivalent (we write: A = A") iff A< A ANA < A.

Lemma 3.8. Let A C Cls, P be a set of ground atoms and P a ground atom. A - (P, P)
iff {P— P} < A.

Proof.
(«<=) This direction is straightforward.
(=) Suppose the contrary. Let n > 0 be the smallest integer such that there exists a

set S of ground atoms and a ground atom @ with Q € T?PHﬁ}us(m and Q ¢ T (D)

. Then there must be a ground instance @ «— Q of a clause in {P « ]3} U S such that

gc T?;}_ﬁ}us(w) C T4 5(0). This clause cannot be in S, or else Q € T 5(0).

. : D D n—1 w
Therefore, the ground instance is P « P, and thus P C T{PHP?}US((Z)) C T4 s(0).

Hence T 5(0) = T o, 5(?). But from Al (P, P) it follows that P € T sup(), and
hence P = Q € T4 ,5(0), which contradicts the initial assumption.

O

Now we can instantiate the abstract Definitions 3.1 and 3.2. For evaluating probes,
we adopt the simple model where the query of a probe is evaluated against the union of
the service’s policy and the credentials (i.e., clauses) of the probe.

Definition 3.9 (Datalog instantiation). We instantiate Pol to the powerset of clauses,
p(Cls). A (Datalog) policy is hence a set Ay C Cls.

A (Datalog) probe 7 is a pair (4, ¢), where A C Cls and ¢ € Qry. Hence Prb is
instantiated to the set of all such probes. A probe is ground iff it does not contain any
variables. We write =(A, ¢) to denote the probe (A4, —p).

The decision relation = C Pol x Prb is defined as follows:

A simple corollary of this definition is that A F ¢ is equivalent to A F 7, where
7w = (D, ¢) is a probe containing no submitted credentials.



Definition 3.10 (Adversary, Datalog alikeness). An adversary is defined by a set Avail C
Prb and a unary predicate Visible C Cls. If Visible(a) for some a € Cls, we say that
a is wvisible.

We extend Visible to policies by defining the wvisible part of A, Visible(A), as {a €
A | Visible(a)}, for all A C Cls.

Two policies A, Ay C Cls are alike (A1 ~ As) iff Visible(A;) = Visible(A4,).

The definition of alikeness for Datalog is a very syntactic one. An alternative, more
semantic, condition would be to require Visible(A4;) - 7 <= Visible(4,) - 7 for all
m € Prb. We decided against this definition because it would render alikeness undecid-
able (this follows from the undecidability of the containment problem in Datalog [10]).
Moreover, it seems a reasonable assumption that adversaries can passively distinguish
between two syntactically different visible clause sets even if they are semantically equi-
valent, e.g., {p < q., ¢.} and {p., ¢.}. (In sets, we mark the end of a clause by a period
‘. to avoid ambiguity.)

Definitions 3.9 and 3.10 induce instantiations for the Datalog definitions of observa-
tional equivalence between policies, and of opacity and detectability. Recall that the
latter two were defined for arbitrary properties of policies. Here, we are interested in a
particular class of policy properties, namely whether a given probe is positive.

Definition 3.11 (Probe detectability & opacity). A probe m € Prb is detectable in
A € Pol iff

VA e Pol: A=A = A+ .
A probe 7 € Prb is opaque in A € Pol iff it is not detectable in A, or equivalently, iff
JA' €Pol: A=A N A ¥

Note that this definition is just a specialization of Definition 3.5, with the predicate
® instantiated to {A C Cls | A+ 7}.

4 Example: Delegation policy

We illustrate the definitions from the previous section using a realistic example of an
authorization policy written in Datalog. The example also serves as the basis for the test
cases in Section 7.

Our example is taken from a grid computing scenario. A compute cluster allows users
to run compute jobs. The execution of a job may require read access to data that is stored
in an external data center. The cluster has a policy that governs who can run compute
jobs, and the data center has a policy that governs who can access data. Both policies
delegate authority over certain attributes to trusted third parties.

In the following, we adopt the convention that the first parameter of a predicate
denotes the principal “saying” (i.e., vouching for) the predicate, and the second para-
meter denotes the subject of the predicate. Variables are written in lower case and
italics, and constants are capitalized and written in typewriter font. For instance,
canExec(Cluster, z, j) intuitively means that Cluster says that x can execute job j.

10



The first clause stipulates that anyone who is a member and owns a job (according
to Cluster) can execute that job (according to Cluster), if the data center Data allows
Cluster to read the data associated with that job.

canExec(Cluster,z,j) «
isMem(Cluster, x),
owns(Cluster, z, j),
canRead(Data, Cluster, j).

(1)

Cluster delegates authority over job ownership to trusted third parties. Hence if a
third party trusted by Cluster says that x owns job j, then Cluster is also willing to
say that x owns j.

owns(Cluster,z,j) «—
owns(y,x,j),isTTP(Cluster, y).

(2)

Cluster also delegates authority over membership to trusted third parties.

isMem(Cluster, z,j) «
isMem(y, x, j),isTTP(Cluster, y).

(3)

The next clause implements a variant of discretionary access control. The data center
Data stipulates that owners y of data associated with job j can delegate read access to
this data to other principals x.

canRead(Data, z,j) <«
canRead(y, z, j),owns(Data, y, ).

(4)

Just like Cluster, Data also delegates authority over ownership to third parties it
trusts.

owns(Data, z,j) «

owns(y,x,7),isTTP(Data, y). (5)

Finally, both Cluster and Data specify certificate authority CA as a trusted third
party.

isTTP(Cluster, CA). (6)

isTTP(Data, CA). (7)

Cluster has an interface that allows users to submit a job execution request. When
some user U requests to execute a job J, the corresponding query

canExec(Cluster,U, J) (8)

is evaluated against the policy consisting of the clauses shown above, in union with the
(possibly empty) set of credentials submitted by the user together with the request.

Now consider a user, Eve, who plays the role of the adversary in our scenario. She
possesses two credentials issued by CA, one that asserts her ownership over job Job, and
one that asserts her membership status.

owns(CA, Eve, Job). (9)
isMem(CA, Eve). (10)

11



Eve can also self-issue credentials. She issues one stating that Cluster is permitted
to read data associated with Job:

canRead(Eve, Cluster, Job). (11)

Eve is interested in finding out if Bob is a member, according to Cluster’s policy. Of
course, she does not have the authority to query this fact directly, so instead she self-issues
a credential with which she hopes to be able to detect this fact through probing:

canRead(Eve, Cluster, Job) «— (12)
isMem(Cluster, Bob).

This credential states that she is willing to give Cluster read access, provided that Bob
is a member of Cluster.

Let Ag be the policy consisting of clauses (1)—(7), and Agye be the set of clauses (9)-
(12). Let @gye be the query (8) instantiated by Eve’s request to execute Job on Cluster:

Peve = canExec(Cluster,Eve, Job).

Agye and pgye together give rise to a set of 24 = 16 available probes that Eve is able
to run against Ag:

Avail = {{A, prye) | A C Agye}-

For simplicity, we assume that Visible = (), i.e., Eve is not able to passively read any of
the clauses in Ag.
Based on this scenario, we make the following observations.

1. Ag F (Agye, PEve), in other words, Ag U Agye F ¢rve. The derivation goes roughly as
follows: Credential (9) proves Eve’s ownership over Job to both Data and Cluster.
Hence Data allows Eve to delegate read access to Cluster using (11). Furthermore,
(10) is sufficient for proving Eve’s membership to Cluster, hence all body atoms of
(1) are satisfied, which implies pgye.

2. Ap F ({(9)-(11)}, @rye), which follows from the fact that the derivation in item 1)
above only makes use of the clauses (9)—(11). In fact, this is a minimally positive
probe in the sense that all probes with strictly smaller credential sets are negative.

3. Ap ¥ (A, prye), for all A C {(9),(10),(12)}. In particular, replacing clause (11) in
the probe in item 2) above by clause (12) produces a negative probe. Note that the
two clauses only differ in the body.

4. All policies A} that are observationally equivalent to Ag, i.e., that exhibit the
same behaviour as stated in items 1)-3) above, satisfy the property that Ay ¥
isMem(Cluster,Bob). For suppose the contrary were the case. From item 2), we
know that ¢gye holds in Ay U {(9)—(11)}. By assumption, the body of clause (12)
is true in Ag, which means that replacing clause (11) by (12) in the probe cannot
make a difference. But this contradicts item 3), which states that ¢gye does not
hold in {(9),(10),(12)}.
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5. It follows that the probe (), misMem(Cluster,Bob)), which is not in Awvail, is de-
tectable in Ag. In other words, Eve can be sure that Bob is not a member of
Cluster.

6. Here is an example of an opaque probe:
7= ({(9),(11)}, canRead(Data, Cluster, Job)).

The opacity of 7 is non-trivial, as Ag F 7 actually holds. But there exists a policy
that is observationally equivalent to Ao such that Ag ¥ 7: just remove clause (4)
from Ap and replace Data by z in (1).

5 Verifying opacity

This section presents an algorithm for verifying opacity. Given a set of available probes,
the algorithm decides if a given probe is opaque (or detectable) in a given Datalog policy.

The algorithm works with arbitrary input policies, but we restrict the input probes to
ground ones, in order to simplify the problem. This restriction is reasonable, as attribute
and delegation credentials are usually issued for one specific principal and purpose, and
are thus ground anyway. Section 8 discusses this restriction in more detail.

How can opacity and detectability be checked? One apparent solution that may spring
to mind would be to view the policy clauses as first order logic formulas, and to interpret
F as implication. More precisely, the arrow « in a clause would be interpreted as reverse
implication, and the commas as conjunction. A probe (A4, ¢) that is positive in the policy
Ap would be interpreted as (/A A) = ¢. A negative probe m = (4, ¢) can be converted
into a positive one by replacing it by -7 = (A, —¢). The conjunction of all available
probes, interpreted thus, together with Visible(Ay), should then imply all queries that
are detectable. Queries that are not implied would then be opaque.

However, this approach does not work in general, as a simple counterexample shows.
Suppose ({p.},—q) is positive in Ay, and is the only available probe. This probe would
be interpreted, in the approach described above, as the formula p = —q, which does not
imply —q, even though the latter is detectable in Ag.

Our algorithm for verifying opacity is more involved. Rather than presenting it at
once, we will first describe the principles that lead to it one by one.

In the following, we assume as given a policy Ag C Cls, a ground probe 7y € Prb, and
an adversary defined by a set Avail C Prb of ground probes and the visibility function
Visible. (We will only be interested in Visible(A4g) C Ap). The algorithm should decide
if my is opaque in Ay, relative to the adversary.

5.1 Opacity as existential problem

Recall that 7 is opaque in A iff there exists a policy A{ that is observationally equivalent
to Ag (with respect to the probes in Awvail), but such that 7 is negative in Af. To prove
opacity, we attempt to construct such an Aj. Conversely, to prove detectability, we need
to prove that no such Aj exists.
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5.2 Query decomposition

Consider a probe m = (A, p1 V p2) € Avalil that is positive in Ag. The search attempts
to find a policy Aj such that Afj F 7 holds, in other words, Ay U A F (1 V 2. This
is equivalent to either finding an A{ such that Aj F (A,¢1), or finding one such that
A F (A, p2). A disjunction in the query of a probe in Awvail therefore corresponds to a
branch in the search for Aj.

What about probes in Avail that are negative in Ag? Since Ag ¥ 7 is equivalent to
Ag b —m, we can convert all negative probes in Avail into equivalent positive ones before
dealing with the disjunctions in positive probes.

The algorithm starts by computing all such disjunctive branches, the leaf nodes of
which will form the initial states of the search. This is done by computing the disjunctive
normal form of the converted queries in Avail, and then constructing a cartesian product
over the disjuncts.

Definition 5.1 (Disjunctive normal form). Let dnf(yp) denote the disjunctive normal
form of the query ¢, encoded as a set of pairs (ST,57) of sets of atoms, so

P = \V (/\S*/\—'\/S’).

(81,57 )ednf(p)

Example 5.2. Let ¢ = (pAgA—s)V(—pA—gAs). Then dnf(v) = {({p, ¢}, {s}), {s},{p,q})}

Lemma 5.3. Let (4, ) € Prb. Then A F (A, ¢) iff
(ST, 57) ednf(p) : Ao+ (A, A ST) and Ag ¥ (4, S7).

The function flatten,,, defined below, first performs the mentioned conversion of
negative probes into equivalent positive ones. It then constructs a set of pairs of probe
sets; each such pair corresponds to a disjunctive search branch. Lemma 5.5 states the
fundamental property of flatten 4,.

Definition 5.4 (Flatten). Let II C Prb. Then flatten 4, (II) is a set of pairs (II",II7)
of sets of probes defined inductively as follows:

flatten 4, (0) = {(0,0)}.
flatten, (ITU {(A, p)}) = {(II*,117) |
3 (I, 11;) € flatten s, (I1), (S*,57) € dnf(@) :
o+ =105 U {{A, A ST)} and
™ =T, U{(A,V57)},
where @ = ¢ if Ag - (A, ¢),and ¢ = ¢ otherwise.

Lemma 5.5. Let A C Cls and IT C Prb.

Vrell: Ajbm < Ap b 7 iff
(M, 11;) € flatten , (11) :
(Vrelly : Ay ) and (Vr €y : Ap ¥ 7).
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Proof. (=) Assume Vr € Il : A{ F 7 <= Ao b 7. For the sake of contradiction, suppose
the negation of the right hand side were true. By the definition of flatten, there thus
exists 7 = (A, ¢) € Il and (ST,57) € dnf(¢) (where ¢ = ¢ if Ag F 7, and ¢ = —p
otherwise) such that A{ ¥ (A, AST) or AjF (A, S7).

If Ag - =, then it follows by Lemma 5.3 that A ¥ w, which contradicts the initial
assumption. If Ay ¥ 7, then by Lemma 5.3, we have Aj ¥ (Ar, ~¢) and hence Af F ,
again contradicting the initial assumption. Therefore, the right hand side of the equival-
ence holds.

(<) Assume the right hand side of the equivalence. Let m = (A, ¢) € 1L

Suppose Ay F w. Then, by the assumption and the definition of flatten, there exists
(St,S57) € dnf(yp) such that A - (Ar, A ST) and A{ ¥ (A, S7). From Lemma 5.3 it
follows that Af, F 7, as required.

Now suppose Ag ¥ m. Then, by a similar argument, we can show that Aj F (A;, =)
and hence Aj, ¥ 7, as required. O

Lemma 5.5 shows that the problem of finding a policy Aj that is observationally equi-
valent to Ay can be reduced to finding an A}, and picking a pair (I, IT; ) € flatten 4, (Avail)
such that all probes in Har are positive, and all probes in II; are negative in Aj. Further-
more, observational equivalence also requires Af, ~ Ay, in other words, Visible(A4() =
Visible(A4y).

Example 5.6. Suppose Avail = {71, 73}, where m; = (A1, pVq) and 73 = (A3, —pVq).
Suppose further that Ag F 71 and Ag ¥ mo. Let 78 = (A1, p), 71 = (A1, q), 75 = (A2, p),
and 7 = (A, q). Then flatten 4, (Avail) contains four pairs of probe sets: ({mb}, {n}}),

@, {=1,73}), ({1, 73}, 0), and ({xi}, {n3}).

Apart from observational equivalence, opacity also requires that my = (A4, ¢) be neg-
ative in Aj). By Lemma 5.3, this is equivalent to picking a pair (ST, S7) € dnf(—¢) such
that A\ F (A, AST) and Ay ¥ (4,\/ S7).

5.3 High-level overview

Summarizing the last observation, we have reduced the problem of proving opacity of mg
in Ay to finding an A} ~ Ay and picking (II{, 11 ) € flattena, (Avail) and (ST,57) €
dnf(—¢p) such that

1. all probes in I+t =TI} U {({4, A S*)} are positive,
2. and all probes in IT~ =115 U {({A,\/ S7)} are negative.

If such an Aj, exists, we say that Af is a witness (for the opacity of my in Ay).

The search space for witnesses is infinite in general (since Cls is usually infinite),
but we can construct Af in a more goal-directed way. Here is a high-level overview of
the search strategy. Taking the requirement A}, ~ Ag into account, the construction of
a witness candidate starts off with the policy Visible(Ap). This policy will generally
not satisfy requirement 1). To satisfy 1), we go through each probe in II* one by one,
and for each such probe, we need to add one or more clauses to the witness candidate.
The monotonicity of F guarantees that adding clauses does not invalidate 1) for the
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probes already considered. However, adding clauses may violate requirement 2), so each
time clauses are added, we check if 2) still holds. If not, we need to backtrack to try
out a different way of satisfying 1). When all probes in IIT have been considered, the
constructed candidate is guaranteed to be a witness.

5.4 Preserving alikeness

Adding clauses to the candidate in order to satisfy 1) may violate the alikeness requirement

0 ~ Ao, because we may be adding a clause a ¢ Ay such that Visible(a). To ensure
that only invisible clauses are added, we assume that there exists a nullary predicate
symbol py; that neither occurs in Ay nor in 7y nor in Awvail, such that for all a € Cls,
—Visible(a) whenever pp; occurs in a. This is a reasonable assumption, as the service
(i.e., the policy authority) usually has the power to invent and use arbitrary predicates,
and to freely decide which clauses are visible.

Since py; is freshly chosen, we can safely add it as an atomic clause to the witness
candidate without making a difference in terms of observational equivalence. Then instead
of adding a clause P « P that may violate the alikeness requirement, we could have added
the equivalent, but invisible, P « py, P. Lemma 5.7 formalizes this intuition.

Lemma 517‘ Let A C Cls such that PHi. does not occur in A. Then there exists A C Cls
such that A = AU {pm;} and Visible,(A4) = 0.

Proof. Let
A={(P < pu,P) | (P — P) € A} U{pui}.

Consider any atom P and set of atoms P, and let A; = {P « pHi,ﬁ} U {pmi} and
Ay = {P «— P} U {pu;}. A simple induction on n shows that for all sets S of ground
atoms, T ,5(0) = T, 5(0), and hence A; = Ay. Therefore, A = AU {pm;}

O

5.5 Initial states

The algorithm will later be presented as a nondeterministic state transition system. A
state is a triple (IT*, 11~ A), where IT* and IT~ are sets of ground probes, and A is a policy.
Informally, II™ contains the set of probes that have not yet been considered and still need
to be made positive in the constructed witness candidate; II~ contains the set of probes
that should be negative in the witness candidate; and A is the current witness candidate.
Each transition step eliminates one probe from IIT and adds clauses resulting from that
probe to A; II™ stays untouched. A final state is therefore of the form (0,117, Aj). If
the final state is produced by a series of transitions starting from an initial state (to be
defined in the following), the policy Aj{, (after making it alike to Ay using the described
pu; method) is guaranteed to be a witness for the opacity of my in Ag, and such a final
state exists iff g is opaque in Ay.

Definition 5.8 (Initial state). The rule (INIT) in Fig. 1 defines a set Init(Ilj) of states,
parameterized by a set of probes IIy. We write Init to denote Init(Avail), the set of
initial states.
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(T, 117) € flatteny, (1) w0 = (4,9) (ST,57) € dnf(—p)
i e I U {{A,\/ §7)} : Visible(4o) ¥ 7
(MrU{(A,AST)}, T U{(A4,V S7)}, Visible(A)) € Init(Il))

(1N1T)

-~ —

ACA lay,..,a,) € perms(A) Vie{l,..,n}: P, =bd(a;) P,1=P
A" =5 Up, ep APe < hds({ar, ..., ar—1})} Vrell  : AUA"¥Fn

(PROBE) —
ANP)
—_—

(T U {(A, A P}, T, A7) 2 (IT+, T1-, A'U A")

Figure 1: Transition system for verifying opacity.

The rule (INIT) in Fig. 1 and Lemma 5.9 encapsulate the observations made so far.
The goal of the state transition system is then to find an Ajf as specified in the lemma,
starting from the initial states.

Lemma 5.9 (Soundness and completeness of (INIT)). The following two statements are
equivalent:

1. m is opaque in Ag.

2. There exist (IIT, 117, Visible(Ag)) € Init and A C Cls such that pg; does not
occur in Aj and Visible(4p) = Aj and

Vrellt: Ak mand Vr eIl : Ay F .

Proof. (2=1) If Ag ¥ mo, then 1) is trivially true. Now assume Ag - m9. Then by (INIT)
and Lemmas 5.5 and 5.3,

Vr e Avail : Aj -7 <= Ap 7 and
Aal—ﬁﬁo.

Since py; occurs neither in Awvail nor in —mg, there exists Ay C Cls such that, by
Lemma 5.7, Ag = A} U py;, and, furthermore, Visible(A4g) = 0.

Now consider A} = AgUVisible(A4y). Clearly, A} ~ Ay. By (INIT), A = Visible(4),
so by assumption, Visible(4y) < Aj < Ap. Therefore, Aé = A,.

Since py; occurs neither in Ay nor in 7y nor in Avail, we have

Vr € Avail : A) b <= Ay F 7 and
AE]F_‘WQ.

Hence A}y = Ay and A} ¥ my, as required.

(1=2) If Ag ¥ 7o then the statement trivially holds for Aj = Ag. Now assume A F 7,
and let mp = (Ar, ). Then there exists A C Cls such that pm; does not occur in A
and Visible(4y) < Af and

Vr € Avail : Aj 7<= Ag F 7 and
A6 = 7.

17



Then by the definition of opacity and Lemma 5.5,

(I, 117) € flatteny, (Avail) :
(Vrell™: AjFm) and (Vr e II™ : A) ¥ 7).

Furthermore, by Lemma 5.3, there exists (S*,S7) € dnf(—p,) such that A} - (A, A ST)
and Aj ¥ (A, \/ S7).

By (iN1T), (ITT U {{A, AST)}, I~ U {(A,,\/ S7)}, Visible(Ap)) € Init, which com-
pletes 2). O

5.6 Minimal witnesses

We want to ensure that the algorithm is a decision procedure, in other words, that it
is both complete and terminating, which is necessary for proving that mg is not opaque
(i.e., detectable). However, for every (I, 117, Visible(Ay)) € Init, there generally exist
infinitely many A{, > Visible(A4y) that make all 7 € IIT positive. There may even be
infinitely many Aj{, that additionally also make all 7 € II™ negative, and are thus genuine
witnesses. It is therefore far from obvious that a decision procedure for opacity exists.

Fortunately, it turns out that we do not need to consider all witness candidates Aj
that make II" positive. Instead, we only compute a particular finite subset of those
candidates, and prove that it contains all minimal witness candidates that make IIT
positive. These candidates are minimal in the sense that, for every policy Aj, that makes
II" positive, there exists a policy Aj with the same property in the computed subset such
that Aj < Aj.

By antimonotonicity of ¥, if Af additionally makes II™ negative, then A{ also makes
I~ negative. Hence for every genuine witness there exists a witness in the computed
subset that contains it. This property is the basis for our completeness and termination
results.

5.7 Relevant subprobe

In order to compute the minimal witnesses, the transition system considers one probe
in II™ in each transition, and adds 1 or more clauses to the current witness candidate.
Consider a state (IIT U{r},II7, A’). We have to find all minimal ways of extending A’ to
some policy A’UA” such that A’UA” . Tt turns out that we can ignore A’ and simply
find all minimal A” such that A” - 7; since all m# € IIT are monotonic by construction
(see (INIT)), it then follows that AU A” F 7.

But how do we construct A”? To gain an intuition for this process, it helps to assume
A"t m, and then ask the question “why is m = (A, ¢) positive in A”?” If A is nonempty,
there are multiple explanations. Perhaps ¢ is true in A” anyway, so none of the clauses
in A are necessary, or relevant, for making 7 positive. Or perhaps all clauses in A are
relevant, in that removing just one clause from A would result in a negative probe. The
most general explanation would be that there exists some subset A C A that is relevant.
We need to consider all of these 2/4] possible cases, since, as we shall see, each different
A results in a different witness extension A” (and in particular, these resulting A” are
incomparable by the =< relation).
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Therefore, the transition system is nondeterministic: from the state (IITU{m}, 117, A’),
there exist multiple states of the form (IIT,T11~, A’ U A”), reachable in one step, if 7 has
multiple subprobes. This source of branching is reflected in the condition A C Ain the
transition rule (PROBE) in Fig. 1.

5.8 Computing witness extensions

Suppose we are considering the probe m = (A, /\ﬁ) € II™ (this form of the query is
dictated by (INIT)). What is the minimal set of clauses A” that makes 7 positive, under
the assumption that a particular A C A is relevant?

Since A is relevant, every clause Py «— Py,.., P, € Ais actively used at least once in
the derivation A” U A + A P. But this is only possible if (i) the body atoms are also
derivable, and (ii) the derivation of /\P depends on all the heads of clauses in A, i.e.,
hds(A). We now attempt to solve this set of constraints for the unknown A”.

At first sight, a plausible requirement, on A" seems to be that (i) {Py,...,P,} C A",

and (ii) {P — hds(A) | P € P} C A”. However, while this is a correct solution for A”, it
is not the only one. In general, A” contains the body atoms of a subset of A’s clauses, and
the heads belonging to these clauses combine with clauses in A” to make the body atoms
of other clauses in A true; this oscillatory back and forth between A” and A continues
until the query A P is true. The simple solution above corresponds to the special case
where the “oscillation” only has one stage.

This process is best illustrated by an example.

Example 5.10. Suppose P only contains the nullary atom z, and A contains three
clauses:

A={p—q, r—s., u—nun}

We have to find all minimal A” such that A” U A I z. In the case where the number of
stages m is just 1, there is only one minimal solution for A”, containing four clauses:
"'=1q., s., v., z+—p,ru}
In the case n = 2, there are six solutions, each containing four clauses; three in which A”
contains one of A’s body atoms, and three in which it contains two. Here are two of the
six solutions:
g:{q'7S(_p'7v(_p'?z(_p7lr7u'}
={q., s, ve—p,r, z—pru}
For n = 3, there are again six solutions, one for each permutation of A, resulting in
1+ 6+ 6 = 13 solutions:
g:{q'78(_p'7v(_p7r'7sz7r7u'}
= {q" v <_p" S <_p’u" z (_p’T’IUN}
To=1{s, q—r, ve—pr, z<—pru}
3./1 = {8'7 V=T, q<—TU., 2 (_pvr,u-}
/1/2:{’[) q<—1u., $<—pu., Z<_p77"7u~}

To=A{v, s —u., q—ru, zpru}
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But note that Af is contained in (=) A, AY, and AZ. Indeed, for each solution from
{AY,..., A7}, there exists a solution from {Af%, ..., A{5} such that the latter is contained in
the former. Hence only the solutions for the case n = 3 are minimal. The other solutions
need not be considered, since if one of them makes all probes in I~ negative (and hence is
a true witness), then the smaller solution from the case n = 3 will also be a true witness,
by antimonotonicity of .

It turns out that this observation holds in the general case. Given a particular AC A,
we only need to consider the case n = |14~1\, which has n! solutions. Let perms denote
the function that maps a set S to the set of all permutations of S. Each permutation of
clauses (a1, ...,a,) € perms(A) gives rise to a unique witness candidate A”, constructed
as in the example above. Let P, = bd(a;), for i € {1,...,n}. Then for each P, € P, A”
contains P;. For each P, € 152, it contains the clause Py « hd(a;). For each P; € ]33,
it contains the clause P; <+ hd(a1),hd(az). In general for each P, € Py, A” contains
the clause P, < hds({ay,...,ap—_1}). Finally, letting Pn+1 = P we have that for each
P,y € 13n+1, A" contains P, 1 < hds({a1,...,a,}).

The transition rule (PROBE) in Fig. 1 shows that nondeterministic branching is not
only due to picking A C A, but also to picking a permutation from perms(A). The rule
constructs A” as described, and then tests if the new candidate makes all probes in 11~
negative. If it does, then the state transition (IT* U {z}, 11—, A’) 5 (IT*,TI—, A’ U A”) is
valid.

The following lemma states the main soundness property of the transition rule.

Lemma 5.11 (Soundness of =). If (IT* U {r}, TI—, A’) 5 (IT*, I—, A’ U A”), then
A"+ 7

Proof. By (PROBE), m must be of the form (A, A P). We will prove the following, stronger,
statement. ~
For all A C A, (aq,...,a,) € perms(A) and

A= U {P—nds{ar,...ar1})} (13)

k=1 Pyebd(ak)

we have AJ U A+ A\ hds(A).

This implies the statement of the lemma, since, by the definition of (PROBE), A” =
AYU{P — hds(A)} is precisely the set of assertions added to the state in a — transition;
furthermore, for all P € P: (P — hds(;l)) € A” and A C A, and therefore:

A"UAF A\hds(A) = A"UAF \P= A"k (14)

The proof proceeds by induction on n. In the base case, A = hds(4 ) (). Then
hds(A) = 0, so the statement trivially holds.

In the inductive case, n = |A| > 0. Consider any (a1, ...,a,) € perms(A). Let AJ
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be defined as in (13). Then we have Aj = A U A, where

n—1
"= U U {P; < hds({a1,...,ax—1})},

k=1 P,ebd(ay)

A = U {P; < hds({a1,...,an_1}})}.

Pcbd(an)

By the induction hypothesis, AY U{a1,...,an—1} - Ahds({a1,...,a,—1}). By monoton-
icity of |-, it also holds that

AGUAE Ahds({ar, ... an1}). (15)

It remains to show that A U A F hd(a,). )
By the definition of A3 and by (15), and since A5 C A, we have Aj U A+ A bd(ay,).
Since a,, = (hd(a,) < bd(ay)) € A, this implies Aj U A’ - hd(a,,), as required. O

The main completeness property of the transition rule is a bit harder to state. In
the following lemma, we consider a policy A; and a probe (A, A ]3) that is positive in
A1. Roughly speaking, A; in the lemma plays the role of A” in the transition rule, and
A, that of A. The clause set Ay is relevant in the sense that every proper subprobe is
negative in A;. We then prove that the clauses constructed by the transition rule must
be contained (in the < sense) in Aj.

|, and P a set of
then there exist

Lemma 5.12 (Completeness of L) Let Ay, Ao be policies with n =
ground atoms. If Ay b (A, A P) and for all A, C Ay : Ay ¥ (AL, A\
(a1, ...,an) € perms(A4,y) and

4,
P),

P, =bd(a,), forie{1,...,n}, and
Pn—i-l: P

such that for all ¢ € {1,...,n + 1}:
VP, € P, : (P — hds({a1,...,a;_1})) < A;.

Proof. Let <I>(A1,A2,ﬁ) denote the parameterized statement of the lemma. The proof
proceeds by induction on n = |As|. If n = 0, the statement trivially holds.

Now assume n > 0. By assumption, As is minimal. Therefore, there exists a smallest
integer m such that hds(A;) € T ,(0). Furthermore, m > 1, since n > 0. Hence
there exists Ay, the largest subset of Ay such that hds(As) N T’X:JAZ(@) = (), and such
that k = |Ay| > 1.

Let P’ be the set of all body atoms of clauses in As. By construction of A, and
since hds(Ay) C hds(A4,) C T L4, (0), we have that P C TZL;JAQ([Z)), and again by

. A D/ m—1 . 11 _
construction of As, we also have P’ C TAlu(AQ\Ag)(@)' Since |A2 \ A2| =n —k < n, we

can assume the inductive hypothesis ®( Ay, Az \ Ay, P ), and in particular, the existence
of (a1, ...,an—_r) € perms(As \ Az) with the stated properties.
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Let {(an—g+1,-.-,an) be any permutation of flg. We thus have constructed a per-
mutation (aj,...,a,) € perms(A4y). This permutation gives rise to sets S, ..., S, and
131, e 13n+1 as defined in the lemma.

For i € {1,...,n — k}, the desired property follows directly from the inductive hypo-
thesis. Furthermore, the inductive hypothesis states that

VP € P': (P —hds({a1,...,an_i})) = Ar.
Then for i € {n — k +1,...,n}, we get (since P, C P'):

VP, € B (P« hds({a1,.,a;1})) <
(P, « hds({ay, ...,an_1})) = A1

It thus remains to consider the case ¢ = n + 1. From A; F (Aa, /\]3”“) and Ay <
hds(As) we get VP, 41 € Pyry1: A1 F (hds(As), P,y1), and hence by Lemma 3.8,

(Pn+1 — hds({alv aan})) j Ala

as required. O

5.9 A full example

Consider the following scenario, where A denotes the clause set {p < ¢., 7 — s., u — v.}.

Avail = {(4',z) | A' C A}
Ao ={q., s., v., z —p,ru}
Visible(A4q) =0

mo = (0,qVs)

We are interested in the question if 7 is opaque or detectable in Ag.

It is easy to see that m = (A, 2) is the only probe in Avail that is positive in Ag; for all
other probes ' € Avail, Ag ¥ 7’. Since the queries in the available probes do not involve
disjunctions (they are all equal to z), flatten4,(Avail) contains only one pair of probe
sets ({7}, Avail \ {r}). Furthermore, dnf(—(q V s)) also contains only one pair of atom
sets (ST,587) = (0,{q, s}). Hence, Init contains only one initial state oq = (I, 117, ),
where IIT = {7} and II~ = Avail \ {7} U{(0,qV s)}.

Starting from g, 7 is the only probe to be considered, so the transition system tries
out all A C A. For all A C A, no transition is possible, as all resulting witness candidates
fail to make I~ negative, because <A,z> eIl~. For A = A, the transition system goes
through all six permutations of A, and produces the six witness candidates A7~ A%, from
Example 5.10. The first four of these clearly fail to make (),q V s) € II™ negative. But
A7, (and also AY3) passes the test, so (0, 117, A7) is a final state, and hence 7 is opaque.

We can easily produce a genuine opacity witness from A/, by adding pg; to it and
injecting py; into the bodies of all clauses in AY,. The resulting policy is observationally
equivalent to Ag, but ¢ V s does not hold in it.
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5.10 Correctness results

We can now state and prove soundness and completeness of the algorithm. The proof of
Theorem 5.16 makes essential use of all the previous lemmas.

Definition 5.13 (Reachability). We write ¢ — o’ to denote that o > o’ for some
7w € Prb and states o,c’. We write —* for the reflexive-transitive closure of —. We write
F o if g —* o for some og € Init.

Lemma 5.14 (Soundness). If - (0,115, A), then 7 is opaque in Ag.

Proof. If - (0,115, A), their exists oy = (II'",II™, Visible(4y)) € Init such that o; —*
(0,115, A), where II*, I are specified as in (INIT), and II~ = II; .

There is a series of (PROBE) applications starting from o, with one = transition
for each m € IIT, leading to (0,11, , A). Hence by repeated application of Lemma 5.11,
we have Vr € IIT : A b 7. From the definitions of (INIT) and (PROBE) it follows that
Vm € I~ : AW/ m, and that py; does not occur in A. Furthermore, Visible(4,) C A.
Therefore, by Lemma 5.9, 7y is opaque in Ag. O

Lemma 5.15 (Completeness). If 7 is opaque in Ag, then there exists II; C Prb and
A C Cls such that

F (0,115, A).

Proof. If my is opaque in A, then by Lemma 5.9, there exists o7 = (II7, 115, A7) € Init
and A’ C Cls such that A; < A’ andVr eIt : A FrmandVr eI~ : A’ ¥ 7.

By Lemma 5.5, there exists (II'T,117) € flatten s, (Avail) such that Vr e IIT : A" 7
and Vrr € II” : A’ ¥ m. Furthermore, by Lemma 5.3, there exists (II,II5) as defined
in (INIT) such that Vr € I : A’ b 7 and Vr € Ilg : A’ ¥ m. Let II7 = IIT UL and
II; =11~ Ulg. Then o7 = (IIJ, 11, 0) € Init.

We now prove that for all Hf - Hg , there exists A < A’ such that

<H—1"_5H(77AI> —" <®5H67A>

The proof proceeds by induction on m = |II|. If m = 0, the statement holds trivially.

If m > 0, there exists m = (A, A ]3) € II]. By the inductive hypothesis, there exists
Ay = A’ such that (I \ {#}, 11, A;) —* (0,11, A;). By inspection of (PROBE), we also
have (IT], Il , A;) —* o = ({n},I;, A1). It remains to show that there exists A < A’
such that o = (), 1, A).

Since 7 € Hsr, we have A’ F . Then there exists a minimal A such that A C A, and
A"F (A, \P). Let n = |A|. Then by Lemma 5.12, there exists (a;, ..., a,) € perms(A,)
and there exist

P, =bd(a,), for i€ {1,...n}, and
n+1— P

such that for all k € {1,...,n+ 1} and all P, € B,

(P, < hds({a,...,ax_1})) = A’
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Hence A" = Zii Up,ep AP < hds({a1,...,ax_1})} < A’, and thus there exists A =
A UA"” < A'. By anti-monotonicity of ¥, we get Vr’ € Il : AF n’. Hence all conditions
of (PROBE) are satisfied.
Therefore, o; —* o = (i, 11, A).
O

Theorem 5.16 (Soundness and completeness). mg is opaque in Ag iff there exist I~ C
Prb and A C Cls such that F (0,11, A).

Proof. This follows directly from Lemmas 5.14 and 5.15.

Theorem 5.17. The number of (M) transitions from any state is bounded by

- n!
z:: (n—m)!

m

[}

where n = |A|.

Proof. The number of A C A of size m is (;), and for each such A, there are m! per-
mutations. The size m runs from 0 to m, hence the number of transitions is bounded
by

> (o) - Z

m=0
O

Theorem 5.17 also implies that the transition system is finite, and hence the algorithm
terminates, since Init is finite, and II" in every initial state is finite.

6 Implementation with optimizations

We implemented a prototype of the state transition system in Fig. 1 in F#. It first com-
putes Init as a lazy enumeration, and then performs a backtracking depth first search
based on the transition rule (PROBE). The back end is a simple implementation of Data-
log’s evaluation relation . Even though it is the main bottleneck, we did not spent much
effort making it more efficient, as we are more interested in algorithmic improvements of
the search procedure.

The front end includes a parser for problem specifications (Ag, Visible(Ap), Avail,
and mp) and a GUI that displays the witness, if a final state has been found, or reports that
no final state exists. In the former case, the user can choose to discard the found witness
and continue the search for the next witness. We have found this to be an extremely
useful feature for checking opacity. In some of our test cases, we expected the input probe
to be detectable, but the prototype reported opacity. As it turned out, the input probe
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was indeed opaque, but all minimal witnesses included “improbable” clauses. Thus, the
constructiveness of the algorithm enabled us to form the informal judgement that an input
probe was detectable with a rather high likelihood. By inspecting all witnesses, it was
also easy to come up with a weakened input probe that was truly detectable. Section 7
describes an example of such a case.

As Theorem 5.17 indicates, the search space is huge, so checking opacity is infeasible
even for small examples. Therefore, it was important to come up with and to implement
methods for effectively pruning the search space. The remainder of this section describes
the pruning methods we implemented.

6.1 Order independence

The most obvious way to prune the search space is based on the observation that the
order in which the probes in II" are processed is irrelevant, since the constructed witness
extension A” is independent of the current witness candidate; it only depends on the
currently considered probe. Lemma 6.1 formalizes this observation.

Lemma 6.1 (Order independence). If g I 01 22 05 then there exists o} such that og

™2 ;) T
— 0] — os.
Proof. This follows from the definition of (PROBE). O

Therefore, we can fix a particular order for IIT in an initial state, thereby reducing
the search space by a factor of |IIT|! for the search branch starting from that initial state.

6.2 Redundant probes

There is often a clause set A such that Avail contains all probes of the form (A’, ), for
all A’ C A, since if the adversary is able to use the probe m = (A, ), it is likely that she
is also able to use all smaller probes. In our implementation, the user can add the entire
downward closed probe set {{(A’,p) | A” C A} to Awvail simply by marking the single
probe (A, ) with a plus sign in the specification of Awvail.

Definition 6.2. Let 7 = (A4, ¢), 7" = (A',¢’) € Prb. We write # C 7’ iff ¢ = ¢’ and
A C A’. Similarly, we write 7 C 7" iff # C #«’ and 7 # 7'.

In the presence of downward closed probe sets in Avail, IIT and II~ contain many
pairs of probes 7y, 7o such that m; C 7.

For example, we may have m; = ({a.},z) as well as 73 = ({a., b.},z) in II". By
monotonicity of - and of the query z, the larger query m, is redundant, since any witness
candidate that makes m; positive also makes 7y positive. A similar argument can be made
for the probes in II7. Lemma 6.3 formalizes the notion of redundant probes.

Lemma 6.3. Let 71,7 be monotonic probes such that m; C ms.

1. A QT U {my, mo}, 117, A) —* (0,11, A') iff
JA” (I U {m }, 0, A) —* (0,11, A”) and A" + 7.
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2. 3A (I, I U{my, ma}, A) —=* (0,117 U {m1, mo}, A') iff 3A” : (IIT, 11" U {m2}, A)
—* (0,11~ U{ma}, A”) and A" ¥ 7.

Proof. The lemma is trivially true if 7 = mo. We now assume m C ma.

1. (=) From the definition of (PROBE) and the left hand side of the equivalence, the
existence of A”, such that the first part of the right hand side holds, is clear. By
Lemma 5.11, we have A” I 71, which, by monotonicity of - and 7; and 2, implies
A// - Y.

(<) The right hand side of the equivalence implies (IIT U {m, o}, 117, A) —*

({m2}, 11—, A”), and in particular, within this chain there exists a transition o RSN

o' for some states o,0”,d@. Since m C o, we have ({m}, 11—, A”) 2% (5,11, A"),

where A’ = A”.

2. (=) Assuming the left hand side of the equivalence, the existence of A”, such that
the first part of the right hand side holds, is clear. From the definition of (PROBE),
we have A” ¥ w9, which, by antimonotonicity of ¥ and the monotonocity of w1 and
o, implies A” ¥ 7.

(=) The right hand side of the equivalence implies that A” ¥ 71 and A” ¥ 7y, and
hence (IT*, 11~ U {my, mo}, A) —* (0,117 U {m, 72}, A’), where A" = A”.

O

To exploit Lemma 6.3, we can first transform initial states <H3‘, I, , A) € Init into
potentially much smaller states (II]", IT, A), where

Of ={relf | -3In' €Il : ' C 7}, and
I ={relly | 3n" €Ily : 7 C 7'}

These reduced states are then used as initial states.

6.3 Conflicting probes

Lemma 6.4 provides an additional way of pruning the search space. Any initial state
oo = (IIT, 117, A) in which there exist m; € IIT, 7y € II~ such that m; C w3 can be
discarded straight away, as there are no transitions from oyg.

Lemma 6.4. Let 71,75 be monotonic probes such that m; C ms. There exists no state o
such that (ITT U {m },TT~ U {m}, A) ™5 0.

Proof. Suppose the contrary. Then there exists o = (ITT, [T~ U{my}, A’) with the property
as stated. Moreover, A’ F 71, by Lemma 5.11, and A’ ¥ w9, by (PROBE). Since m; C o,
the former implies A’ F 75, which contradicts the latter.

O

It may not be obvious that Lemma 6.4 ever applies to initial states in Init. Here is a
simple example. Consider m; = (41, pA—q) and 7o = (As, pA—g) C m1. Suppose that Ag F
71 and Ag ¥ mo. If Avail = {m, s} then o9 = ({(A1,p), (42,q9)}, {(A1,q)}, Visible(4y)) €
Init, and clearly (As, q) C (A1, q), so o should be discarded.
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6.4 Minimally positive probes

Consider an initial state oo = (IIT,II~, Visible(Ag)) where II" contains a probe 7t =
{ai,...,ant,p). Let A = {as,...,a,}. Suppose further that for each i € {1,...,n}, I~
contains a probe 7; such that m;7 2 (A\{a;}, ). It follows that 7 is minimally positive
in Ap in the sense that 77 is positive in Ay and all probes that are strictly smaller than
71 are negative in Ag.

Definition 6.5. A probe 7 is downward closed in II C Prb iff for all #’ € Prb: «’ C
=7 ell

A probe m = (A, @) € Prb is minimally positive in A" C Cls iff ¢ is monotonic and
A'Fmand forall o/ Cw: A ¥

We can exploit this fact when 7 is considered in a (PROBE) transition. We first
introduce a new notation.

Notation 6.6. In a (PROBE) transition o - ¢, the state ¢’ is determined by o,

7 = (A,\P) and @ € perms(A) for some A C A. We write o % &' to make these
determining parameters explicit.

Suppose o is a state reachable from o¢, and o ﬂ—g o’ for some state o’ and some
ae perms(fl) where A C A. We argue that, in fact, A = A, for suppose that A C A
were the case. But this would be only possible if Ag F (A, @), which contradicts the fact
that 71 is minimally positive in Ay. Hence A = A. This observation is formalized in
Lemma 6.7.

Lemma 6.7. Let m = (4, ) be a monotonic probe, where A = {ay,...,a,} for some

,a

n > 0. Let m; € Prb with m; D (A\ {a;}, ), for i € {1,....,n}. If (ITT U {x}, T, A") -
(Irt, 1, A”) and {my,...,m,} CII~, then @ € perms(A).

Proof. Suppose for the sake of contradiction that @ € perms(A) where A C A.
Note that Lemma 5.11 can be strengthened, with only slight modification of the proof,

to the following statement: if (IIT U {(A, )}, T, A’) {Aha, (IT*, TI—, A”), then
A" (@, p).

Hence we have A” & (@,¢). But since A C A, there exists i € {1,...,n} such that
A C A\{a;}. Since 7; € TI~, we have A” ¥ m; D (A\{a;}, ). Since ¢ is monotonic, we also
have A" ¥ ([l, ) = (@, ), which is a contradiction. Hence A=A, and @ € perms(A),
as required. O

Therefore, when 77 is considered, we replace (PROBE) by a much more efficient trans-
ition rule where the nondeterministic condition A C A is replaced by the non-branching
A = A. This optimization reduces the number of transition attempts (from that particular
state) by a factor of 241,

In our prototype implementation, the user can declare a probe in Awvail as minimally

positive by marking it with an asterisk.
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Figure 2: Verification time (striped) and number of calls to the Datalog engine (plain) on
log scales. Numbers above bars denote the number of initial states.

7 Experimental results

We are interested in typical computation times of opacity checking in a realistic setting,
in the relative effectiveness of the optimization methods described in Section 6, and in
how the method scales with varying available probe sets.

7.1 Test cases

Our performance tests are based on the delegation policy from Section 4. From this
policy, we derived six test cases (TC1-TC6), described below. For each test case, we
measured both the computation times and the number of calls to the Datalog engine for
proving opacity or detectability. Each test case was run in four different configurations
of the prototype. All four configurations use the order independence optimization from
Section 6.1. The first configuration does not employ any other optimization method; the
second eliminates conflicting probes (Section 6.3); the third eliminates redundant probes
(Section 6.2); and in the fourth configuration, both optimization methods are enabled.
The experiments were performed on an Intel Core2 Duo P9500 2.53GHz workstation with
4 GB RAM running Windows 7 32-bit.

Fig. 2 shows a bar diagram of the respective computation times and the number of
Datalog calls plotted against logarithmic scales. The diagram also shows the number of
initial states for each run.

TC1. Asin Section 4, policy Ay in our basic test case consists of the compute cluster’s
policy, i.e., clauses (1)—(7), and Visible(A4p) = (.
The adversary Eve possesses four credentials Agy,e = {(9), ..., (12)}. We define

©eve = canExec(Cluster,Eve, Job).
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The probe set Avail available to Eve consists of 2% = 16 probes:
Avail = {<Aa @Eve) | A g AEve}-

In this test case, we are interested in whether Eve can detect that Bob is not a member
of Cluster, in other words, that Ay - —isMem(Cluster, Bob) holds. The input probe 7
is therefore specified as follows:

7o = (@), nisMem(Cluster, Bob)).

As was informally shown in Section 4, 7 is detectable in Ay.

TC2. Based on TC1, the atomic clause isMem(Cluster,Bob) is added to Ay (so now,
Bob is a member) and the input probe g is changed to ((), isMem(Cluster, Bob)).

At first sight, it seems that Eve should be able to detect that Bob is a member. After
all, the probe containing clauses (9), (10) and (12) is positive, whereas the one containing
only (9) and (10) is negative. This suggests that (12) is relevant, which is only possible if
its body atom isMem(Cluster, Bob) is derivable.

However, the prototype (correctly) reports that my is opaque. A closer look at the
witnesses reveals that they all contain the rather unlikely clause that has (9) and (10) as
its body:

isMem(Cluster, Bob) «
isMem(CA, Eve), owns(CA, Eve, Job).

Indeed, the weakened input probe
7o = ({(9), (10)},isMem(Cluster, Bob))

is detectable.

TC3. Based on TCI, three irrelevant atomic clauses {p1., pa., ps.} are added to Agye.
This increases the number of probes in Avail to 27 = 128, i.e., by a factor of 8.

TC4. Based on TC3, we manually prune Avail down to four probes that together are
sufficient for proving detectability of mg:

({(9), (10), (11)}, Peve)”

(1(9), (10),(12), p1., p2-, P3-}, PEve)

({(10), (11), (12), p1-s p2., P3-}, Peve)

({(9),(11),(12), p1., P2, p3-}, Peve)
Only the first of these four probes is positive. The four probes together satisfy the
conditions of Lemma 6.7, so we mark the first probe as minimally positive (¢f. Section 6.4).

This enables the use of the much more efficient version of (PROBE) that only needs to
consider the case A = A.

TC5. Based on TC1, we change (rye, the query used in all the available probes, to a
compound query:

VEve =CanExec(Cluster, Eve, Job)A

—isBanned(Cluster, Eve).
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This change does not affect the detectability of .

TC6. Based on TC5, we prune Avail down to three probes that together are sufficient
for proving detectability:

{({(9), (10), (1)}, Peve)
{({(9), (10)}, Peve)
{{(9), (10), (12)}, Peve)

Only the first of these three probes is positive. But unlike the case in TC4, we cannot
make use of the minimally positive probe optimization, as the modified gy from TC5 is
non-monotonic.

7.2 Observations

The query @gye used in Avail in TC1-TC4 does not involve negation, hence there are no
conflicting probes to remove. Not surprisingly, enabling the conflicting probe optimization
does not decrease the verification time, but it is not a significant overhead either. The
query does not involve disjunction either, hence there is only one initial state in TC1-TC4.

In TC1-TC3, Avalil contains a downward closed probe set containing many redundant
probes. The redundant probe optimization effectively decreases both the verification time
and the number of calls made to the Datalog engine; in the case of TC3, by a factor of
280.

TC2 is very similar to TC1, but runs 40% faster, because TC1 has a detectable input
probe (and hence traverses the entire search space), whereas TC2 has an opaque input
probe (and hence stops when the first witness is found).

As TC3 shows, increasing the number of available probes (here by a factor of 8)
dramatically decreases performance when no optimizations are used (by a factor of 1130).
With optimizations enabled, the verification time increases only by a factor of 8.

TC4 and TC6 show that manually picking the relevant probes is the most effective
strategy for decreasing verification times. For example, in the case of TC4, it decreases
by a factor of 3150 compared to TC3 in the non-optimized configuration, and a factor 11
compared to the optimized one. In the case of TC6, the speedup factors are even more
extreme: 19,000 (vs. TC5, non-optimized) and 150 (vs. TC5, optimized).

In TC5, the negation in gy leads to an explosion of the size of Init (up to 16,384
from just 1). Here, the conflicting probe optimization is highly effective, as all but one
of the initial states are conflicting. Removing them decreases the verification time by a
factor of 126 (from over 15 min down to 7.2 s). Of course, this is still much slower than
with the manually pruned probe set of TC6, which only takes 50 ms.

To measure the dependency between the size of Avail and the verification time, we
additionally created two data series: one in which independent trivially positive probes
({pi}, p:;) are successively added to Avail, and a second one in which the added probes are
of the form ({p;}, z) and thus trivially negative. The verification time increases exponen-
tially for the first series, with every additional positive probe ({p;},p;) doubling the time,
which is also predicted by Theorem 5.17. In the second series, the time increases linearly
with the number of additional irrelevant probes, with each negative probe roughly adding
1.3 ms. This is also to be expected, as negative probes do not cause any branching.
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8 Discussion

To recapitulate, we first presented a general framework of probing attacks, defining ab-
stract notions of policy, probe, and adversary characterized by available probes, and based
on these, notions of observational equivalence, opacity and detectability. We instantiated
this framework to Datalog, a language on which many existing policy languages are based.

It has been an open question whether the problem of opacity in Datalog policies is
decidable [3]. We answered this question in the positive by presenting a complete decision
procedure for opacity. It works by attempting to construct opacity witnesses, i.e., policies
that masquerade as the original policy, but falsify the input probe. We also devised a
number of optimization strategies for pruning the search space. Our experimental results
on a realistic delegation policy show that these methods are highly effective.

Opacity, as defined here, is a possibilistic information flow property. The mere pos-
sibility of the existence of an opacity witness suffices to deem an input probe as opaque,
no matter how unlikely these witnesses may be. But our algorithm for deciding opacity
provides richer information, as it does not merely prove existence of a witness, but actually
enumerates all minimal witnesses. The set of minimal witnesses is a finite representation
of the infinite set of all witnesses. Hence, by inspecting the minimal witnesses, a user can
informally judge the likelihood of opacity or detectability. In theory, the algorithm could
also be used to provide results based on a probablistic notion of opacity, if witnesses can
be mapped to numerical likelihoods (which we believe is generally not feasible in practice,
though).

Future work. We see two major limitations in the presented approach. Firstly, although
we allow the service policy Ay to contain arbitrary non-ground clauses, we restrict the
set of available probes Awvail to ground probes. This restriction is reasonable insofar
as third-party credentials possessed by adversaries are usually ground, and services may
only allow incoming credentials that are ground. However, if the latter condition does
not hold, then the adversary could plausibly self-issue non-ground credentials and use
them in probes that would make for strictly more powerful probing attacks. Consider, for
instance, the two probes

({p < isSecretAgent(z)}, z), and
0, 2).

If the first one is positive in Ay and the second one negative, then the adversary can
deduce that there exists some secret agent, according to Ag. We leave it to future work
to see if the current approach can be extended to deal with non-ground probe sets.

Secondly, the adversary is currently restricted to use a finite set of probes Avail for
probing attacks. In practice, it would be useful to be able to prove opacity in the context
of an adversary who has infinitely many probes to her disposal. Instead of enumerating
all the probes, one could finitely specify the infinite probe set via constraints. Perhaps
the current algorithm could be applied to an abstract interpretation [11] of the probe set,
possibly at the expense of completeness. Again, we defer further investigation to future
work.

Finally, in this paper we only provided an upper bound on the complexity of the
opacity problem. A deeper analysis would be required to establish a lower bound.
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