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1 About the Instructor

e Manish Gupta, http://dais.cs.uiuc.edu/manish/ is an applied researcher at the Bing team in
Microsoft India R&D Private Limited at Hyderabad, India. He received his Masters in Computer
Science from IIT Bombay in 2007 and his Ph.D. from the University of Illinois at Urbana-Champaign
in 2013. He worked for Yahoo! Bangalore for two years. His research interests are in the areas of
web mining, data mining and information retrieval. He has published more than 20 research papers in
referred journals and conferences, including KDD, PKDD, SDM, WWW conferences.

e Jing Gao, http://www.cse.buffalo.edu/~jing/, received the BEng and MEng degrees, both in
Computer Science from Harbin Institute of Technology, China, in 2002 and 2004, respectively. She
received her Ph.D. degree in Computer Science from University of Illinois at Urbana Champaign, in
2011. She is currently an assistant professor in the Computer Science and Engineering Department
of the State University of New York at Buffalo. She is broadly interested in data and information
analysis with a focus on data mining and machine learning. In particular, her research interests
include ensemble methods, transfer learning, mining data streams and anomaly detection. She has
published more than 40 papers in refereed journals and conferences, including KDD, NIPS, ICDCS,
ICDM and SDM conferences.

e Charu Aggarwal, http://charuaggarwal.net/, is a Research Scientist at the IBM T. J. Watson
Research Center in Yorktown Heights, New York. He completed his B.S. from IIT Kanpur in 1993
and his Ph.D. from Massachusetts Institute of Technology in 1996. His research interest during his
Ph.D. years was in combinatorial optimization (network flow algorithms), and his thesis advisor was
Professor James B. Orlin . He has since worked in the field of performance analysis, databases, and
data mining. He has published over 200 papers in refereed conferences and journals, and has applied for
or been granted over 80 patents. Because of the commercial value of the above-mentioned patents, he
has received several invention achievement awards and has thrice been designated a Master Inventor
at IBM. He is a recipient of an IBM Corporate Award (2003) for his work on bio-terrorist threat
detection in data streams, a recipient of the IBM Outstanding Innovation Award (2008) for his scientific
contributions to privacy technology, and a recipient of an IBM Research Division Award (2008) for his
scientific contributions to data stream research. He has served on the program committees of most
major database/data mining conferences, and served as program vice-chairs of the SIAM Conference
on Data Mining , 2007, the IEEE ICDM Conference, 2007, the WWW Conference 2009, and the IEEE
ICDM Conference, 2009. He served as an associate editor of the IEEE Transactions on Knowledge and
Data Engineering Journal from 2004 to 2008. He is an associate editor of the ACM TKDD Journal, an
action editor of the Data Mining and Knowledge Discovery Journal, an associate editor of the ACM
SIGKDD Explorations, and an associate editor of the Knowledge and Information Systems Journal.
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He is a fellow of the IEEE for “contributions to knowledge discovery and data mining techniques”, and
a life-member of the ACM.

e Jiawei Han, http://www.cs.uiuc.edu/~hanj/ (Ph.D., Univ. of Wisconsin at Madison), is Abel Bliss
Professor in Engineering, in the Department of Computer Science at the University of Illinois. He has
been researching into data mining, information network analysis, and database systems, with over 600
publications. He served as the founding Editor-in-Chief of ACM Transactions on Knowledge Discovery
from Data (TKDD) and on the editorial boards of several other journals. Jiawei has received IBM
Faculty Awards, HP Innovation Awards, ACM SIGKDD Innovation Award (2004), IEEE Computer
Society Technical Achievement Award (2005), IEEE Computer Society W. Wallace McDowell Award
(2009), and Daniel C. Drucker Eminent Faculty Award at UTUC (2011). He is a Fellow of ACM and
a Fellow of IEEE. He is currently the Director of Information Network Academic Research Center
(INARC) supported by the Network Science-Collaborative Technology Alliance (NS-CTA) program of
U.S. Army Research Lab. His book “Data Mining: Concepts and Techniques” (Morgan Kaufmann)
has been used worldwide as a textbook.

2 Aims/Learning Objectives

Temporal data is omnipresent and growing rapidly. The aim of this tutorial is to present various recent
techniques developed to perform outlier detection on various forms of such temporal data. We begin by
motivating the importance of temporal outlier detection and briefing the challenges beyond usual outlier
detection. Then, we list down a taxonomy of proposed techniques for temporal outlier detection. For each
temporal data type, we will list down several interesting outlier definitions and present approaches suggested
in the literature for efficient and effective detection of such outliers. We summarize by presenting a collection
of applications where temporal outlier detection techniques have been applied to discover interesting outliers.

3 Description of Topics
Here is a brief outline of the tutorial with relevant references.

1. Introduction to Temporal Outlier Detection

a) Main challenges

(
(
(¢) Comparisons with general outlier detection

(d) Motivations

)
b) Taxonomy of techniques for temporal outlier detection
)

2. Outlier Detection for Time Series Data

(a) Outliers in Time Series Database

i. Direct Detection of Outlier Time Series
A. Unsupervised Discriminative Approaches [67, 18, 36]
B. Unsupervised Parametric Approaches [79, 77, 70]
C. Unsupervised OLAP based Approach [54]
D. Supervised Approaches [15, 55]
ii. Window based Detection of Outlier Time Series
A. Normal Pattern Database Approaches [15, 31, 51]
B. Negative and Mixed Pattern Database Approaches [22, 23, 24]
iii. Outlier Subsequences in a Test Time Series [46, 57, 7, 37]

(b) Outliers Within a Given Time Series

i. Points as Outliers: Prediction models, Profile Similarity based Approaches, Deviants [8, 59,
73, 42, 61]


http://www.cs.uiuc.edu/~hanj/

ii. Subsequences as Outliers [45, 72, 13, 28, 47, 56, 78]
3. Outlier Detection for Stream Data

(a) Evolving Prediction Models [75, 2]
(b) Distance based Outliers for Sliding Windows

i. Distance based Global Outliers [6, 76]
ii. Distance based Local Outliers [11, 66]
iii. Other Variants [16, 12]

(c) Outliers in High-dimensional Data Streams [80]
4. Outlier Detection for Stream Data in Distributed Scenarios

(a) Distributed Setting and Challenges [81]
(b) Distributed Temporal Data [10, 63, 69]
(c) Distributed Sensor Data Streams with Spatial Considerations [44, 26, 27]

5. Outlier Detection for Spatio-Temporal Data

(a) Techniques for ST-Outlier Detection [9, 19]
(b) Tracking of ST-Outliers [74, 58]
(¢) Trajectory Outliers [53, 30]

6. Outlier Detection for Temporal Information Networks

(a) Graph Similarity based Outlier Detection Algorithms [64, 65, 68]
(b) Online Graph Outlier Detection Algorithms [41, 5]
(¢) Community based Outlier Detection Algorithms [35, 33, 34]

7. Applications of Temporal Outlier Detection Techniques

(a) Environmental sensor data [26, 38, 39, 43, 48, 52, 71, 74]
(b) Industrial sensor data [8, 21, 62]

(¢) Computer networks data [49, 50, 51]

(d) Web graphs [64]

8. Summary

4 Scope of the Tutorial

The tutorial covers outlier detection techniques for temporal data popular in data mining community. Many
techniques have also been developed in statistics community and we would not cover them. Specifically, we
would discuss techniques for time series data, data streams, distributed data streams, network data, and
spatio-temporal data. We would not cover novelty detection techniques.

5 Tutorial History

“Qutlier Detection for Temporal Data”, (Manish Gupta, Jing Gao, Charu Aggarwal and Jiawei Han), 2013
SIAM Intl. Conf. on Data Mining (SDM'13), Austin, Texas, May 2013.

“Qutlier Detection for Graph Data”, (Manish Gupta, Jing Gao, Charu Aggarwal and Jiawei Han), 2013
IEEE/ACM Intl. Conf. on Social Networks Analysis and Mining (ASONAM'13), Niagara Falls, Canada, Aug
2013.



6 Format of Tutorial

1/2 day

7 Abstract

Outlier (or anomaly) detection is a very broad field which has been studied in the context of a large number
of research areas like statistics, data mining, sensor networks, environmental science, distributed systems,
spatio-temporal mining, etc. The first few articles in outlier detection focused on time series based outliers
(in statistics). Since then, outlier detection has been studied on a large variety of data types including
high-dimensional data, uncertain data, stream data, network data, time series data, spatial data, and spatio-
temporal data. While there have been many tutorials and surveys for general outlier detection, we focus on
outlier detection for temporal data in this tutorial.

A large number of applications generate temporal datasets. For example, in our everyday life, various
kinds of records like credit, personnel, financial, judicial, medical, etc. are all temporal. This stresses the
need for an organized and detailed study of outliers with respect to such temporal data. In the past decade,
there has been a lot of research on various forms of temporal data including consecutive data snapshots, series
of data snapshots and data streams. Besides the initial work on time series, researchers have focused on rich
forms of data including multiple data streams, spatio-temporal data, network data, community distribution
data, etc. Compared to general outlier detection, techniques for temporal outlier detection are very different,
like AR models, Markov models, evolutionary clustering, etc.

In this tutorial, we will present an organized picture of recent research in temporal outlier detection. We
begin by motivating the importance of temporal outlier detection and briefing the challenges beyond usual
outlier detection. Then, we list down a taxonomy of proposed techniques for temporal outlier detection.
Such techniques broadly include statistical techniques (like AR models, Markov models, histograms, neu-
ral networks), distance and density based approaches, grouping based approaches (clustering, community
detection), network based approaches, and spatio-temporal outlier detection approaches. We summarize
by presenting a collection of applications where temporal outlier detection techniques have been applied to
discover interesting outliers.

8 Keywords

Temporal outlier detection
Time series data

Data streams

Distributed data streams
Temporal networks
Spatiotemporal outliers

9 Full Description

Outlier detection is a very broad field and has been studied in the context of a large number of application
domains. Chandola et al. [17], Hodge et al. [40] and Zhang et al. [81] provide an extensive overview of
outlier detection techniques. Outlier detection is also referred to as anomaly detection, event detection,
novelty detection, deviant discovery, change point detection, fault detection, intrusion detection or misuse
detection. Three main types of outliers studied in the literature are point outliers, contextual outliers and
collective outliers. A variety of supervised, semi-supervised and unsupervised techniques have been used
for outlier detection. These include classification based, clustering based, nearest neighbor based, density
based, statistical, information theory based, spectral decomposition based, visualization based, depth based,
and signal processing based techniques. In the past few decades, outlier detection has been studied for
high-dimensional data [3], uncertain data [4], streaming data [1, 2, 5], network data [5, 29, 32, 34, 35] and
time series data [14, 25]. Outlier detection has been used extensively for intrusion detection, fraud detection,
fault detection, system health monitoring, event detection in sensor networks, and detecting eco-system



disturbances. Outlier detection is very popular in industrial applications, and many software tools have
been built for efficient outlier detection. Some examples include R (packages ‘outliers’® and ‘outlierD’ [20]),
SAS?, RapidMiner?, Oracle?, etc.
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Figure 1: Organization of the Tutorial

Different kinds of data in our everyday lives, such as credit, personnel, financial, judicial, medical, web
usage data are temporal. Social network data streams, astronomy data, sensor data, computer network
traffic, commercial transactions are all examples of massive amounts of temporal data. As a result, over time,
besides time series, a large variety of temporal datasets have become quite popular. These include temporal
networks, temporal databases, data streams, distributed data streams, and spatio-temporal data. The quest
to mine information from these new forms of temporal data have led to the rise of the field of temporal
data mining [60] which includes tasks such as temporal data similarity computation, representation, and
summarization, temporal data classification and clustering, prediction, temporal pattern discovery, spatio-
temporal data mining, and outlier detection for temporal data. This tutorial will focus on the aspect of
outlier detection.

Specific Challenges for Outlier Detection for Temporal Data: While temporal outlier detection aims
to find rare and interesting instances, as in the case of traditional outlier detection, new challenges arise due
to the nature of temporal data. We list them below.

e Since new data arrives at every time instant, the scale of the data is very large. This often leads to
processing and resource challenges.

e In the case of temporal data, the data model needs to be updated when there is significant model drift.
These often correspond to change points in the data.

e In order to detect change points, temporal data outlier detection needs to be very efficient. In the
streaming content, a single scan is allowed. Traditional outlier detection is much easier, since it is
typically an offline task.

e Outlier detection for temporal data in distributed scenarios poses significant challenges of minimizing
communication overhead and computational load in resource-constrained environments.

e How to combine the properties of the data itself, the network, and the space dimension with the time
dimension to identify practically useful outlier definitions is very challenging.

Over the past decade, several useful techniques have been proposed in the literature in data mining with
applications in sensor networks, environmental science and distributed systems communities. In this work,
we aim to provide a comprehensive and structured overview of such techniques. We will discuss temporal

Ihttp://cran.r-project.org/web/packages/outliers/outliers.pdf
®http://www.nesug.org/Proceedings/nesugl0/ad/ad07 . pdf
Shttp://www.youtube.com/watch?v=C1KNb1Kw-As
4http://docs.oracle.com/cd/B28359_01/datamine.111/b28129/anomalies.htm
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outlier detection techniques for time series data, stream data, distributed data streams, spatio-temporal
data and temporal networks. We will also present a few applications where such temporal outlier detection
techniques have been successfully employed. Figure 1 shows the organization of the material that will be
covered in the tutorial.

10 Target Audience

Researchers and practitioners in knowledge management, data mining, distributed systems and sensor net-
works. While the audience with a good background on data mining would benefit most from this tutorial,
we believe the material to be presented would give general audience and newcomers a complete picture of
the current work, introduce important research topics in this field, and inspire them to learn more.

11 Relation to CIKM Areas

The theme of the proposed tutorial is most related to knowledge management track of CIKM 2013. Specif-
ically in that track, the tutorial falls under the “Data mining theory, methods, and applications” and “Big
data analytics” categories.

12 Pre-requisite Knowledge of Audience

Preliminary knowledge about data mining and algorithms.

13 Relevant References

The following is a list of references which will be used in the preparation of the tutorial material. Many
other papers will be referenced as well.
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