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Abstract

This paper describes the use of Congestion Pricing as a means of providing Congestion Control and
Differentiated Quality of Service. The application of the proposed technique to the Internet Protocol
has the advantage that it can be simply implemented using Explicit Congestion Notification. In
particular: the network mechanism is independent of higher level protocols; the end systems can
continue to exhibit current TCP behaviours; new multiprotocol flexibility is made available to end
systems and users.

Architectural issues are discussed, including important aspects of aggregation and charging. We
describe our methodology for assessing the scheme via a distributed network simulator. Initial results
are presented which compare and contrast various adaptive strategies that achieve a variable range
of TCP-like behaviours.

1 Introduction

The current control mechanisms of the Internet are not well suited to offering different Quality of Service
(QoS) to different channels. TCP, the dominant transport control protocol, is appropriate for “best-
effort” traffic, and aimed at data where lost information has to be retransmitted. However, other types
of traffic, such as streamed video or audio, are sensitive to delay as well as packet loss. Such traffic is
often carried over UDP, which has no generic feedback signals or error recovery.

Certain commercial IP offerings make use of the TOS field to give a two-level service offering,
though this is only possible when all routers are under the provider’s control. The Diff-Serv proposals
to provide a small number of QoS classes can be seen as an extension of this idea. Within the Diff-Serv
community, Explicit Congestion Notification (ECN) has been proposed as means of triggering active
queue management disciplines to implement congestion avoidance.

Economists (e.g. [10]) have suggested using pricing as a means of avoiding congestion in the Internet,
while Kelly and his co-workers [8, 5] have described a mathematical framework for fairness and resource
pricing. Using some of these concepts, we propose the use of Congestion Prices to trigger ECN.

There are some differences between Congestion Pricing ECN and current ECN suggestions; our
proposals are protocol independent, able to operate at the IP layer, not just from some Transport
protocols. Also our underlying philosophy is to send signals to all the users' that are causing congestion,
rather than sending signals to some subset; this permits end-systems more freedom in how they react,
allowing them to determine their own QoS, knowing that they will be charged correctly. Indeed, the
interplay between Users and the Network can be viewed as a problem in (distributed) game theory.

We are primarily thinking of flows that can adapt, sometimes termed “elastic” flows. However,
others have suggested that it is possible to include these ideas with guaranteed services as well, by using
a proxy between the user and network [4].

The outline of the paper is as follows. In the next section we give background and motivation
for our ideas. We then present a proposed architecture, which includes how to deal with aggregates
and suggestions for charging mechanisms. This is followed by an experimental framework for assessing
congestion control by means of a distributed network simulation. We comment on some practical
implementation issues, and give some qualitative results, where we compare Congestion Pricing and
Adaptive Flow Control schemes with current versions of TCP and ECN proposals.

!For ease of exposition we use the term “users” to represent a reactive system, more likely to be a protocol stack or
software agent rather than a human.



2 Background: Congestion Pricing and ECN

2.1  Explicit Congestion Notification (ECN)

Explicit Congestion Notification (ECN) sends some form of notification signal of Network Congestion
to an end-user or application, with the implicit assumption that the user will react to such a signal
by decreasing the offered rate. The aim is usually to encourage or mandate users to co-operate and
so run the network in a “sensible” state, namely a mostly uncongested one. The basic idea has a long
pedigree, and one of the earliest suggestions was the “DECbit” [7]. Frame Relay uses FECN, while the
binary-feedback scheme of ABR uses Explicit Forward Congestion Indication, with the added wrinkle
of virtual-source virtual-destination pairs to shorten control loops.

Floyd [2] proposed using ECN with TCP, and a recent IETF RFC [16] outlines an implementation
in detail, the main goal being to enhance the existing congestion control. As this ECN proposal has
to co-exist with TCP and achieve “equal fairness”, of necessity the proposal requires flows to react to
ECN signals in the same way as TCP reacts to lost packets, for instance halving the congestion window
on receipt of such a signal.

The ECN RFC [16] proposes one bit to signify congestion (that is, a single feed back signal), a flag
(the ECT bit) for signalling an ECN-capable source and a Congestion Window Reduced (CWR) flag
to indicate a reduction in the Congestion Window. The underlying assumption is that ECN will be
triggered by some active queue management control, similar to that used for Random Early Detection
(RED) [3], but with routers marking ECN-aware flows rather than dropping packets. However, since
these flows are required to react in the same manner as TCP, it is hardly surprising that experimental
evidence only shows “moderate” difference between ECN and non-ECN flows [2]. We regard our work
as a further development of the ECN proposal, illustrating how a different notion of fairness between
flows can be achieved by allowing end-systems to react rather differently than under TCP.

Models of various sophistication [11, 14, 15] have shown that if packets (segments) are lost inde-
pendently, say with probability p, then the steady-state throughput of a “normal” TCP connection in
connection avoidance (CA) mode is proportional to Rj\j{—ﬁ\s/[_) with a constant of proportionality around 1.
The square root term is caused by TCP reacting to losses by halving the congestion window, coupled
with the fact that the number of lost packets will itself be proportional to p times the congestion win-
dow. One way to achieve a degree of QoS differentiation is to allow a single connection to behave as if
it were N simultaneous TCP connections, with N times this throughput [1]. However, the dependence
on the square root is not easy to defend—a more natural dependence would be proportionality to 1/p.
For TCP with ECN to achieve this would require congestion signals for a connection to be independent
of its load, which conflicts with the purpose of ECN. We present a different way of achieving the goal
of a 1/p throughput, by requiring only a small reduction of rate in reaction to a congestion signal,
rather than requiring a halving of the current window. In fact, these statement holds true when p is the
probability of receiving a congestion signal, rather than a lost packet probability. Indeed, there several
reasons why it is much better to use a different signal to packet loss as a feedback message, such as a
signal based on a congestion price.

2.2 Congestion Pricing

We would argue that providing different QoS to users implies some form of differential pricing. Once
this is accepted, it is natural to use congestion signals that reflect in some sense the cost of congestion [8,
5, 4, 6, 9]. It then becomes possible to give the users a considerable degree of freedom, giving control
to the end-systems, allowing them to determine their own QoS, knowing that they will be charged
accordingly. In economic terms, congestion is an “externality”, and making users pay for the effect they



have on others “internalises” this externality, encouraging co-operation between users and the network.
Pricing is an emotive issue, and one we return to later in some detail, but it is worth mentioning here
that prices or charges might be unrelated to money. For example, in an Intranet different users might
be given the ability to generate “credits” at different rates—a model of differential service reminiscent
of time-sharing and batch allowances commonplace in Mainframe computing a couple of decades ago!
We now briefly describe the framework, based on Gibbens and Kelly [5]. A rigorous mathematical
treatment is given in the Appendix.

2.2.1 Theoretical basis

The basic framework has two key elements: the network supplies feedback to the users, which reflects the
cost of congestion (more precisely, the shadow price of congestion); the users incur some cost associated
with their actions, but otherwise can react as they please.

Assume the cost of congestion is the number of lost packets. Then, all packets contributing to a loss
should be “marked” (think of an ECN mark) to reflect the shadow price of congestion. For an isolated
resource, such as a buffer in a router, we would thus mark all those packets that arrive between the
start of a busy period and the last lost packet in that busy period.

In a more abstract framework, if there is a load y on a resource, incurring cost at rate C(y), the
congestion price or shadow price is the derivative

py) = di’yo(w | 1)

If the load y is a random variable and the cost is taken to be the expected rate of loss, then the marking
strategy in a single buffer as described above does return the appropriate derivative information, scaled
by the load [5, 6].

Suppose a finite number of users R (indexed by r) use a finite set of resources J (indexed by j), where
the 0-1 incidence matrix A;, indicates whether user r uses resource j or not. Following Shenker [17],
we characterise an elastic user’s preference for amount of bandwidth z, by a concave utility function
U,(z). Then a Social Planner would seek to maximise the total net utility,

Maximise Z U (z,) — Z C; (Z Aj,«acr> over z,>0; re€R. (2)
r J r
This optimisation problem has the solution (for non-zero z,)

Uy () = Y pj (y5) (3)

JETr

with a corresponding load on resource j given by
yj = Z Ajry. (4)
"

Hence at the (social) optimum the derivative of a user’s utility function exactly matches the sum of the
shadow prices of all resources along the user’s route.

Usually the network has no knowledge about the users’ utility functions. However, if a user is
charged at a rate proportional to the amount of bandwidth x, received, say at rate ¢,z,, users will seek



to maximise their net return, that is, they will try to solve
Maximise U, (z,) — t,x, over x, > 0. (5)

It is clear that if the prices are right, namely if

tr=Y_pj(y;) (6)

jer
and if each user acts to maximise his own net benefit, then they will at the same time evolve towards
the system or social optimum. As the network load changes, the network will need to update its prices.

In summary, we use the feedback signal z, ) p; (y;), where feedback for a stream should be pro-
jer
portional to the stream and also proportional to the shadow prices (congestion costs) along the route.
It is interesting to note that for utility functions of the form

Uy (z,) = wy log z, (7)

for some Willingness-To-Pay constant w,, then at the optimum

Wy = Tr ij (yj) . (8)

jer

The resulting allocation is proportionally fair [8], which is intimately related to a Nash arbitration
scheme, well-known to economists, and the only scheme that satisfies certain fairness axioms [12].

In the Appendix we show how such an allocation can apply to arbitrary utility functions if w, is
treated as input to the user’s control algorithm in place of true preferences.

2.3 An Example Strategy Compared to TCP

Consider the example of a user who wishes to control the rate at which he spends his “currency” w,.
A simple strategy would then be to implement the Willingness To-Pay algorithm

o (t) = fr | wr (8) = 20 (8) D pj (y; (1)) (9)

Jjer

where £, is a constant that controls the rate of convergence, and the costs p;(y) = d%Cj(y) depend on
the (time-varying) loads y;(t), by analogy with the static definition. The interpretation is that each
resource j marks packets according to the price function p;(y;(t)) and marks streams in proportion to
their contribution to the load. Users then react by increasing or decreasing their rates, according to
whether this charge is smaller or larger than the amount they are prepared to pay.

Notice that there is no explicit dependence on RTTs in this algorithm. There can be an implicit
dependence through &, which might be related to the reciprocal of the RTT. Replacing w, by w,/RTT,
would make the steady state throughput dependent on (the reciprocal of) the RTT.

Suppose there is just a single resource, and a number of streams offered to it. For convenience,
we assume that there is no buffering in the resource, which has capacity C. (The proof that this also
addresses the more general case of a buffered resorce is shown in [6].) The feedback signal p(y) is then
the probability Ps,; that the resource is overloaded.



The congestion avoidance phase of TCP can be expressed in a similar manner, with

d

Gor(®) = (10, = P 0 75) (10)

2
The feedback signal now depends upon the loss probability Pj,ss, that is, the proportion of lost packets
E[(Y — C)*]/E[Y].

Numerical examples of the two approaches given in [9] illustrate how the parameter w relates to
how well the system is sized. The loss signal P, is typically at least an order of magnitude smaller
than Py, justifying earlier remarks advocating sending many more signals back to the sources than are

implied by packet loss with current TCP. Conversely, the users should react much less aggressively to
a feedback signal than in TCP.

2.4 Conveying Information

The congestion pricing marking policy fits easily with the current ECN protocol proposals, although
further work is needed to understand whether allowing more than one bit of information would be
beneficial. It is not clear whether restricting the signal to a binary indication would have much of an
impact from a control viewpoint. In a properly run network, where capacity is well matched to both
demand and charges, congestion should be relatively rare, so that the probability of incurring marks at
a number of resources rather than one will be small. But then there are examples in current standards
where restricting a flag to a single bit has caused enormous problems, particularly with QoS.

2.4.1 Pricing and charging

It has to be emphasised that congestion prices even if translated directly into charges would only be
part of the charges. In economic terms they make sense if they reflect marginal expansion costs, whereas
other costs such as fixed infrastructure costs are usually recovered in other ways, such as by subscription
or flat fee. However if the congestion prices are immaterial to the user (purely fictitious) then there is
no incentive for the user to react.

2.4.2 Legacy issues and TCP

A class of flow control schemes can be constructed that has most of the features of TCP (for example
sliding windows, RTT estimation, time-outs etc) but reacting to a Congestion Price ECN signal rather
than packet loss or ECN based on a EPD or RED type strategy. The appropriate reaction can then
be a small reduction rather than a halving of the current window. Standard TCP with and without
SACK and ECN options can coexist along side such schemes although non-ECN TCP streams will
typically incur higher charges (for a given throughput) than flows (including TCP) which react to the
ECN signals.

3 Aggregates
Single channel adaptation algorithms based on reacting to signals from Congestion Price ECN have

been discussed as background. Our observation is that once such a scheme is implemented, we can start
to consider new options for how we might use the scheme for aggregates of traffic flows.



3.1 The Network View

We first consider an aggregate flow of packets through an IP cloud between what the IP layer considers
to be two end systems. That is, a router sees a sequence of packets between an IP source/destination pair
which represent multiple, possibly related, channels at the transport or even network layer. For example:
web traffic composed of multiple concurrent HT'TP requests; a multimedia application composed of a
TCP control channel and audio/video data transfer using RTP /UDP; or the sequence of packets between
the end points of a VPN tunnel.

Previously, and perhaps particularly within the ATM community, it has been suggested that the
network might be made aware of such inter-channel relationships and make discard decisions based
on some user signalled preference. There are three difficult issues with this approach: complexity,
flexibility and feasibility. The complexity is in the implications for the network in both the control and
data planes. Without resorting to active networks, the flexibility would be restricted to some predefined
set of functions. The feasibility issue arises from security, since if the encryption of a VPN tunnel is
doing its job, the network is not able to identify the individual streams.

We instead place the onus on the IP end-system. Consider the simple example of a set of (V) unicast
channels composing an aggregate. We could treat the utility functions for these channels as indepen-
dent, and react to ECN indications on a per channel basis; or we could consider the N-dimensional
surface generated by the functions and react to ECN signals by traversing the surface. The arguments
proceeding for single channel utility curves and Congestion Price ECN, can continue to be applied -
that provided the “Utility Surface” is concave, we can still proceed to find the user and social optimum
if the price is right (see the Appendix).

The main implication for the network is that the IP layer at the destination host (or VPN terminus)
can return ECN events to a source in any IP packet that is going back that way, independent of the
higher layer channel on which it arrived. It is the job of the source host IP layer to ensure that some
higher layer channel reacts — a simple, effective and draconian strategy would be to implement a per
destination rate control at the IP layer — indeed perhaps it becomes the default “backstop” policy. In
any case the ECN function becomes one that can be solely implemented at the network layer.

3.2 The Host View

Viewing the channels between a source/destination pair as an aggregate, we can consider the wider
issued of maximizing the utility of the aggregate, rather than simply maximizing the utility of each
individual stream.

Using the earlier example of a multimedia application with a triplet of channels for control, audio
and video, the application utility function might be maximised by reacting to a congestion event on the
audio channel by reducing the load offered by the video channel.

Likewise for the VPN tunnel; the simplest solution to ECN experienced on a VPN link would be
to move the congestion notification indication from the header of the encapsulating packet to that of
the encapsulated packet just after decryption. This closely mirrors the behaviour we would expect
today where packet loss on the VPN link is (often) packet loss to the encapsulated stream. However, as
with our application example above, the option of passing the congestion event to a different channel
in the encapsulated aggregate might be considered. That is, from the congestion point of view, the
tunnel access point could implement a reaction policy that is dictated by some multidimensional utility
function as long as the concavity constraint is maintained.

As this point we can contemplate policies based on any number of input parameters: services,
port numbers, protocol types, addresses, user credentials, price constraints, historical data, time, date,
etc, etc. For example, it is clear that in an academic environment, the natural candidate would be a



user-based policy in which all congestion experienced by faculty should be handed off to students.

3.3 The Hard case

Could the approach be extended to the harder case of trading congestion for streams between sets of
source / destination addresses? We would achieve new flexibility if we could. An operating system might
implement a utility function across several applications where the peer hosts for the various applications
are different, the policy based on user preferences and system policy. The richness of policies possible
for the VPN tunnel then become possible for a firewall, proxy or access router.

What we require is to classify source/destination addresses into sets that share congestion points.
Such information might be gathered by access to routing information or more likely by statistical
observation.

We reserve further consideration of the hard case for future work!

4 Observations

4.1 Charging

This work is presented in the language of economics. In reality the mechanism used for implementation
of the charging is dependent on the degree of trust and relationship of the network users to the network
operator. Furthermore, while all routers (that might experience congestion) need to implement the
ECN mechanism, it is not necessary to supply each with a mechanism for billing customers.

4.1.1 Intranet Charging

An obvious solution, and one that follows the same philosophy as TCP, is to trust the end systems.
An end system is provided with a rate at which it may generate tokens and the right to hold a small
stock of tokens which it can match against incoming congestion events — in effect a “leaky bucket” for
congestion events. Different classes of users (services or people) could be given different token rates and
bucket depths.

4.1.2 Peer Charging

ISPs are starting transfer charging, a practice common place amongst Telcos. It is interesting to note
that capacity charging, which relates to congestion charging, has been mooted by a certain European
regulator as a means for interconnect charging. Congestion pricing on aggregates would be one way to
account for the cost of traffic traversing different domains / AS.

4.1.3 End-user charging

A full implementation, where an end-user is charged, could reflect the Intranet solution where the
end system is charged by the hosting ISP. Encryption suggests that Receiver Pays is a good model,
which circumvents the problem of being unable to identify the user from outside. Transfer charging
mechanisms are then needed to ensure that the Sender or Receiver is ultimately charged.

4.2 Guaranteed Services

How do guaranteed services fit in? One approach places the onus on brokers or agents who effectively
manage the risk; buying a service from the network and incurring congestion prices whilst offering



guaranteed bandwidth to users, and with attempt blocking to assure quality. Gibbens and Kelly [4]
have given some numerical results, which shows how this could work for a service like telephony, with
little additional inefficiency.

One type of guaranteed service might be the traditional “fixed price by access class” service in which
the ISP manages the risk associated with congestion pricing to provide end-users with the simple model
they have come to know, if not love.

5 Experimental Framework

5.1 The Simulator

Prior to widespread deployment, modifications and improvements to Internet protocols have often been
evaluated by simulation using the VINT/LBL network simulator software [13]. This simulator allows
arbitrary network topologies to be specified and provides a run-time environment where protocols can be
compiled and executed as part of the simulator. Many standard protocols (e.g. most TCP variants), have
been re-implemented within the ns framework, together with traffic generators for common workloads
and a suite of analysis tools.

As has previously been discussed, it is hoped that a network supporting congestion-based charging
mechanisms will enable a wide spectrum of protocols with widely divergent goals. History has repeatedly
shown that it is impossible to anticipate all new applications and their demands upon the network
infrastructure. How, then, should one evaluate such networks and protocols?

Conceptually, the problem may be viewed as a multi-user game [9]. From the point of view of the
network provider, it is important to demonstrate the robustness and stability of the charging mechanisms
in face of arbitrarily ingenious attempts to “beat the system”. From a user’s point of view, it should
be possible to use any means at their disposal to achieve their networking aims at minimum cost. One
interesting approach to evaluation of these charging ideas, therefore, is to implement and deploy such
a multi-user game on the Internet, and challenge would-be protocol designers to demonstrate their
cunning.

The Statistical Laboratory, Cambridge has implemented a network simulator as a Java Applet [19]
which allows strategies (also written in Java) to be dynamically linked with the simulator and executed
simultaneously. However, this simulator has limited richness of topology and is restricted to a slotted
model of time. The necessity for all players of the game to submit their code to be linked with the
simulator also has a number of practical disadvantages: the code of the strategies may simply not
compile cleanly or execute properly, and players must effectively divulge their algorithms in order to
compete.

The simulator we have implemented is a conventional continuous-time discrete event simulator,
supporting complex network topologies and behaviours along the lines of ns, but which also allows a
number of remote clients to participate in the simulation and compete to achieve a specified objective.
Clients (players) connect to the simulator using a TCP stream and inject packets into the simulated
network using a simple ASCII protocol. Charging indications are propagated through the simulated
network (using an ECN-like mechanism) and may be returned to the clients along the same TCP
connection.

The above architecture allows network strategies to be implemented using whatever programming
language, external knowledge and computing resources are best suited to the job (anything from a user
typing at a telnet prompt to a supercomputer running mathematical modelling software). It also does
not preclude syndicates of players collaborating to gain an ‘unfair’ advantage.

At a practical level, the simulator and players execute an NTP-like algorithm in an attempt to
maintain an approximately uniform and monotonic view of the current simulation time. The simulator



periodically adjusts the rate of passage of simulation time with respect to wall-clock time such that
most players and the simulator itself can ‘keep up’. As with most multi-player network games, it has
been carefully designed such that it is not forced to run in lock-step with the slowest player.

The simulator itself is written in C++ and allows the simulated network and various game objectives
to be specified in a textual description file. The behaviour of nodes and links in the network may be
selected from a precompiled set of queuing, scheduling, routing and charging classes?. For convenience, a
simple C++ client run-time has also been implemented which hides the subtleties of the simulation time
rate adjustment mechanisms from the protocol designer. This allows implementation of protocols in a
more familiar environment providing the equivalent of timers, receive interrupts and a packet transmit
method. A similar run-time is planned for Java.

Events from each node of the simulated network are logged to the file system for post-processing, in
a format that allows us to leverage many of the VINT/LBL analysis tools, e.g. nam.

Several protocols have been implemented so far including CBR, random background traffic patterns
and TCP variants which include the old and the new: go-back-N, SACK, ECN, and our own Willingness-
To-Pay. Preliminary results from these protocols are presented below.

5.2 Implementating a Willingness to Pay Strategy

A Willingness-To-Pay strategy can be described by the differential equation (9), which summarises how
the protocol should react to network feedback by adapting its rate x(¢). However, there are the usual
practical issues that need to be resolved before it can be tested or implemented in a real network or in
the network simulator.

For example, when should updating occur? Two natural solutions are:

1. Updating at regular (small) time intervals. The interval could be a design option (e.g. every 100
or 500 ms) or dynamically adjusted as part of the strategy. This may be natural for a streaming
protocol not requiring retransmissions.

2. Updating on receipt of an ACK. This is reminiscent of TCP, and indeed it is in principle straight-
forward to adapt the TCP sliding window schemes to such a strategy. Measures have to be taken
to deal with loss of packets, which (beside requiring retransmission) could result in a feedback
signal being lost for a period of time. Therefore, RTT measurements and an RTO timer (similar
to those currently used in TCP) should preferably also be included in the protocol.

Another question concerns the choice of the variables x and z(0), the initial rate. Too large a s can
cause instability, whereas too small a x results in an unresponsive source. A “good” choice will be a
function of the network topology (e.g. the RT'T). Enhancing the strategy to allow for an adaptive s can
allow faster convergence to the equilibrium operating point when network conditions change.

Choosing an initial rate z(0) is only a problem for short-lived connections, or those which have too
small a value of k. A high value (relative to the overall network load) could result in a high cost to the
user, though the starting condition should make little difference provided reasonable transfer times. A
risk-averse user could start with a very small initial load, while a risk-prone user could start with w,.

Some randomness, whether in starting values or updating intervals, has a beneficial effect in avoiding
periodic behaviour.

5.3 Marking Strategies

In section 2.2.1 we outlined a strategy based on marking all packets arriving between the start of a busy
period and the last lost packet in that period. However, this cannot be implemented directly; when

2 Additional classes may easily be added at compile time.



a busy period starts we do not know whether the period will lead to a packet loss, in which case we
should mark packets immediately, or whether the queue will empty first with no lost packets, meaning
we should mark nothing. We will not know which of these events is happening until after some of these
packets have left the queue, by which time it is too late to mark them. How to deal with this is an open
issue, although on a statistical basis, it is sufficient merely to mark the right number of packets.

One approach, which has worked well in simulations, is to keep a running counter of the number of
packets that should be marked, and as soon as a loss event occurs start marking from there until the right
number have been marked. An alternative is to set a threshold, much like RED, but probabilistically
mark packets in the queue once this threshold is exceeded. Yet another approach is to run a virtual
queue with reduced rate and capacity and mark according to this.

We consider it a merit that the detailed choice of strategy is left for the router designer.

6 Results

ECN Router

Q=20, M=16 80pps, 100ms

100 pps, 10ms

Figure 1: Network Configuration

6.1 Experimental Setup

All of the experiments described below were performed using the simulated network topology shown in
figure 1. The router of interest has 10 input links of 100 1.5k packets per second and 10ms latency, and
a single bottleneck output link of rate 80pps and latency 100ms. All streams are terminated at the end
of this link, since additional hops after the bottleneck would merely increase the RTT slightly and are
thus of no significant interest.

The output queue for the bottleneck link has capacity for up to 20 packets, and is configured to
mark all packets in the queue whenever the queue length exceeds a threshold of 80%. Packets from
non-ECN flows are discarded on arrival if the queue is above this threshold.

6.2 Validation Using Standard Protocols

Two initial validation experiments were performed using a conventional TCP supporting selective ac-
knowlegements (SACK), both with and without ECN. A single source attempts to transfer an infinite
amount of data to a fast sink for 120 seconds. The first 5 seconds of the TCP sequence number plots are
shown in figure 2. The proportion of packets reaching the destination, goodput, sustained bandwidth
and cost incurred are also tabulated. From this initial work, the behaviour of TCP in our distributed
simulation environment exhibits realistic qualitative behaviour — further work and control studies would
be required before we would make any significant claims on the accuracy of the absolute quantitative
results.
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The bottleneck link bandwidths are plotted in figure 5, together with tables summarising the good-
put, bandwidth and cost for each stream. As expected, the achieved bandwidth for the WTP streams

Eight such sources were configured with different values of the parameter w (i.e. “Willingness-To-
Pay”) and x = 0.1. Figure 3 shows the nominal transmit rate of each stream and the achieved share of
is proportional to the incurred cost, and the cost incurred is w * 120—i.e. a rate of w marks per second.

the bottleneck link bandwidth. Note that the link share is clearly proportional to w.

For the next experiments, a conventional TCP was modified to ignore the congestion window and instead
(i.e. selective acknowledgements, fast retransmits, etc.).

transmit at a rate determined according to equation (9). This rate was updated for every ACK received
and on every retransmit timeout. The retransmit and acknowledgement behaviour were left unmodified

The previous experiment was repeated with the addition of a single conventional TCP
to compare the relative aggressiveness of WTP streams.

6.3 Willingness to Pay

6.4 Compar
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WTP 8 1910 99.7% 99.7% 15.9 952 WTP 8 1824 99.5% 97.%4 14.8 969
Figure 5: WTP(1..8) competes against TCP (left) and TCP+ECN (right).

7 Concluding Remarks
In this paper we have proposed a mechanism for sharing bandwidth between competing streams of

elastic traffic based on a simple feedback signal. These congestion signals can be simply implemented

in a router, and are designed to encourage the end-systems to co-operate. We have outlined a proposed
architecture, and touched on how to relate these pricing signals to real charges. Our aim is to test
the robustness of this scheme via a distributed network simulator, and to use this in the context of a
distributed network game to gauge the effectiveness of different user behaviour.

The results so far are encouraging: the simulator has been validated in the sense that standard TCP
variants behave as predicted, and we are starting to obtain insights into new strategies. For example,
simple strategies, such as Willingness to-Pay schemes do indeed give higher bandwidth to those who pay

more, and moreover can co-exist with TCP. It is interesting to note that in our simulations standard
TCP incurs a slightly higher charge for a given throughput; we conjecture that this effect would be
more marked when there are a large number of TCP streams.
We also discussed how marks might be traded off between applications. This is an area we plan
to explore by simulation, alongside more comprehensive scenarios. The software for the simulator will
12



shortly be released, and used as the basis for a sequence of distributed experiments conducted as a
network game.
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Appendix

Outline proofs are given below. To fully complete the proof requires use of appropriate Kuhn-Tucker
conditions in cases when the optimal point is on the boundary rather than at an interior point.

A.1 Convergence

Suppose that user r uses the updating equation

Lt = e | e (O UL (@ (8) — 20 () (5 (8 (11)
JET

where y; (t) = ) z, (t) then, provided the Utility function is strictly concave and the Cost function
Jjer

strictly convex, defined over z > 0, then the equilibrium is unique, given by the solution to (3) and all

trajectories converge to it.

Proof. Define the function

=N U (@) =D 0 [ Y w1 (12)
" j

JEs

then under the assumptions on the functions U and C, V¥ is a Lyapunov function for the differential
equation (11), in which case all trajectories converge to the vector x maximising this function (which
will be unique for strictly concave U and strictly convex cost function, and interior to the region), see
[18]. Now

O 5 (@) = U2 (a0 (1))~ " (05 (8 (13)

or
r Jjer

and setting these derivatives to zero gives the maximum. Differentiating with respect to ¢ gives

Su@m) = Y @) L) (1)

= Zl‘%xr (t) UI (zr ( Zp] y; (t (15)

r Jjer
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which is strictly positive except when z is the equilibrium value, hence ¥ is a Lyapunov function, and
the result proved. This proof is adapted from [8], where discussions of speed of convergence can be
found. O

A.2 Mandated Controls

Note that the remarks hold true if a user is mandated to use a certain updating function, subject to
certain conditions. This might be the case is a user or end-system has a restricted choice of flow-control
options. For example, if the derivative of the updating function U is prescribed in equation 11, then
updates are of the form

2, (t) = fir | 20 (8) Fy (27 () — 21 (2) ij (y; (£)) (16)

dt :
VIS

for some fixed concave functions F,.. Now suppose the derivative of F, has a continuous inverse, and
suppose there are some proxy variables w, with associated functions g, satisfying

Fi(z) = pr (17)
Ty = WrgGr (pr)
then there are vectors w = (w,,r € R), x = (z,,7 € R), p = (p,,r € R) such that if w, solves the User

problem, which maximises

Ur (wrgr (pr)) — DrWrgr (pr) over wy, > 0 (18)

then x which evolves according the equation ( 16) also solves the system optimum, given as the solution
which maximises equation (2) (or (12)). In this case the p, are just the sum of the shadow prices along

route r, that is p, = > pj (y;).
JETr
To sketch a proof, in the case when the optimum lies in the interior of the region, equation (16)
converges to the unique equilibrium satisfying

Fi(z) =) i (y)); (19)

JETr
but at the user optimum
UL (2) = ps (20)

and using (17), this is the solution to the System optimum (3).

As simple example, suppose the user has to use the willingness-to-pay algorithm described in Section
2.3, with w, log z, = F}, the user optimisation corresponds to a user adapting the willingness to pay
parameter w, over time according to

wy, = 2, U] (z) (21)
or equivalently who is seeking to solve

Maximise U, (“’—) —w, over wy, >0. (22)
pr
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A.3 Correlated feedback

Consider the case where a user has a number of streams which are related, which is equivalent to the
case where “users” are not independent. This could model a multi-media connection. Now a user r may
have a utility function U, (#,) that is a function of several variables. Provided this is a concave function,
the user optimum will still converge to the system optimum, provided that downhill steps are taken,
but now the user can choose to use the extra information to alter the adaptation. For instance steepest
descent or gradient projection methods could be used to change the way the user reacts, which equate to
trading off marks between streams, and altering rates of convergence. By way of illustration, consider
two related streams, and for simplicity assume they use the same set of resources. The component
feedback signals are then

U, (z:)

z
'O

—xz Y pily;) i=1,2 (23)

JEr

which can be scaled in any way to update the vector (z1,x2). Notice that this is equivalent to changing
k; . Marks can also be traded amongst streams, using correlated information to increase reaction speed.
For example using a proportion of stream 2 marks to reduce stream 1, provided this stops when a
boundary or optimum is reached, namely (if the optimum is at an interior point) when

) S i) 4

JETr
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