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Abstract
We describe a new algorithm GUESS-AND-CHECK for comput-
ing algebraic equation invariants. These invariants are of the form
∧ifi(x1, . . . , xn) = 0, where each fi is a polynomial over the
variables x1, . . . , xn of the program. Two novel features of our al-
gorithm are:- (1) it is data driven, that is, invariants are derived from
data generated from concrete executions of the program, and (2) it
is sound and complete, that is, the algorithm terminates with the
correct invariant if it exists.

The GUESS-AND-CHECK algorithm proceeds iteratively in two
phases. The “guess” phase uses linear algebra techniques to effi-
ciently derive a candidate invariant from data. This candidate in-
variant is subsequently validated in a “check” phase. If the check
phase fails to validate the candidate invariant, then the proof of
invalidity is used to generate more data and this is used to find
better candidate invariants in a subsequent guess phase. There-
fore, GUESS-AND-CHECK iteratively invokes the guess and check
phases until it finds the desired invariant. In terms of implemen-
tation, off-the-shelf linear algebra solvers are used to implement
the guess phase, and off-the-shelf decision procedures are used to
implement the check phase.

We have evaluated our technique on a number of benchmark
programs from recent papers on invariant generation. Our results
are encouraging – we are able to efficiently compute algebraic
invariants in all cases.

Keywords Non-linear, loop invariants, verification

1. Introduction
The task of generating loop invariants lies at the heart of any
program verification technique. A wide variety of techniques have
been developed for generating linear invariants, including methods
based on abstract interpretation [12, 23] and constraint solving
[11, 18], among others. The topic has progressed to the point that
techniques for discovering linear loop invariants are included in
industrial strength tools for software reliability [4, 13, 29].

[Copyright notice will appear here once ’preprint’ option is removed.]

Recently, researchers have also applied these techniques to the
generation of non-linear loop invariants [14, 26, 27, 31–33]. These
techniques discover algebraic invariants of the form

∧ifi(x1, . . . , xn) = 0

where each fi is a polynomial in the variables x1, . . . , xn of the
program.

All these techniques can be classified as either correct-by-
construction methods or unsound methods that are based on under-
approximate dynamic analyses. The former are based on heavy
machinery such as Gröbner bases which ensure that the computed
invariants are indeed correct, while the latter are based on efficient
techniques for analyzing program executions but unfortunately can
report incorrect invariants.

In this paper, we address the problem of invariant generation
from a data driven perspective. In particular, we use techniques
from linear algebra to analyze data generated from executions of
a program in order to efficiently “guess” a candidate invariant. This
guessed invariant is subsequently checked for validity via a deci-
sion procedure. Furthermore, we are also able to prove that our
algorithm always terminates with the desired invariant. Our al-
gorithm GUESS-AND-CHECK for generating algebraic invariants
calls these guess and check phases iteratively until it finds the de-
sired invariant – the guess phase is used to compute a candidate
invariant I and the check phase is used to validate that I is indeed
an invariant. Failure to prove that I is an invariant results in coun-
terexamples or more data which are used to refine the guess in the
next iteration.

This guess and check data driven approach for computing in-
variants has a number of advantages:

• Since the objective of the guess phase is to discover a candidate
invariant, it can be made very efficient. Checking whether the
candidate invariant is an invariant is done via a decision proce-
dure. Our belief is that using a decision procedure to check the
validity of candidate invariant can be much more efficient than
using it to infer an actual invariant.

• Since the guess phase operates over data, its complexity is inde-
pendent of the complexity or size of the program. (The amount
of data depends on the number of variables in scope though.)
This is in contrast to approaches based on static analysis, and
therefore it is at least plausible that a data driven approach may
work well even in situations that are difficult for static analysis.

It is also interesting to note that our algorithm is an itera-
tive refinement procedure similar to the counterexample-guided
abstraction refinement (CEGAR) [9] technique used in software

1 2012/9/16



1: assume(x=0 && y=0);
2: while (*) do
3: writelog(x, y);
4: y := y+1;
5: x := x+y;
6: done

Figure 1. Example program 1.

model checking. In CEGAR, we start with an over-approximation
of program behaviors and perform iterative refinement until we
have either found a proof of correctness or a bug. GUESS-AND-
CHECK technique is dual to CEGAR – we start with an under-
approximation of program behaviors and add more behaviors until
we are done. Most techniques for invariant discovery using CE-
GAR like techniques have no termination guarantees. Since we fo-
cus on the language of polynomial equalities for invariants, we are
able to give a termination guarantee for our technique. If a loop has
no non-trivial polynomial equation of a given degree as an invariant
then our procedure will return the trivial invariant true.

Our main contribution is a new sound and complete data driven
algorithm for computing algebraic invariants. In particular, our
technical contributions are:

• We observe that a known algorithm [27] is a suitable fit for our
guessing step. We formally prove that this algorithm computes
a sound under-approximation of the algebraic loop invariant.
That is, if G is the guess or candidate invariant, and I is an
invariant then G ⇒ I . This guess will contain all algebraic
equations constituting the invariants and possibly more spurious
equations.

• We precisely define “data-sufficiency”, that is, when the test
runs are sufficient for our guessing procedure to generate a
sound algebraic invariant.

• We augment our guessing procedure with a decision procedure
to obtain a sound and (relatively) complete algorithm: if the
decision procedure successfully answers the queries made, then
the output is an invariant and we do generate all valid invariants
up to a given degree d.

• We show that the GUESS-AND-CHECK algorithm terminates
after finitely many iterations. We evaluate our technique on
benchmark programs from various papers on generation of al-
gebraic loop invariants and our results are very encouraging—
GUESS-AND-CHECK terminates on all benchmarks in one iter-
ation, that is, our first guess was an actual invariant. As a result,
we were able to obtain invariants using only a few tests.

The remainder of the paper is organized as follows. Section 2
motivates and informally illustrates the GUESS-AND-CHECK algo-
rithm over two example programs. Section 3 introduces the back-
ground for the technical material in the paper. Section 4 presents the
GUESS-AND-CHECK algorithm and also proves its correctness and
termination. Section 6 evaluates our implementation of the GUESS-
AND-CHECK algorithm on several benchmarks for algebraic loop
invariants. Section 7 surveys related work and, finally, Section 8
concludes the paper.

2. Overview of the Technique
Assume we are given a loop L = while B do S with variables
~x = x1, . . . , xn. The initial values of ~x, that is, the possible
values which x1, . . . , xn can take before the loop starts executing
are given by a predicate ϕ(~x). Our goal is to find the strongest
I ≡ ∧ifi(~x) = 0, where each fi is a polynomial defined over
the variables x1, . . . , xn of the program such that ϕ ⇒ I and

1: assume(s=0 && j=k);
2: while (j>0) do
3: writelog(s, i, j, k);
4: (s,j) := (s+i,j-1)
5: done

Figure 2. Example program 2.

{I∧B}S{I}. Any I satisfying these two conditions is an invariant
for L. If we do not impose the condition that we need the strongest
invariant, then the trivial invariant I = true is a valid solution.

Our algorithm has two main phases, the guess phase and the
check phase. The guess phase operates over data generated by
testing the input program in order to guess a candidate invariant.
This candidate invariant is subsequently checked for validity by
the check phase which is just a black box call to an off-the-shelf
decision procedure. The main insight is that the guess phase is used
to quickly guess an invariant which can be checked efficiently by
the check phase. Our hope is that this two phased approach is more
efficient than a single phase correct-by-construction approach that
is the main theme of existing approaches.

We will illustrate our technique over two example programs
shown in Figures 1 and 2 respectively. Our objective is to compute
loop invariants at the loop head of both these programs. Informally,
a loop invariant over-approximates the set of all possible program
states that are possible at a loop head.

First, let us consider the program shown in Figure 1. This
program has a loop (lines 2 – 6) that is non-deterministic. In line
3, we have instrumentation code that writes the program state
(in this case, the values of the variables x and y) to a log file.
Equivalently, we could have added multiple instrumentations: after
line 1 and before line 6. The loop invariant for this program is
I ≡ y + y2 = 2x. Since our approach is data driven, the starting
point is to run the program with test inputs and accumulate the
resulting data in the log. Assume that we run the program with an
input that exercises the loop exactly once. On such an execution,
we obtain a single program state x = 0, y = 0 at line 3. It turns out
that for our technique to work, we need to assume an upper bound
d on the degree of the polynomials that constitute the invariant.
Note that this assumption can be removed by starting with d = 0,
and iteratively incrementing d [31]. This assumption also avoids
rediscovery of implied higher degree invariants. In particular, if
f(~x) = 0 is an invariant, then so is the higher degree polynomial
(f(~x))2 = 0. As a consequence, if d is an upper bound on the
degree of the polynomial, then we might potentially discover both
f(~x) = 0 and (f(~x))2 = 0 as invariants. For this example, we
assume that d = 2, which allows us to exhaustively enumerate
all the monomials over the program variables up to the chosen
degree. For our example, ~α = {1, x, y, y2, x2, xy} is the set of
all monomials over the variables x and y with degree less than or
equal to 2.

Using ~α and the program state x = 0, y = 0, we construct a
data matrix A which is a 1× 6 matrix with one row corresponding
to the program state and six columns, one for each monomial in ~α.
Every entry (1, j) in A represents the value of the jth monomial
over the program. Therefore,

A =
1 x y y2 x2 xy

1 0 0 0 0 0
(1)

As we will see in Section 4.1, we can employ the null space ofA to
compute a candidate invariant I as follows. If {b1, b2, . . . , bk} is a
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basis for the null space of the data matrix A, then

I ≡
k∧

i=1

(bTi



1

x

y

y2

x2

xy


= 0) (2)

is a candidate invariant that under-approximates the actual invari-
ant. The null space of A is defined by the set of basis vectors



0

1

0

0

0

0


,



0

0

1

0

0

0


,



0

0

0

1

0

0


,



0

0

0

0

1

0


,



0

0

0

0

0

1




(3)

Therefore, from Equation 2, we have the candidate invariant

I ≡ x = 0 ∧ y = 0 ∧ x2 = 0 ∧ y2 = 0 ∧ xy = 0 (4)

Next, in the check phase, we check whether I as specified by Equa-
tion 3 is actually an invariant. Abstractly, if L ≡ while B do S is
a loop, then to check if I is a loop invariant, we need to establish
the following conditions:

1. If ϕ is a precondition at the beginning of L, then ϕ⇒ I .

2. Furthermore, executing the loop body S with a state satisfying
I ∧B, always results in a state satisfying the invariant I .

The above checks for validating I are performed by an off-
the-shelf decision procedure [15]. For our example, we first check
whether the precondition at the beginning of the loop implies I:

(x = 0 ∧ y = 0)⇒ (x = 0 ∧ y = 0 ∧ x2 = 0 ∧
y2 = 0 ∧ xy = 0)

This condition is indeed valid, and therefore we check whether
the following condition on the loop body (lines 4–5) also holds
(we obtain the predicate representing the loop body via symbolic
execution [24]):

(x = 0 ∧ y = 0 ∧ x2 = 0 ∧ y2 = 0 ∧ xy = 0

∧y′ = y + 1 ∧ x′ = x+ y′)⇒ (x′ = 0 ∧ y′ = 0

∧x′2 = 0 ∧ y′2 = 0 ∧ x′y′ = 0)

This predicate is not valid, and we obtain a counterexample x′ = 1,
y′ = 1 at line 3 of the program. Let us assume that we generate
more program states at line 3 by executing the loop for 4 iterations.
As a result, we get a data matrix that also includes the row from the
previous data matrix as shown below.

A =

1 x y y2 x2 xy

1 0 0 0 0 0

1 1 1 1 1 1

1 3 2 4 9 36

1 6 3 9 36 18

1 10 4 16 100 40

(5)

It is important to observe fromA that the monomials x2 and xy are
“quickly growing” monomials. In other words, the values of these
monomials increase rapidly with the number of iterations of the

loop (heuristically, from our experiments, we find that these rapidly
increasing monomials are unlikely to play a part in the invariant).
Therefore, we remove them and we show how this is done formally
in Section 4.3. After removing rapidly increasing monomials, we
obtain the following data matrix.

A =

1 x y y2

1 0 0 0

1 1 1 1

1 3 2 4

1 6 3 9

1 10 4 16

(6)

As with the earlier iteration, we require the basis of the null
space of A and this is defined by the singleton set:




0

2

−1
−1


 (7)

Therefore, from Equation 2 and Equation 7, it follows that the
candidate invariant is:

I ≡ 2x− y − y2 = 0 (8)

Now, the conditions that must hold for I to be a loop invariant are:

1. (x = 0 ∧ y = 0)⇒ y + y2 = 2x, and

2. (y+y2 = 2x∧y′ = y+1∧x′ = x+y′)⇒ (y′+y′2 = 2x′)

both of which are deemed to be valid by the check phase, and
therefore I ≡ y + y2 = 2x is the desired loop invariant.

Next, consider the program shown in Figure 2, adapted from [33].
For this program, we want to find the loop invariant I ≡ s =
i(k − j). Let us assume that the upper bound on the degree of
the desired invariant is d = 2. Let ~α be the set of all candidate
monomials with degree less than or equal to 2. Therefore,

~α = {1, s, i, j, k, si, sj, sk, ij, ik, jk, s2, i2, j2, k2} (9)

The number of candidate monomials can be large when compared
to the number of monomials which actually occur in the invariant.
For instance, if the number of variables is 25, and the upper bound
on the degree is 3, then the number of candidate monomials is
around 3300. Note that the algorithms for computing null space
of a matrix are quite efficient and null space of a matrix with 3300
columns can be computed in seconds. Hence we believe that the
guess phase will scale well with the number of variables.

Line 3 appends the program state (in this case, the values of the
variables s, i, j and k) to a log file. Running the program with a
test input i = 0, j = 1, s = 0 and k = 1 results in the following
data matrix A.

A =
1 s i j k . . .

1 0 0 1 1 . . .
(10)

The basis for the null space of this matrix is given by the following
set of vectors:
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



0

1

0

0

0
...


,



0

0

1

0

0
...


,



−1
0

0

1

0
...


,



−1
0

0

0

1
...


, . . .


(11)

This results in the candidate invariant I ≡ s = 0 ∧ i = 0 ∧ j =
1 ∧ k = 1. However, the check (s = 0 ∧ j = k) =⇒ (s =
0 ∧ i = 0 ∧ j = 1 ∧ k = 1) fails and we generate several coun-
terexamples: say s = 0, j = k, and i, k ∈ {1, 2, 3, 4, 5}. These are
25 counterexamples, and we run some tests from these counterex-
amples. Two rows of the data matrixA corresponding to these tests
are shown below:

1 s i j k si sj sk ij ik jk . . .

1 0 3 5 5 0 0 0 15 15 25 . . .

1 3 3 4 5 9 12 15 12 15 20 . . .

(12)

By computing the null space, we obtain the candidate invariant
I ≡ s+ ij = ik.

Next, we check whether I is an invariant by checking the fol-
lowing conditions:

(s = 0 ∧ j = k)⇒ (s+ ij = ik) (13)

(s+ ij = ik∧ j > 0∧ s′ = s+ i∧ j′ = j− 1)⇒ s′ = i(k− j′)
(14)

Both these queries are answered in affirmative, and thus s =
i(k − j) is the desired loop invariant. Note that these constraints
are quite simple: one possible strategy is to just substitute value
of s′ and j′ in the consequent, in terms of s and j, by using
the antecedent. Such simple constraints can be efficiently handled
by the recent optimizations in decision procedures for non-linear
arithmetic [22]. The cost of solving such constraints can be quite
high in general, but we believe that the cost of solving constraints
generated from programs occuring in practice is manageable.

In summary, we have informally described how our technique
works over two example programs with fairly non-trivial algebraic
invariants. Our approach is data driven in that it operates over a
data matrix. This has the advantage that our guess procedure is
independent of the complexity of the program in contrast to ap-
proaches based on static analysis: The guess phase only depends
on the number of variables and not on how the variables are used
in the program. We have also seen how we can heuristically prune
the data matrix in order to avoid processing irrelevant monomials.
Finally, our check procedure employs state-of-the-art decision pro-
cedures for non-linear arithmetic as a blackbox.

3. Preliminaries
We consider programs belonging to the following language of while
programs:

S ::= x:=M | S; S | if B then S else S fi | while B do S

where x is a variable over a countably infinite sort loc of memory
locations, M is an expression, and B is a boolean expression.
Expressions in this language are either of type real or bool.

A monomial α over the variables ~x = x1, . . . xn is a term of
the form α(~x) = xk1

1 xk2
2 . . . xkn

n . The degree of a monomial is∑n
i=1 ki. A polynomial f(x1, . . . , xn) defined over n variables

~x = x1, . . . , xn is a weighted sum of monomials and has the
following form.

f(~x) =
∑
k

wkx
k1
1 xk2

2 . . . xkn
n =

∑
k

wkαk (15)

where αk = xk1
1 xk2

2 . . . xkn
n is a monomial. We are interested in

polynomials over reals, that is, ∀k . wk ∈ R. The degree of a
polynomial is the maximum degree over its constituent monomials:
maxk {degree(αk) | wk 6= 0}.

An algebraic equation is of the form f(~x) = 0, where f is
a polynomial. Given a loop L = while B do S defined over
variables ~x = x1, . . . , xn together with a precondition ϕ, a loop
invariant I is the strongest predicate such that ϕ ⇒ I and {I ∧
B}S{I}. Any predicate I satisfying these two conditions is an
invariant for L. If we do not impose the condition that we need
the strongest invariant, then the trivial predicate I = true is a valid
invariant. In this paper, we will focus on algebraic invariants for a
loop. An algebraic invariant I is of the form ∧ifi(~x) = 0, where
each fi is a polynomial over the variables ~x of the loop.

The next section reviews matrix algebra that is a crucial com-
ponent of our guess-and-check algorithm. The reader is referred to
[21] for an excellent introduction to matrix algebra.

3.1 Matrix Algebra
Let A ∈ Rm×n denote a matrix with m rows and n columns, with
entries from the set of real numbers R. Let x ∈ Rn denote a vector
with n real number entries. Then x denotes an n×1 column matrix.
The vector x can also be represented as a row matrix xT ∈ R1×n,
where T is the matrix transpose operator. In general, the transpose
of a matrix A, denoted AT is obtained by interchanging the rows
and columns of A. That is, ∀A ∈ Rm×n.(AT )ij = Aji. For ex-
ample,

A =

[
1 2 3

4 5 6

]
∈ R2×3, x =

 8

9

10

 ∈ R3 is a vector, and

xT =
[

8 9 10
]
, AT =

 1 4

2 5

3 6

 ∈ R3×2.

Given two matrices A ∈ Rm×n and B ∈ Rn×p, their product is
the matrix C defined as follows:

C = AB ∈ Rm×p

where the element corresponding to the ith row and jth column

Cij =
∑n

k=1AikBkj . If A =

[
1 2 3

4 5 6

]
∈ R2×3, and

B =

 7 8

9 10

11 12

, then C = AB =

[
58 64

139 154

]
.

The inner product of two vectors x and y, denoted 〈x, y〉, is the
product of the matrices corresponding to xT and y which is defined
as:

xT y =

n∑
i=1

xiyi (16)

If x =

 1

2

3

, and y =

 4

5

6

, then the inner product 〈x, y〉 =

32.
Given a matrix A ∈ Rm×n and a vector x ∈ Rn, their product
y = Ax defines a linear combination of the columns of A with
coefficients given by x. Alternatively, for a vector w ∈ Rm, the
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product v = wTA defines a linear combination of the rows of A
with coefficients given by the vector w.

A set of vectors {x1, x2, . . . , xn} is linearly independent if no
vector in this set can be written as a linear combination of the
remaining vectors. Conversely, any vector which can be written as
a linear combination of the remaining vectors is said to be linearly
dependent. Specifically, if

xn =

n−1∑
i=1

αixi (17)

for some {α1, α2, . . . , αn−1}, then xn is said to be linearly de-
pendent on {x1, x2, . . . , xn−1}. Otherwise, it is independent of
{x1, x2, . . . , xn−1}. For example, the set of vectors

 1

3

5

 ,
 2

5

9

 ,
 −39

3




is not linearly independent as −39
3

 = 33

 1

3

5

− 18

 2

5

9

 (18)

The column rank of a matrixA is the largest number of columns
of A that form a linearly independent set. Analogously, the row
rank of a matrix A is the largest number of rows of A that form a
linearly independent set. It can be easily seen that the column rank

of the matrix B =

 1 2 −3
3 5 9

5 9 3

 is 2, and this follows from

Equation 18.
From the fundamental theorem of linear algebra [21], we know
that for every matrix A, its row rank equals its column rank and
is referred to as the rank of the matrix A. Therefore, the rank of the
matrix B above is equal to 2.

The span of a set of vectors {x1, x2, . . . , xn} is the set of
all vectors that can be expressed as a linear combination of
{x1, x2, . . . , xn}. Therefore,

span({x1, x2, . . . , xn}) = {v | v =

n∑
i=1

αixi, αi ∈ R} (19)

If {x1, x2, . . . , xn}, xi ∈ Rn is a set of n linearly indepen-
dent vectors, then span({x1, x2, . . . , xn}) = Rn. Thus, any
vector v ∈ Rn can be written as a linear combination of vec-
tors in the set {x1, x2, . . . , xn}. More generally, for any Q =
span(x1, . . . , xn) ⊆ Rn, if every vector v ∈ Q can be written
as a linear combination of vectors from a linearly independent set
B = {b1, b2, . . . , bk}, and B is minimal, then B forms a basis of
Q, and k is called the dimension of Q.
The range of a matrix A ∈ Rm×n is the span of the columns of A.
That is,

range(A) = {v ∈ Rm | v = Ax, x ∈ Rn} (20)

The dimension of range(A) is also equal to rank(A).
The null space of a matrix A ∈ Rm×n is the set of all vectors that
equal to 0 when multiplied by A. More precisely,

NullSpace(A) = {x ∈ Rn | Ax = 0} (21)

GUESS-AND-CHECK
Input:
– while program L.
– precondition ϕ.
– bound on the degree d.
Returns: A loop invariant I for L.

1: ~x := vars(L)
2: Tests := TestGen(ϕ,L)
3: logfile := 〈〉
4: repeat
5: for ~t ∈ Tests do
6: logfile := logfile :: Execute(L, ~x = ~t)
7: end for
8: A := DataMatrix (logfile , d)
9: B := Basis(NullSpace(A)))

10: if B = ∅ then
11: //No non-trivial algebraic invariant
12: return true
13: end if
14: I := CandidateInvariant(B)
15: (done,~t) := Check (I)
16: if ¬done then
17: Tests := {~t}
18: end if
19: until done
20: return I

Figure 3. GUESS-AND-CHECK computes an algebraic invariant
for an input while program L with a precondition ϕ.

The dimension of NullSpace(A) is called its nullity. For instance,
the matrix

A =


1 2 3 4

5 6 7 8

9 10 11 12

13 14 15 16


has a null space determined by the span of the following set of
vectors: 


2

−3
0

1

 ,


1

−2
1

0




with nullity(A) = 2.
From the fundamental theorem of linear algebra [21], for any

matrix A ∈ Rm×n, we also know the following.

rank(A) + nullity(A) = n (22)

4. The Guess-and-Check Algorithm
The GUESS-AND-CHECK algorithm is described in Figure 3.

The algorithm takes as input a while program L, a precondition
ϕ on the inputs to L, and an upper bound d on the degree of
the desired invariant, and returns an algebraic loop invariant I. If
L = while B do S, then recall that I is the strongest predicate
such that

ϕ⇒ I and {I ∧B}S{I} (23)
As the name suggests, GUESS-AND-CHECK consists of two

phases.

1. Guess phase (lines 5–13): this phase processes the data in the
form of concrete program states at the loop head to compute
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a data matrix, and uses linear algebra techniques to compute a
candidate invariant.

2. Check phase (line 15): this phase uses an off-the-shelf decision
procedure for checking if the candidate invariant computed in
the guess phase is indeed a true invariant (using the conditions
in Equation 23) [22].

The GUESS-AND-CHECK algorithm works as follows. In line
1, ~x represents the input variables of the while program L. The
procedure TestGen is any test generation technique that generates
a set of test inputs Tests each of which satisfy the precondition ϕ.
Alternatively, our technique could also employ an existing test suite
for Tests . The variable logfile maintains a sequence of concrete
program states at the loop head of L. Line 3 initializes logfile to
the empty sequence. Lines 4–19 perform the main computation
of the algorithm. First, the program L is executed over every test
~t ∈ Tests via the call to Execute in line 6. Execute returns a
sequence of program states (variable to value mapping) at the loop
head and this is appended to logfile . Note that this can also include
the states which violate the loop guard. The function DataMatrix
(line 8) constructs a matrix A with one row for every program
state in logfile and one column for every monomial from the set
of all monomials over ~x whose degree is bounded above by d
(as informally illustrated in Section 2). The (i, j)th entry of A is
the value of the jth monomial evaluated over the program state
represented by the ith row.

Next, using off-the-shelf linear algebra solvers, we compute the
basis for the null space ofA in line 9. As we will see in Section 4.1,
Theorem 4.3, the candidate invariant I can be efficiently computed
from A (line 14). If B is empty, then this means that there is no
algebraic equation that the data satisfies and we return true. Other-
wise, the candidate invariant I is given to the checking procedure
Check in line 15. The procedure Check uses off-the-shelf algebraic
techniques [22] to check whether I satisfies the conditions in Equa-
tion 23. If so, then I is an invariant and the procedure terminates
by returning I. Otherwise, Check returns a counter-example in the
form of a test input ~t that explains why I is not an invariant – the
computation is repeated with this new test input ~t, and the process
continues until we have found an invariant. Note that when L is
executed with ~t then the loop guard might evaluate to false. In such
a case, the state reaching just before the loop head is added to the
log. Hence, the size of logfile strictly increases in every iteration.

In summary, the guess and check phases of GUESS-AND-
CHECK operate iteratively, and in each iteration if the actual in-
variant cannot be derived, then the algorithm automatically figures
out the reason for this and corrective measures are taken in the form
of generating more test inputs (this corresponds to the case where
the data generated is insufficient for guessing a sound invariant).

In the next section, we will formally show the correctness of the
GUESS-AND-CHECK algorithm – we prove that it is a sound and
complete algorithm.

4.1 Connections between Null Spaces and Invariants
In the previous section, we have seen how GUESS-AND-CHECK
computes an algebraic invariant over monomials ~α which consists
of all monomials over the variables of the input while program with
degree bounded above by d. The starting point for proving correct-
ness of GUESS-AND-CHECK is the data matrix A as computed in
line 8 of Figure 3. The data matrix A contains one row for every
program state in logfile and one column for every monomial in ~α.
Every entry (i, j) inA is the value of the monomial associated with
column j over the program state associated with row i.

An invariant I ≡ ∧k
i (w

T
i ~α = 0) has the property that for each

wi, 1 ≤ i ≤ k, wT
i aj = 0 for each row aj ∈ Rn ofA =


aT1
aT2
...
aTm


– in other words, Awi = 0. This shows that each wi is a vec-
tor in the null space of the data matrix A. Conversely, any vector
in NullSpace(A) is a reasonable candidate for being a part of an
algebraic invariant.

We make the observation that a candidate invariant will be a
true invariant if the dimension of the space spanned by the set
{wi}1≤i≤k equals nullity(A). We will assume, without loss of
generality, that {wi}1≤i≤k is a linearly independent set. Then,
by definition, the dimension of the space spanned by {wi}1≤i≤k

equals k.
Consider an n-dimensional space where each axis corresponds

to a monomial of ~α. Then the rows of the matrix A are points
in this n-dimensional space. Now assume that wT ~α = 0 is an
invariant, that is, k = 1. This means that all rows aj of A satisfy
wT aj = 0. In particular, the points corresponding to the rows of
A lie on an n − 1 dimensional subspace defined by wT ~α = 0. If
the data or program states generated by the test inputs Tests (line
2 in Figure 3) is insufficient, then A might not have rows spanning
the n − 1 dimensions. Therefore, from Equation 22, we have
n−rank(A) = nullity(A) ≥ 1 if the invariant is a single algebraic
equation. Generalizing this, we can say that nullity(A) is an upper
bound on the number of algebraic equations in the invariant. The
following lemmas and theorem formalize this intuition.

Lemma 4.1 (Null space under-approximates invariant). If∧k
iw

T
i ~α =

0 is an invariant, and A is the data matrix, then all wi lie in
NullSpace(A).

Proof. This follows from the fact that for every wi, 1 ≤ i ≤ k,
Awi = 0.

Therefore, the null space of the data matrix A gives us the
subspace in which the invariants lie. In particular, if we arrange
the vectors which form the basis for NullSpace(A) as columns in
a matrix V , then range(V ) defines the space of invariants.

Lemma 4.2. If ∧k
i=1w

T
i ~α = 0 is an invariant with the set

{w1, w2, . . . , wk} forming a linearly independent set, A is the
data matrix and nullity(A) = k, then {wi | 1 ≤ i ≤ k} is a basis
for NullSpace(A).

Proof. From Lemma 4.1, we know that wi ∈ NullSpace(A),
1 ≤ i ≤ k. Since {wi | 1 ≤ i ≤ k} is a linearly independent
set of cardinality k, it follows that {wi | 1 ≤ i ≤ k} is also a basis
for NullSpace(A).

Theorem 4.3. If ∧k
i=1w

T
i ~α = 0 is an invariant with the set

{w1, w2, . . . , wk} forming a linearly independent set,A is the data
matrix and nullity(A) = k, then any basis for NullSpace(A)
forms an invariant.

Proof. Let B = [v1 · · · vk] be a matrix with each vi, 1 ≤ i ≤
k being a column vector, and with span({v1, . . . , vk}) equal to
NullSpace(A). That is, {v1, . . . , vk} is a basis for NullSpace(A).
From Lemma 4.1, we know that every wi, 1 ≤ i ≤ k, lies in
span({v1, . . . , vk}). This means that every wi, 1 ≤ i ≤ k, can be
written as follows.

wi = Bui (24)
for some vector ui ∈ Rk. Therefore, if ∧k

j=1v
T
j ~α = 0, from

Equation 24, it follows that wT
i ~α = 0, 1 ≤ i ≤ k.
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From Lemma 4.2, we know that {w1, w2, . . . , wk} form a basis
for NullSpace(A), and therefore every vj , 1 ≤ j ≤ k, can be
written as a linear combination of vectors from {w1, w2, . . . , wk}.
From this, it follows that ∧k

i=1w
T
i ~α = 0 =⇒ vTj ~α = 0 for all

1 ≤ j ≤ k. Thus, ∧k
i=1w

T
i ~α = 0⇔ ∧k

j=1v
T
j ~α = 0.

Theorem 4.3 precisely defines the implementation to the call
CandidateInvariant in line 14 of algorithm GUESS-AND-CHECK.
Furthermore, Theorem 4.3 also states that we need to have enough
data represented by the data matrix A so that nullity(A) equals
k, the dimension of the space spanned by {wi}1≤i≤k. If this is in-
deed the case, then I ≡ ∧k

j=1w
T
j ~α = 0 will be an invariant. On the

other hand, if the data is not enough, then Lemma 4.1 guarantees
that the candidate invariant I is a sound under-approximation of
the loop invariant. If the null space is zero-dimensional, then only
the trivial invariant true constitutes an invariant over conjunction
of polymonial equations that has degree less than equal d.

The question of how much data must be generated in order to
attain nullity(A) = k is an empirical one. In our experiments, we
were able to generate invariants using a relatively small data matrix
for various benchmarks from the literature.

4.2 Check Candidate Invariants
Computing the null space of the data matrix provides us a way for
proposing candidate invariants. The candidates are complete; they
do not miss any algebraic equations. But they might be unsound.
They might contain spurious equations. To obtain soundness, we
will use a decision procedure analogous to the technique proposed
in [35].

Theorem 4.4 (Soundness). If the algorithm GUESS-AND-CHECK
terminates and the underlying decision procedure for checking
candidate invariants Check is sound, then it returns an invariant.

Proof. Using Lemma 4.1, we know that the candidate invariant
always under-approximates the true loop invariant. Using the fact
that the variable done is assigned true iff the candidate I is an
invariant, the result is immediate.

Next, we prove that the algorithm GUESS-AND-CHECK terminates.

Theorem 4.5 (Termination). If the underlying decision procedure
Check is sound and complete, then the algorithm GUESS-AND-
CHECK will terminate after at most n iterations, where n is the
total number of monomials whose degree is bounded by d.

Proof. Let A ∈ Rm×n be the data matrix computed in line 8 in
the GUESS-AND-CHECK algorithm. If the candidate invariant I
computed in line 14 of Figure 3 is an invariant (that is, done =
true), then GUESS-AND-CHECK terminates.

Therefore, let us assume that I is not an invariant, and let ~t be
the test or counterexample that violates the candidate invariant as
computed in line 15 of the algorithm. As a result, GUESS-AND-
CHECK adds ~t to A – call the resulting matrix Â. By construction,
we also know that ~t 6∈ range(AT ). Therefore, it follows that
rank(Â) = rank(A) + 1. More generally, adding a counter-
example to the data matrix A necessarily increases its rank by 1.
From Equation 22, we know that the rank of A is bounded above
by n, which implies that GUESS-AND-CHECK will terminate in at
most n iterations.

The next subsection describes a heuristic to remove unnecessary
higher degree monomials which results in smaller data matrices,
and therefore offers greater scalability.

1: (x,y,i) := (1,z,0)
2: assume(s=0 && j=k);
3: while(i<n)
4: (x,y,i) := (x*z+1,y*z,i+1)

Figure 4. Counterexample to the heuristic in Section 4.3.

4.3 Removing higher degree monomials
Consider a situation in which we are interested in the invariant
z = y3 ∧ x = z2, and the bound on the degree of the desired
loop invariant is d = 3. Since GUESS-AND-CHECK will consider
all possible monomials of degree less than or equal to d, it will also
consider the monomial α ≡ x3. As a result, we have α = y18 and
this high degree monomial is unlikely to be a part of the invariant
when d = 3.

In order to avoid such monomials with an “implicit” high de-
gree, we make a slight modification to the definition of the data
matrix A used by the GUESS-AND-CHECK algorithm. We add a
column (without loss of generality, let this be the last column) to
A representing an additional ghost variable ι. This ghost variable
ι plays the role of a loop counter in the while program. Therefore,
the value of ι is also part of the program state and is added to logfile
in line 6 of Figure 3.

Using the value of the ghost variable ι, we can discard monomi-
als which grow at a rate ω(ιd) with the number of loop iterations.
It should be noted that this heuristic does not always apply. For
instance, consider two variables which grow very quickly with re-
spect to the loop counter but have a linear relationship with each
other. Discarding monomials corresponding to these quickly grow-
ing variables might result in missing a lower degree invariant. For
example, consider the program of Fig. 4 adapted from [26]. This
program has the loop invariant x(z-1)=y-1. If we let the upper
bound on the degree d = 2, then x and y grow at a rate much
greater than ι2. But we cannot discard the monomials formed from
x and y if we want to get the desired invariant. Hence this heuristic
can decrese the precision: if the invariant contains a monomial α
which we discarded then we will obtain a weaker invariant which
does not contain α. Soundness and termination are unaffected.

If this heuristic is applicable, then we will discard the columns
of the data matrix A corresponding to the monomials which grow
at a rate ω(ιd). Note that it is important to discard these quickly
growing monomials from an implementation standpoint as well.
For our example, when we execute the loop for generatingA,αwill
take the values y18. This will quickly overflow finite bit numbers
and will not allow us to obtain meaningful data.

We will now describe a simple technique for identifying and
eliminating quickly growing monomials from the data matrix A.
We modify the definition of the data matrix A such that its last
column (in this case, the nth column) maintains the value of the
ghost loop counter ι for every program state corresponding to a
row of A. For every monomial αj ∈ ~α, we consider the tuples
{(log(ι(k)), log(αj(k))) | 1 ≤ k ≤ m}, where ι(k) denotes the
value of ι in kth row or program state in the data matrix A. If we
plot these points in R2, then the slope of the line passing through
these points reflects the rate of growth of αj with respect to the
loop counter. For example, if y is a loop counter and z = y3 is a
loop invariant, then the monomial α = z2 will produce a line of
slope 6. The best fit line passing through a set of points in R2 can
be easily obtained using standard linear algebra techniques [37].

Next, from A, we discard the columns corresponding to the
ghost variable and the monomials which give a line of slope more
than d in the log-log plot and the rest of the computation proceeds
as described by the algorithm GUESS-AND-CHECK.
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1: (i,a[0]) = (0,0);
2: while (i < n) do
3: i := i+1;
4: a[i] := a[i-1]+1;
5: done
6: assert(a[n] == n);

Figure 5. Example with arrays.

5. Discussion
An interesting question is whether the algorithm GUESS-AND-
CHECK generalizes to richer theories beyond polynomial arith-
metic. This is indeed possible and entails careful design of the rep-
resentation of data. For instance, if we want to infer invariants in
the theory of linear arithmetic and arrays, we can have an addi-
tional column in the data matrix for values obtained from arrays.
Similarly, we can have a variable which stores the value returned
from an uninterpreted function and assign it a column in the data
matrix. So it is possible to use our technique to infer conjunction
of equalities in richer theories too if we know the constituents of
the invariants. This is analogous to invariant generation techniques
based on templates [11, 33].

In order to illustrate how the GUESS-AND-CHECK technique
would work for programs with arrays, consider the example pro-
gram shown in Figure 5. We want to prove that the assertion in line
6 holds for all inputs to the program. Assume that we log the val-
ues of a[i] and i after every iteration and that the degree bound is
d = 1. The data matrix that GUESS-AND-CHECK constructs will
have two columns and let us assume that we run a single test with
input n = 10 which results in the data matrix rows correspond-
ing to program states induced by this input at the loop head in the
program as shown below.

A =

i a[i]

0 0

1 1

2 2

3 3

4 4

5 5

6 6

7 7

8 8

9 9

(25)

The null space of A is defined by the basis vector B = [1,−1]T ,
and therefore we obtain the invariant a[i] = i which is sufficient to
prove that the assertion holds.

Our approach of using a dynamic analysis technique to generate
data in the form of concrete program states and augmenting it with
a decision procedure to obtain a sound technique is a general one.
Sharma et al. [35] use a similar idea for computing interpolants.
We can also take the method for discovering array invariants or
polynomial inequalities of [27] and extend it to a sound procedure
in a similar fashion.

6. Experimental Evaluation
We evaluate the GUESS-AND-CHECK algorithm on a number of
benchmarks from the literature on generation of algebraic invari-
ants [31–33]. All experiments were performed on a 2.5GHz Intel
i5 processor system with 4 GB RAM running Ubuntu 10.04 LTS.

Benchmarks The benchmarks over which we evaluated the
GUESS-AND-CHECK algorithm are from a number of recent re-
search papers on inferring algebraic invariants. These are shown
in the first column of Table 1. The first three programs are bench-
marks from [33]. The first program, Mul2, multiplies two numbers
by repeated addition. The second program, LCM/GCD, computes the
great common divisor and least common multiple of two numbers.
Div divides two numbers to obtain a quotient and a remainder. The
next two programs are from [31]. Bezout uses extended Euclid’s
algorithm to compute Bezout’s coeffecients. Factor finds a divisor
of a number. The next three programs are examples from [32]. Prod
is a different way of multiplying two numbers. Petter computes
the sum

∑
i i

5. Dijkstra [16] computes least common multiple
and greatest commom divisor of two numbers simultaneously. The
next eight programs are examples in [30]. Cubes computes the
cube of a number. The programs geoReihe1/2/3 compute ge-
ometric sums. The program potSumm1/2/3/4 computes

∑
i i

x,
where x ∈ {0, 1, 2, 3}.

These programs were implemented in C for data generation.
Programs such as potSumm4, Petter, and geoReihe3 required
the removal of higher degree monomials because some of the
monomials overflowed C integers (see Setion. 4.3).

Evaluation Our approach can be desribed as a combination of the
following components:

1. Test case generation engine: Generally, the programs have tests
and we can leverage the existing tests for the purpose of data
generation. If these tests are insufficient then the check phase
can generate new tests.

2. Program instrumentation: We need to add instrumentation to
print the memory state of the program to a log. Standard com-
piler infrastructures like LLVM [8] can facilitate this task.

3. Linear algebra engine: A variety of engines, like SAGE [36]
and MATLAB can compute the null space of a matrix.

4. Loop body to a constraint: This can be considered as a source
to source transformation and tools like HAVOC [5] can compile
programs written in C to SMT-LIB constraints.

5. Theorem prover: This is an off-the-shelf SMT solver which can
reason about non-linear arithmetic [1, 15].

6. Feedback mechanism: We need to extract satisfying assign-
ments from the theorem prover and append them to our data
log. This assumes the completeness of the prover: if the for-
mula is SAT the the prover can return a satisfying assignment.

We now describe our implementation and our experimentat results
of Table. 1.

The second column of Table 1 shows the number of variables in
each benchmark program. The third column shows the upper bound
for the degree of the polynomials in the inferred invariant.

The fourth column shows the number of rows of the data matrix.
The data or tests were generated naively; each input variable was
allowed to take values from 1 to N where N was between 5 and
20 for the experiments. Hence if there were two input variables we
had N2 tests. These tests were executed till termination.

While it is possible to generate tests more intelligently (e.g.,
by generating counterexamples for failed invariants as suggested in
Section 2), using inputs from a very small bounding box demon-
strates the generality of our technique by not tying it to any sym-
bolic execution engine. The fifth column shows the number of al-
gebraic equations in the discovered loop invariant. For most of the
programs, a single algebraic equation was sufficient. The null space
and the basis computations were performed using off-the-shelf lin-
ear algebra algorithms in MATLAB. GUESS-AND-CHECK finds
the same invariants as reported in the earlier papers [30–33]. For
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Name #vars deg Data #and Guess time (sec) Check time (sec) Total time (sec)
Mul2 4 2 75 1 0.0007 0.010 0.0107
LCM/GCD 6 2 329 1 0.004 0.012 0.016
Div 6 2 343 3 0.454 0.134 0.588
Bezout 8 2 362 5 0.765 0.149 0.914
Factor 5 3 100 1 0.002 0.010 0.012
Prod 5 2 84 1 0.0007 0.011 0.0117
Petter 2 6 10 1 0.0003 0.012 0.0123
Dijkstra 6 2 362 1 0.003 0.015 0.018
Cubes 4 3 31 10 0.014 0.062 0.076
geoReihe1 3 2 25 1 0.0003 0.010 0.0103
geoReihe2 3 2 25 1 0.0004 0.017 0.0174
geoReihe3 4 3 125 1 0.001 0.010 0.011
potSumm1 2 1 5 1 0.0002 0.011 0.0112
potSumm2 2 2 5 1 0.0002 0.009 0.0092
potSumm3 2 3 5 1 0.0002 0.012 0.0122
potSumm4 2 4 10 1 0.0002 0.010 0.0102

Table 1. Name is the name of the benchmark; #vars is the number of variables in the benchmark; deg is the user specified maximum possible
degree of the discovered invariant; Data is the number of times the loop under consideration is executed over all tests; #and is the number
of algebraic equalities in the discovered invariant; Guess is the time taken by the guess phase of GUESS-AND-CHECK in seconds. Check is
the time in seconds taken by the check phase of GUESS-AND-CHECK to verify that the candidate invariant is actually an invariant. The last
column represents the total time taken by GUESS-AND-CHECK.

the programs Div and Cubes, the invariants found had some re-
dundancy. For instance, we obtained the following three invariants
for the program Div.

y1 ∗ y3 + y2 ∗ y4 = y3 ∗ x1
x2 ∗ y3 = y2

y1 + x2 ∗ y4 = x1

These invariants are linearly independent. Using the cancellation
laws of multiplication, it can be seen that the third invariant x1 =
y1 + x2 ∗ y4 follows from the other two. Since these algorithms
for computing null spaces operate on raw data, with no knowledge
of what the data represents, they will not be able to remove redun-
dancy caused by more complex axioms of arithmetic, such as those
corresponding to non-linear operations like multiplications and di-
visions. The best they can do to remove redundancy is to ensure
linear independence. Techniques like Gröbner bases can be used
to remove redundancy. Alternatively, a decision procedure can be
used to remove redundant algebraic equations [27]. The time (in
seconds) taken by the guess phase of GUESS-AND-CHECK is re-
ported in the sixth column of Table 1.

The reader might notice that our implementation is significantly
faster when #and equals one. This is due to an implementation
trick. MATLAB provides two algorithms for computing the null
space of a matrix. The first is a numerical algorithm which has been
significantly optimized. The second is an exact algorithm over the
rationals which is comparitively slower. Our implementation first
tries to use the faster numerical algorithm for computing the null
space and the nullity. If the nullity is one, then it is very simple
to obtain a vector in the null space which has all its coordinates
as exact integers from the numerical output. This process is not so
obvious when nullity is more than one. Since we need to supply an
exact predicate to the check step, we use the slow exact algorithm
when the nullity is more than one.

For example, consider the following matrix:

A =

[
1 1

2 2

]

On executing null(A) in MATLAB (the optimized numerical al-
gorithm), we get, within 0.0002 seconds, that the null space is
spanned by the vector [−0.7071, 0.7071]T . From this we can con-
clude that the null space is spanned by the vector [−1, 1]T . On ex-
ecuting null(A,’r’) in MATLAB (the slower exact algorithm),
we get within 0.0007 seconds that the null space is spanned by
[−1, 1]T . Hence using the faster numerical algorithm explains why
our implementation is significantly faster when #and is one.

We used Z3 [15] for checking that the proposed invariants
were actually invariants (implementation of Check procedure in
the GUESS-AND-CHECK algorithm). The theorem prover Z3 im-
plements a new algorithm for deciding satisfiabilty of non-linear
arithmetic constraints [22]. It was able to easily handle the simple
queries made by GUESS-AND-CHECK. This is because once an
invariant has been obtained, the constraint encoding that the invari-
ant is inductive is quite a simple constraint to solve and our naively
generated tests were sufficient to generate an actual invariant. For
programs with nested loops, we generate candidate invariants at all
the loop heads. Then all the invariants are checked. If a counter-
example is obtained then then it generates more data and invariant
computation is repeated. We continue these guess and check iter-
ations till check phase passes for all the loops. For checking the
invariant of outer loop, the inner loop is replaced by its candidate
invariant and a constraint is generated. For checking the inner loop,
the invariant of the outer loopis used to compute a pre-condition. Fi-
nally, the time taken by GUESS-AND-CHECK on these benchmarks
is comparable to state-of-the-art correct-by-construction invariant
generation techniques [7]. Since these benchmarks are small and
time taken by both our technique and [7] is less than a second on
these programs, a comparison of run times makes little sense. See
Setion. 7 for a more detailed comparison with the previous work.
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We leave the collection of a hard benchmark suite for algebraic
invariant generation tools as future work.

7. Related Work
We now place the GUESS-AND-CHECK algorithm in the context
of existing work on discovering algebraic loop invariants. Sankara-
narayanan et al. [33] describe a constraint based technique that uses
user-defined templates for computing algebraic invariants. Their
objective is to find an instantiation of these templates that satisfies
the constraints and this corresponds to an invariant. The constraints
that they use contains quantifiers and therefore the cost of solving
them is quite high.

Müller-Olm et al. [10, 26] define an abstract interpretation based
technique which is sound and generates all possible algebraic in-
variants which can be obtained by combination of user provided
monomials. Rodrı́guez-Carbonell et al. [31] also describe an ab-
stract interpretation based technique for discovering algebraic in-
variants. In order to ensure termination, they rely on a widening
operator which is precise enough to generate all invariants whose
degree is bounded by a user defined constant. They also empiri-
cally evaluate their technique which works very well on a number
of small benchmark programs. The same authors, in subsequent
work [32], under some technical assumptions on program syntax,
provide a fully automatic, sound, complete, and terminating algo-
rithm, which was later extended by Kovács [25]..

All of the above mentioned techniques require the heavy tech-
nical machinery of Gröbner bases [14] and require restrictions on
program syntax, some of which are quite technical, in order to
achieve soundness. Recently, Nguyen et al. [27] have proposed a
dynamic analysis for inference of candidate invariants. They do not
provide any formal characterization of the output of their algorithm
and do not prove any soundness or completeness theorems. Their
technique has reasonable running time and assumes an upper bound
on the degree as input. As noted in [27], our approach can also take
advantage of the number of approaches on test case generation de-
veloped specifically for the purpose of dynamic invariant genera-
tion [19, 20, 38].

More recently, Cachera et al. [7] have extended the work of
Müller-Olm et al. [26] to provide an abstract interpretation based
algorithm which handles a richer but still somewhat restricted pro-
gram syntax and achieves a fixpoint in one iteration as opposed to
an unknown number of iterations of [26]. Their approach has rea-
sonable running time and requires the degree as input. In contrast,
our technique does not require any restriction on program syntax
explicitly. We shift the burden of checking an invariant to a deci-
sion procedure [22]. In other words, we can handle any program
which our decision procedure can handle. This allows us to handle
programs with say division and modulo operations, which no exist-
ing abstract interpretation based technique is capable of handling:
Cachera et al. removed these operators manually [7]. The sound-
ness and completeness of our algorithm follows from the soundness
and completeness of the underlying decision procedure. Moreover,
together with these theoretical guarantees, our technique has been
implemented and evaluated over a number of benchmarks with en-
couraging results.

Our technique is related to two more pieces of work. Bagnara
et al. [3] introduce new variables for monomials and generate
linear invariants over them by abstract interpretation. Amato et
al. [2] analyze data from program executions to tune their abstract
interpretation

The Daikon tool [17] generates likely invariants from tests and
templates. Our approach is similar in that it is also based on ana-
lyzing data from tests. Furthermore, Daikon does not provide any
formal guarantees such as soundness and completeness over the in-
variants it generates. In the context of Daikon, it is interesting to

note from [28] that very few test cases suffice for invariant gener-
ation. Indeed, this has been our experience with the GUESS-AND-
CHECK as well.

In contrast to all the other techniques which fall into the cate-
gory of “correct by construction” techniques, the guessing phase
of the GUESS-AND-CHECK algorithm will not miss any invariant
but can produce spurious ones. The spurious invariants can be re-
moved by running more tests, or in a more systematic fashion by
using a decision procedure. Assuming the decision procedure can
handle queries which encode the text of the program as constraints,
we can get rid of these spurious algebraic equations. Since reason-
ing about non-linear arithmetic is a hard problem in general, our
checking procedure has a high complexity, but as our experiments
indicate, the hard cases happen rarely in practice. In contrast to the
technique in [33] where the constraint solver solves synthesis con-
straints for invariant inference, the check phase of our algorithm
constructs constraints for verifying whether the given candidate in-
variant is actually an invariant. These constraints are much simpler
than the ones for directly synthesizing invariants which reduces the
load on the decision procedure and thus makes the GUESS-AND-
CHECK approach very efficient in practice.

Recently, we have proposed another guess-and-check technique
for program verification [34]. The proofs computed by this tech-
nique can contain arbitrary boolean combinations of linear and non-
linear inequalities. However, unlike the approach presented in this
paper, the guess phase of the algorithm presented in [34] is nei-
ther sound nor complete, and is based on probably approximately
correct (PAC) learning [6].

8. Conclusion
We have presented the first data driven GUESS-AND-CHECK for
discovering algebraic equation invariants that is sound and com-
plete. We use linear algebra techniques to guess an invariant from
the data generated from program runs, and use decision procedures
for non-linear arithmetic to validate these candidate invariants.

We are also able to formally prove that the guessed invariant is
an under-approximation to the actual invariant (soundness), as well
as show that GUESS-AND-CHECK will eventually terminate with
the correct invariant (completeness). Thus, the key novelty of the
GUESS-AND-CHECK approach is the data driven analysis together
with formal guarantees of soundness and completeness. We have
also informally shown how our approach can be extended to more
expressive theories such as arrays.

We have also implemented the GUESS-AND-CHECK algorithm
and evaluated it on a number of benchmarks from recent papers on
invariant generation and our results are encouraging. Future work
includes incorporating the GUESS-AND-CHECK algorithm into a
mainstream program verification engine.
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