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White House To Announce IT-Powered Smart Grid

Posted by samzenpus on Sunday June 12, @03:459PK

from the future-power dept. l;il

FizzaMawaz writes

"On Monday, the Obama administration is preparing announce the next steps that the US will take to build

its 21st century electric grid, and IT is expected to play a big part in the plans. The White House is hosting a
90-minute media event called ‘Building the 21st Century Electric Gnid' and is releasing a new report on what it
will take for lawmakers and the private sector to come together to solve this aspect of the energy challenge.”

Read the 186 comments W it news power
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The new energy landscape (I)
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The new energy landscape (II)

Renewables:
— Unpredictable yield over time
— Electric cars = heavy load to shift
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— East Denmark (500 MVW)
— 15 MW wind farm upscaled to 500 MW m
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The new energy landscape (lll)

Smart metering: increase efficiency
— Better feedback to users through fine grained 15-30 min readings
— Time of use billing (you pay for when you consume)
— Remote readings, monitoring, change of tariff, disconnection (competition)
— Integrate renewable micro-generation
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http://energypriorities.com/entries/2006/02/pse_tou_amr_case.php
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Key changes for electricity
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Current metering Smart metering

« Manual reads  Remote reads

* One read every  Reads every
Y4 year to 1 month 15-30 minutes

(+ easy to switch supplier,
different tariffs, pre-paid, in-
house display, remote
disconnection)
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What is smart metering?
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Electricity readings per %2 hour
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Display
Meter Utility
(Electricity, time) \ Provider / —
(Gas, time) e
H ‘ Payment a
Policy

Dynamic rates per %2 hour
Fixed plan of rates

(Non-linear rates -- taxation)
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Smart-grid for electricity

 USA: Energy Independence and Security Act of 2007
— American Recovery and Reinvestment Act (2009, $4.5bn)

« EU: Directive 2009/72/EC
« UK: deployment of 47 million smart meters by 2020

BUT:

“The Dutch First Chamber considers the mandatory nature
of smart metering as an unacceptable infringement of
citizens’ privacy and security”
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Privacy Issues

Meter readings are sensitive:

+ Were you in last night? You do like watching TV don’t you? Another ready meal in the
microwave? Has your boyfriend moved in?

Home Energy
Data Over Time

Large. distinctive
spike facilitates
load
identification

Period of low activity
(except for automated
devices) suggests absence

\ : 'lk\/\/\,w\/\/&

s/

D

Identical spikes at the same time each day could reveal
personal habit

More issues ...
— Proposed centralised routing / database (?) of readings (UK)
— Mandatory to receive service

— Ability to switch off / switch to prepaid meters Toward Technological Defenses Against Load
Monitoring Techniques
Thomas Nicol, Student Member, IEEE,

Thomas J. Overbye, Fellow, IEEE
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Smart meters could b
authorities to monitor

By Alastair Jamieson
Published: 10:30AM BST

Comments

F

Smart meters will eliminate the
Photo: Getty Images

The devices, which the gt
also tell energy firms whe
companies to target cust

Privacy campaigners hav
two million homes have '
record how much residen

US Energy Department in smart grid privacy warning 2 % B
Al Its biggest question is control over third-party access to consumer J
energy usage data
By Jaikumi 4/2 R
6 Privacy concerns scotch Smart Meters plan in
— oot : veral data
s Holland 3 new US
i
the Back at the beginning of December, | wrote
a piece and spoke on the radio regarding Ed use of
We Miliband’s announcement that the e
imp government would soon be rolling-out Smart Iyears,
and Related C Meters across the UK - and the danger that
Wa yews this posed to the sovereignty of our energy ntial to
Fibre broad gypply and the uncertainties surrounding )
bandwidth

Britai the information that utility companies would
ritain lags X :
broadband now have immediate access to.

MNHS patients will soon be
allowed to view their records
online

However, it said that "because such data can also disclose fairly
detailed information about the behavior and activities of a particular
househaold,” controls needs to be implemented for ensuring the data

Features is collected, used and shared in line with privacy expectations.

CRM market report: the
march of the cloud
Gre Paul Kirkpatrick IT Director

UK St Andrews Healthcare on IT
Transformation

A smart grid basically uses digital technology to transmit, distribute
and deliver power to consumers in a more reliable and efficient
manner than traditional electricity systems.

ARCHIVE

"Home meters” allow two-way wireless communication with utilities - to forecast
demand and charge more at peak times and even switch off individual appliances
remotely.
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Privacy preserving metering: design principles

« Obviously: integrity & privacy (unconditional)

« Keep meters very simple = cheap
— No mobile code
— No knowledge of tariff policy or structure
— No need for smartness
— Low-communication overhead
— Ease of certification

« Agility
— Use any device to compute bills = user control
— Compute arbitrary functions of readings aside bills
— Keep up with changing infrastructure for WAN communications
— Same meter for different utilities or relying parties

End-to-end verifiability

— Bills can be verified, and show to be correct (or incorrect) to
third parties.

B3
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Our approach

(A) Certified readings & policy (B) Proof of bill & verification

N

v

Signed & encrypted electricity
readings per %2 hour

Signed & encrypted readings

Certified Policy 5 UtTt
Meter Shared Dynamic rates per %2 hour / | '_ y
(Electricity, time) ey K (Non-linear rates -- taxation) Provider

Decrypted readings
Do not leave the
user device

Can verify correctness
of computation

without access to

- secret readings!

Certified Bill OO
& Zero-knowledge®

Proof of correctness
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Two flavours of crypto

« Fast Billing protocol:

— Special case: policy is public, and selection of rate independent
of reading.

— Very fast: process 3 weeks of all UK data in 12 days on 1 CPU.

« (Generic protocol:

— Supports any tariff policy that can be expressed as table look-
ups and polynomial splines.

— In theory supports any computation (some faster than others)

« Technical report & other resources:
— http://research.microsoft.com/en-us/projects/privacy in_metering/
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Reveal! Hide!
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ELECTRIC RATE

5.36¢/kWh
MIDDAY

Bill l =2 rate; - Consi

1
e
Provider
Prove
Bill =X rate; - cons; Policy
_ Open’ =2 rate; - open, ; . .
Open Readings P jrate; - open; { -y I21atE; .. )i,
E./{ ... (i cons, open,) ...
Blind Readings Blind readings C; &
[ 1, C,= geonsifopen; )/ (Bill, Open’},,
Verify

(Verify all signatures)
[1. Cratei —= gBill 'hOpen’

ACCEPT or REJECT

Commitments ?:
(1) Hiding (2) Binding
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Why the verification works?

Verify
1. Verify all signatures
2. Check I1. Cratei = ghBill hOpen’
C} = gCOHthopenj

ratej —
17, Gl =
— consj lh openy ratej
= I1; (g “"rh opem) e
— 171 (g COHS]'*I‘&IZ’E]’]I open; *1‘31’8]}

:gz consj *ratej | ¥ open; *ratej

(&)°=g"

Bl

= pBill hOpen® Prove
Bill =X rate; - cons;
Security: binding property of commitments! Open’ = 2 rate; - open;

= cannot find a “fake” bill, open’ that opens to the same commitment
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General computations?

« Fast protocol:

— Linear algebra: Regu]t:ZI. X; - Cons;
* General zero-knowledge proofs:

— Multiplication  Result = x; - cons,

— Lookup:  Result = Table[ cons;]
— Range: Result = Table/ min< cons; < max]

— Polynomial: Result = a cons3+ b cons;

— Any circuit (decompose into gates)
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Really any function!

* Ranges +
polynomials |7
= splines
= any function

DDDDD

000000

00000

* o Or Table[] INPUT| OUTPUT
— NAND ga.te 00 1 g:}o
= any circuit Tl
111 0
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Certified Policy ~=©
Dynamic rates per %2 hour

X N
\\
X

-~ Utility
Certified Bill _
& Zero-knowledge Provider
Proof of correctness

Smart Device (WP7)

Certified Electricity

Personal
readings per %2 hour

Computer
(IE8)

Meter
(Electricity, time)
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Demo!

« My grandmother does not understand crypto!
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How do we know Its secure?

* Proofs & definitions in the UC model
— Abstract functionality defining metering & billing.

— Proof that our protocols are indistinguishable from the abstract
functionality.

— Use of lemmas from standard primitives:
« Commitments, signatures, ZK proofs

» Aspects verified in F# and C (for real meter)
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Fraud detection

Problem:
« US — about 10%
 Brazil Favelas — 60%

Solution:
* Physical
Aggregation
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Aggregation for fraud detection

 Use a feeder meter
for a group of
houses

« Sum all house
readings

« Compare with
feeder meter

Roa >> Ra + Rs + Rc * Readings should be
about the same

How to detect fraud?
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Privacy friendly aggregation
e AIm:

compute sum without
revealing readings.

Re « 2 Phases:

— Distribute keys
— Compute readings



f v (4 ‘, T
a et .
Fl% . ! \ Microsoft

s K X g0 80 ] 00 | -. Research
l;‘ W2 | | 10 &0 a

Privacy friendly aggregation

o AIm:
) compute sum without
Kas Kac Kas Kae Kac Kec revealing readings.
PKa, PKg, PKc PKa, PKg, PKc PKa, PKB, PKc

« 2 Phases:

— Distribute keys
— Compute readings

Group
management
server

1/|/| AN

PKa, PKg, PKc

FEETTTIENARERE
[/
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Privacy friendly aggregation
« Aim:

compute sum without
revealing readings.

Kas Kac Kas Kac Kac Kagc

« 2 Phases:
— Distribute keys
Ca = Ra+ Kas + Kac

— Compute readings
Group \ Cs = Rs - Kas + Kac
ement

manag

server — 1{// Cc = Rc- Kac - Kac

Sum=Ca+Ces+Cc=Ra+Rs+ Rc




Microsoft:

I‘ia 1153 90 oo .. Research
o -

Sum=Ca+Cs + Cc =

Ra +}%I-% + Rs -%-I%m Rc %-%

= Ra+ Rs +Rc
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Security & performance

* Privacy friendly aggregation is possible without revealing
any readings!
— (Proofs of security reduce scheme to DH + Hash)

« Very efficient
— Public keys are 32 bytes
— No public key operations to generate readings
— No communication overhead
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Where next?

« Language & compiler for complex verifiable
computations.

« Automotive applications & metering
— PAYD, LBS, CC, Tax
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Conclusion

Smart metering can be done without violating privacy

Private billing, and other uses of data are possible.
— Side information can be revealed (and is certified) for other uses

— Tariff structure can change as fast as software can be updated on
untrusted machines.

— Fast protocols as fast as uncertified calculations.
— General protocols well within realm of real-time.

Aggregation does not require anyone to know detailed
readings

— Can do real time monitoring and fraud detection with privacy

Paradigm shift: Trustworthy computations in the client domain
for privacy.
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Resources

Technical report & other resources:
http://research.microsoft.com/en-us/projects/privacy in metering/

Alfredo Rial & George Danezis. Privacy-friendly smart metering. Microsoft Research
Technical Report MSR-TR-2010-150. November 19, 2010.

George Danezis, Markulf Kohlweiss, and Alfredo Rial. Differentially Private Billing with
Rebates. Microsoft Research Technical Report MSR-TR-2011-10. February 2011.

Klaus Kursawe, Markulf Kohlweiss, George Danezis. Privacy-friendly Aggregation for
the Smart-grid. Microsoft Research Tech Report, March 2011.

Nikhil Swamy, Juan Chen, Cedric Fournet, Karthikeyan Bharagavan, and Jean Yang.
Security Programming with Refinement Types and Mobile Proofs. Microsoft Research
Technical Report MSR-TR-2010-149. November 2010.
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