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Abstract

When attacking a software system is only as difficult as it is to obtain a vulner-

ability to exploit, the security strength of that system is equivalent to the market

price of such a vulnerability. In this dissertation I show how security strength can be

measured using market means, how these strength measures can be applied to create

models that forecast the security risk facing a system, and how the power of markets

can also be unleashed to increase security strength throughout the software develop-

ment process. In short, I provide the building blocks required for a comprehensive,

quantitative approach to increasing security strength and reducing security risk.

The importance of quantifying security strength and risk continues to grow as indi-

viduals, businesses, and governments become increasingly reliant on software systems.

The security of software deployed to date has suffered because these systems are de-

veloped and released without any meaningful measures of security, causing consumers

to be unable to differentiate stronger software products from weaker ones. Even if we

knew that we could make systems measurably stronger, the lack of accurate security

risk models has blurred our ability to forecast the value to be gained by strengthening

these systems. Without the tools introduced in this dissertation, those of us tasked

with making security decisions have been forced to rely on expert opinion, anecdotal

evidence, and other unproven heuristics.
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Chapter 1

Introduction

How secure is a software system? How secure does a system need to be? By how

much can security be improved by putting safeguards into place?

Those of us who work to secure systems ask these questions in order to evaluate the

efficacy of our security efforts. We seek answers that provide measures of how effective

our security efforts have been in reducing risk, or that forecast the reduction in risk

that we expect from further security efforts. Often this means estimating past values,

and forecasting future values, of such security risk metrics as the frequency of security

incidents or the annual cost of these incidents. To make security decisions we must

use these metrics to gauge how the choices we make will influence the effectiveness of

our security strategies in reducing our security risk.

A general methodology for modelling security risks has proved elusive because the

security of a system is affected not only by our actions, but by the strategic choices

of our adversaries. What’s more, security questions are approached differently when

the answers are to be presented in terms meaningful to these adversaries.

1
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When an adversary asks how secure a system is, his primary concern is most likely

to be either the personal risk to his safety or freedom from attacking the system, or

the difficulty he will face in attempting to subvert or bypass the system’s safeguards.

An adversary will perceive a system with an additional safeguard to be more resilient

to attack only if that safeguard interferes with the plan of attack that would be used

by the adversary in the safeguard’s absence. A system’s security becomes stronger as

more time, effort, or other resources are required to subvert it. From an adversary’s

perspectives, this security strength, in combination with the personal risk of the attack

to the adversary’s reputation, safety, or freedom, are the metrics of interest when

evaluating the security of a prospective target. For example, when using a cost-benefit

analysis to evaluate the attractiveness of a potential target system, that system’s

security strength and the personal risk incurred in attacking that system represent

deterrent costs that must be weighed against the benefits of targeting the system.

Because security strength measures the resource cost of breaching a system’s secu-

rity, it is fundamentally an economic measure. Formal methods of Computer Science,

such as information theory, have been used to address questions of security strength

when these questions can be translated into assertions of what can and cannot be

calculated. For example, the one-time pad cipher [100] and Shamir’s secret shar-

ing algorithm [99] have been proven to be secure against certain classes of attack,

regardless of the resources available to the attacker. However, the applicability of

computational approaches to security strength is severely limited. Computer systems

and networks, which make up the environment in which security mechanisms are de-

ployed and in which adversaries attack, have become too complex to be addressed
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using formal proofs of computability.

In this dissertation I overcome these limitations by providing an economic ap-

proach for measuring the security strength of software in units of dollars. Because

this methodology does not rely on computational assumptions, it can be applied in

situations where purely computational methods are not applicable.

1.1 Economic approaches to security

Economic approaches have only recently been introduced into the study of com-

puter security. In his seminal paper, Ross Anderson [9] asserts that perverse incentives

to create insecure systems have caused as much harm as technological shortcomings.

Both Anderson [7] and Hal Varian [113] describe how security failings result when

those parties who are charged with protecting systems are not the parties who must

pay the consequences when security is breached. Examples include ATMs deployed

in Europe, which banks were tasked with securing but for which customers paid the

costs of ATM fraud, and distributed denial of service attacks, in which computers

secured by home users were compromised by hackers and then used to attack other’s

networks.

Other researchers have gone beyond using economics to describe problems of in-

formation security and have used economic approaches in formulating solutions. Jean

Camp and Catherine Wolfram [23] proposed addressing the problem of denial of ser-

vice attacks through governmental issue of vulnerability credits (similar to pollution

credits). In their proposal, owners of systems left vulnerable to network attack are

made to pay for the negative externality that results when these systems are compro-
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mised and used to attack other systems.

Researchers have also applied economic models to security decision making and

measurement. Lawrence Gordon and Martin Loeb [52] have used economic models

to bound the amount that a firm should spend on security as a function of the size of

the potential loss. Kevin Soo Hoo [59] proposed measuring changes in security risk

by extending metrics used to gauge the absolute level of security risk. By doing so,

these metrics could be used to choose the most effective bundle of safeguards possible

within one’s budget constraint.

At the first Workshop on Economics and Information Security, many researchers

argued that the software industry should borrow from the quantitative models of

safety and reliability used in the insurance industry [16, 41, 96]. They reasoned that

if insurance companies can model the safety of a car and driver, or gauge the risk of

the failure of a safety system at a factory, then similar models could be developed to

assess software security risks. They proposed that insurers could then drive security

investment by discounting policies to firms that implemented safeguards that reduce

risk. While insurers could play an important role in managing security risks if accurate

risk models were available to them, in the past these firms have relied on actuarial

tables to gauge risk. This approach is acceptable for safety risks for which historical

data can be used to forecast future event likelihoods. However, the actions that cause

security breaches in computing systems are strategic, and the strategies available to

both the adversaries and those who secure systems are in a constant state of flux.

As such, no actuarial table or risk model available today can accurately forecast the

effect of choosing one security strategy over another.
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1.2 A new approach

Past research has left open the problem of quantitatively measuring the security

strength of software and quantitatively forecasting security risk metrics. If we are to

make good security decisions today we need to be able to estimate the effect each

of these choices will have in reducing our security risk in the future. Because the

security strength of a system deters attack, the influence of security strength should

be accounted for when forecasting security risks.

Most existing security risk models already take into account the deterrent effect of

the personal risk incurred by an adversary who chooses to attack a system. However,

for networked software, security strength often has a greater effect in deterring attack

than the presence of risks that an adversary must incur to stage an attack. After all,

there is little risk to searching software for vulnerabilities when that software can be

copied to one’s own computer and tested in private. When vulnerabilities are found,

attackers can minimize their personal risk by staging attacks remotely and rerouting

their communications in order to hide their identities.

Measures of security strength have additional uses beyond forecasting security

risk. They can be used to improve processes for making systems stronger, and they

can help consumers differentiate more secure systems from less secure ones.

This dissertation is structured to attack these problems in a bottom-up manner.

Before we can address problems of measuring and forecasting security metrics we

must first formalize how these questions should be posed. The study of security

lacks a common language, and so I begin in Chapter 2 by introducing a lexicon and

conceptual framework for use in addressing questions of security. The terms and
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approach are not new, but are rather the distillation of language and techniques from

a diverse body of security and risk management literature.

I then detail barriers that have limited the measurement and forecasting of security

risk and strength in Chapter 3. This background material includes relevant history of

security strength from century-old ciphers to public key cryptography. It also covers

risk management, a field developed to model reliability and safety risks posed by

natural failures that has recently struggled to adapt to the security risks posed by

adversaries.

In Chapter 4, I introduce a methodology for measuring the security strength of

software systems. I argue that the strength of systems with known vulnerabilities is

negligible, and that the security strength of systems with no known vulnerabilities is

bounded by the market price to obtain a new vulnerability. The metric I propose is

the market price to discover the next new vulnerability, rather than the actual costs

expended to discover a vulnerability, because the value must be measured under

circumstances in which the next new vulnerability has yet to be found.

One immediate application of security strength metrics, their use in differenti-

ating products, is introduced in Chapter 5. This new approach, which applies the

framework of the previous chapter, is significant because the lack of security metrics

has left consumers unable to distinguish more secure products from less secure ones.

When consumers cannot make this distinction, software developers cannot justify

investments in making their products more secure.

In Chapter 6, I integrate market methods for security measurement into the soft-

ware development process so that programs can be built to be more secure from
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the start. The continuous measurement of security strength during the development

process enables software development firms to create incentives for developers and

testers to increase the security strength of the firm’s products. These new techniques

have the potential to transform the software development process so that trade-offs

between security, cost, and time to market can be better understood and managed.

With tools in hand to measure and improve security strength, I show in Chapter 7

how to better model and forecast security risks by employing measures of security

strength. As evidence for the utility of security risk forecasting models, I explain why

these models have been successful outside the realm of computer security, against

threat scenarios where the effect of security strength in deterring adversaries has

been negligible.

What remains is to forecast how the introduction of new threat scenarios, for

which historical data is not available, will affect risk. Anticipating new threats is es-

sential because no analysis of past security incidents can prepare one for the potential

risks posed by future threat scenarios that can result from radical changes in your

adversary’s strategy or technology, and thus fall outside of existing risk models. New

and evolving threats have the potential to affect a variety of systems and a potentially

catastrophic number of installations of these systems. The best we can do to prepare

is to anticipate new threats, evaluate their viability, and do our best to understand

their impact on our security risks without using historical data, as none is available.

Chapter 8 shows one approach to modelling a specific class of threat scenario: attacks

on large numbers of systems with the intent of financial gain.

When combined, the techniques and methods presented in this dissertation can
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be used to answer the questions with which it began. We can measure how secure

a software system is by determining the market price of a vulnerability. We can

forecast how secure a system needs to be by applying models of security risk that

employ security strength. Similarly, I show that these models can be used to gauge

how much security can be improved by putting safeguards into place.

Thus, the tools I introduce for the measurement improvement of security strength

and the models that I refine to better forecast security risk can be used to create a

comprehensive quantitative approach to security. These quantitative techniques can

be immediately applied to measure and improve the strength of existing software. As

we acquire security strength statistics, we can begin to employ security risk models

to forecast risk even in newly released software.



Chapter 2

What is security?

Security

1. The process of identifying events that have the potential to
cause harm (or threat scenarios) and implementing safe-
guards to reduce or eliminate this potential.

2. The safeguards, or countermeasures, created and main-
tained by the security process.

At its simplest, security is the process of protecting against injury or harm. Secu-

rity also describes the safeguards, or countermeasures, put in place by that process.

In computer security, harm implies a loss of desired system properties such as confi-

dentiality, integrity, or availability. The goals of security may be distinguished from

those of reliability in that they focus on preventing injury or harm resulting not only

from random acts of nature, but also from the intentional strategic actions of those

with goals counter to your own.

Used to describe a diverse and ever growing set of processes, the word ‘security’

appears to be condemned to imprecision by the weight of its own generality. If

9
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security is, in the words of Bruce Schneier, ‘meaningless out of context’ [95, page

13], can a useful definition remain relevant in the face of ever changing technological

contexts? To address these matters, I have presented at the top of this chapter

a general definition of security as the combination of two sub-processes that are

themselves free of references to any specific technology or application.

In this chapter I will further refine the concepts of threat scenarios and safeguards

on which this definition of security is built. I will describe existing tools for modelling

threats and discuss their limitations. Finally, I will argue that this definition is

sufficiently general for modelling questions of security as they have changed over

time.

2.1 Threat scenarios

Threat Scenario

1. A series of events through which a natural or intelligent
adversary (or set of adversaries) could cause harm.

2. (In Computer Security)
A series of events through which a natural or intelligent
adversary (or set of adversaries) could use the system in an
unauthorized way to cause harm, such as by compromising
the confidentiality, integrity, or availability of the system’s
information.

Like security, safeguards must be understood within a context. When presented

with a new safeguard the first question one is likely to ask is what is it intended

to guard against? This is why the security process, as defined above, begins by

describing chains of events with undesirable consequences that we wish to avert. We
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call these chains of events threat scenarios.

In the security and risk management literature, the word threat does not refer

to the adversary who may cause harm, but to the chain of events that begin with

the adversary (who may also be known as a ‘threat source’) and end in damage or

harm [42, page 37] [79, page 21]. The word scenario is also used to describe such

chains of events [3, 6, 42, 67]. Threat scenarios, as I will call them1, provide the

context for thinking about security. By establishing a common understanding of the

events that lead to harm in a threat scenario, parties can better agree on what is at

stake and what safeguards may reduce the risk. Exploring threat scenarios by adding

detail not only helps us understand what can go wrong to cause security failures, but

also helps to ask how and why these events may occur and who may be likely to cause

them to occur.

The information security literature divides threat scenarios into three data-centric

categories, based on what desired property of the data is lost: confidentiality, integrity,

or availability. These basic threat scenarios might be written as follows.

• Information is exposed to someone who should not have access to it.

• Information is modified in a manner contrary to policy.

• Authorized users are prevented from accessing information or resources in a

timely manner.

As we dig deeper into the who, how, and why harm may occur, the descriptions of

these threat scenarios can become much more detailed. Taking the first basic threat

1I will occasionally use ‘threat’ alone to describe the most basic threat scenarios in which no
means of attack is specified.
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scenario, described above, and detailing how a violation of confidentiality could come

about might result in the description of the following chain of events.

An employee uses a laptop running a packet sniffer in order to eaves-
drop on data sent over the local area network connected to his office. He
or she reads confidential management documents attached to emails as
they are in transit between managers, and then sells these documents to
a competitor.

If the events described above occur, then we say that security has been breached,

or that the threat scenario has been realized. The more detailed the description of

the threat scenario, the better we can can understand the likelihood of a breach, the

potential harm a breach may cause, and what we can do to prevent this scenario from

being realized.

For example, a firm with little need for confidentiality might examine the above

scenario and determine that the consequences do not justify additional security mea-

sures. Another organization may surmise that this specific scenario is already well

guarded against. This may be true if network jacks lead directly to switches, rather

than hubs, such that network cables only carry information that originates or ter-

minates at the machine connected to the data jack.2 Another organization might

conclude that the risk posed by this threat scenario can be reduced if managers are

encouraged to share files using a secure file system, rather than an insecure email net-

work. All of these conclusions can be made because the threat scenario is described

in adequate detail.

On the other hand, dividing general threat scenarios into many unnecessarily

detailed sub-scenarios may make any form of analysis intractable. We might ask if the

2Note that while the location of the network switch may counter this specific threat scenario, it
will not safeguard against all other eavesdropping scenarios.



Chapter 2: What is security? 13

threat scenario above need only apply to situations in which an employee eavesdrops

using a laptop and his own network connection, or whether a single threat scenario

should be used to describe all network eavesdropping attacks. Similarly, we may ask

whether we need separate threat scenarios for each possible motive for the theft of

information, or whether we should simply assume the most compelling motivation we

can conceive of.

Containing the potentially exponential explosion of increasingly detailed threat

scenarios is of particular concern as past approaches to security and risk management

have failed due to the multitude of scenarios generated [59, page 7]. As we start with

more general threat descriptions and divide them into more detailed ones, we must

be sure only to make these divisions when the value of the insights gained outweighs

the cost in added complexity. Fortunately, procedures for generating and detailing

threats are well known, and are described in Section 2.3.

2.2 Safeguards

Safeguard

A policy, process, algorithm, or other measure used to prevent
or limit the damage from one or more threat scenarios.

Synonyms: countermeasure, control, security measure

Safeguards act to prevent or reduce the damage caused by the realization of one

or more threat scenarios. Safeguards are also often called countermeasures, controls,

or security measures, though the last of these terms will be used sparingly to avoid
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confusion with the process of measuring (gauging the level of) security. Safeguards

may take any number of forms from physical barriers, to sensors, to software algo-

rithms.3 Safeguards needn’t even be objects unto themselves, but may encompass

investments in improving existing policies, procedures, or processes such as design,

development, or quality assurance. Safeguards can be compliments, working more

effectively in combination than when apart, or substitutes.

When adding a safeguard to a system, one must consider that an adversary might

break through the protections that the safeguard offers, or find a way to bypass the

safeguard entirely. Thus each safeguard introduced may lead to the introduction of

additional, more detailed, threat scenarios that describe events in which safeguards

are circumvented or penetrated. These new detailed scenarios may in turn lead to

the introduction of new safeguards. Security is often referred to as an ‘arms race’

because of this cycle in which new safeguards and new plans of attack are introduced

to counter each other. The process of adding safeguards, and responding to new threat

scenarios targeting those safeguards, terminates when all remaining unimplemented

safeguards are impractical or uneconomical.

Those charged with securing systems may disregard threat scenarios when the

responsibility for implementing safeguards lies outside the system’s boundaries. For

example, printers are not expected to control access to documents released into their

output trays. Rather than requiring authentication to take place at a printer before

documents are released, the onus to safeguard against printed documents reaching

the wrong hands has been placed upon organizational procedures for locating print-

3Using a single term to encompass organizational procedures and algorithms is not revolutionary.
The use of the word ‘software’ to refer to organizational procedures appears in risk management
texts as early as 1980 [105, page 20].
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ers and distributing the documents that they print. Defining clear boundaries for

the components of a system and their inputs and outputs, is known as a systems ap-

proach [105, page 11] and its necessity is widely accepted. Well-defined boundaries are

essential for determining which threats a system component (itself a system) should

safeguard against, and which threats can be disregarded and countered elsewhere

within the larger system in which the component will reside. The documentation of

these delineations of responsibility is essential.

When using a systems approach one sees that security is not a single feature

one can buy in a product. Rather, the prodcut development process and products

themselves contain safeguards which, if properly combined with the safeguards of the

systems and organizations that the product is integrated into, may help to counter

threats. Careful specification of system boundaries and responsibilities is necessary

to prevent common security failures.

2.3 Expanding and organizing threat scenarios

To choose the right safeguards to protect a system, it is necessary to understand

the threat scenarios faced by that system. The first steps in this process are to find

all plausible threat scenarios, add detail as necessary, and organize them so that we

can best determine the effect of safeguards.

We begin the threat scenario discovery process from the simplest point possible:

enumerating the most basic threat scenarios faced by the system. These simple

threats scenarios are sometimes just called threats, as they are devoid of most scenario

specifics such as the means of attack, the motive of the adversary, or the asset targeted.
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For example, armed robbery and check fraud would be two basic, yet distinct, threats

faced by a bank. These acts are worth distinguishing as separate basic threats as

breaking into a bank requires a very different type of adversary, resources, and skills

than passing a false check.

The choice of basic threats is subjective and is specific to the type of system

being modelled. The occupants of a castle might differentiate the basic threat of

castle wall penetration from external sieges intended to starve the occupants and

avoid a fight. For an operating system, privilege escalation and denial of service

are examples of basic threats. Basic threats need not be entirely independent. For

example, in operating system security, the scenario of privilege escalation may lead

to the distinctly different scenario of denial of service.

2.3.1 Trees and graphs

Once you have identified basic threat scenarios, it is time to add specifics. This is

done by taking individual threat scenarios and expanding them into multiple threat

scenarios, distinguished by either the means of attack, motive, type of adversary,

or asset targeted. For example, a castle penetration scenario may be divided into

additional threat scenarios based on means of attack. Castle walls may be penetrated

by digging tunnels underneath them, using ladders or platforms to scale them, through

an open gate, or by destroying the walls and going straight through them. Each time

a threat scenario is augmented with more specifics a new threat scenario is formed.

A tree may be formed by placing the basic threat scenario at the root, placing the

augmented threat scenarios into its child nodes, and then repeating the process by
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Figure 2.1: A tree detailing how a castle’s walls may be penetrated by an invading
army.

expanding each of the child nodes. When nodes no longer benefit from the addition

of further detail, the leaves that remain represent detailed, unique, threat scenarios.

Figure 2.1 is an example of such a tree applied to a castle and the threat of

penetration by an enemy army. The basic threat scenario appears as the root node

at the top level of our tree. The four ways we can envision the walls being penetrated

are represented by the second level of the tree, which contains the children of the root

node. If any of these child threat scenarios should be realized then the parent threat

scenario is also said to have been realized.

While we could expand each of these child nodes, I have only expanded the scenario

in which the enemy passes through the castle gate. There are a variety of ways that

the adversary could carry out the gate-penetration scenario. To illustrate this we

expand this node as we expanded the root node. Its children may represent options

available to the enemy army such as (but are not limited to) bribing the gatekeeper,

forcing the gate open, or even emulating the ancient Greeks by hiding soldiers in a

statue of a horse.
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The relationship between the “hide in gift horse” node and its child scenarios is

different than the other parent/child relationships in the tree. In order for the gift

horse scenario to be realized, the enemy must have the means to perform not just

one, but all of the tasks described by the child nodes. If the horse is not brought

inside the walls, or if the soldiers do not escape and open the gate, then all of the

attacker’s other steps will be for naught. Many different representations have been

used to indicate this all or nothing requirement, from AND gates (borrowed from the

field of computer architecture) to semicircle connectors that link the edges between

the parent and those child nodes that must be realized together. The latter is used

in Figure 2.1, with the addition of an arrow at the end of the semicircle. The arrow

represents a further requirement, that the events in each of the child nodes occur in

the sequential order given by the direction of the arrow. After all, the attack will fail

if the attackers convince the occupants to take the horse and then realize they have

yet to hide soldiers inside.4

A more contemporary example of partially completed threat tree is shown in

Figure 2.2, which shows how an outsider (or nonuser) can obtain root access to an

operating system. For each feature described in the castle example, an analogous

feature is present in this example.

Originally called fault trees [18], these tree-based threat enumeration techniques

were first used to model natural threats for safety analyses. The first application of

fault trees, in 1961, was to ensure the safety of missile launch control systems [117].

Fault trees were quickly adopted by the Nuclear Regulatory Commission [115] and

4Fans of the movie “Monty Python and the Holy Grail” [24] may recognize this scenario from
King Arthur’s failed castle siege.
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Figure 2.2: A tree detailing how an outsider (nonuser) might gain access to a net-
worked operating system.

NASA [64]. They have been applied not only in preventing failures, but also to

analyze the cause of accidents after they have occurred. They were used after the

Apollo 1 disaster, Three Mile Island, and the losses of the spaces shuttles Challenger

and Columbia [64, 12]. As fault tree analysis has been adapted to include adversarial

threat sources for use in security analysis, they have also been called threat trees [4, 62]

or attack trees [93, 94]. In addition to the graphical representation of trees, complex

trees are often represented textually as one would represent the structure of an outline

or a table of contents. Those interested in how these approaches evolved and where

they differ are encouraged to read Appendix A.

Because fault trees evolved from the study of safety where the adversary (nature)

has no sense of motive, the expansion of nodes focused exclusively on the events of

the scenario and not the actors. Events were modelled as resulting from stochastic

processes. Because these systems all faced the same, consistent, natural adversary

it was possible to move and reuse tree branches from system to system. Safeguards

could be added at the very end of the process because their efficacy, in the context of

safety, could be reliably estimated using historical data.
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One point of contention when using trees to model those threat scenarios that are

posed by intelligent adversaries is where to place safeguards. Some assume the system

being analyzed is static and so all countermeasures are assumed to be existing parts

of the system [93]. Microsoft’s Howard and LeBlanc propose mitigation circles [62]

be placed below the leaves of the tree, with each circle addressing the threat scenario

described by the leaf above it. They even admonish the reader from focusing on

safeguards during the threat modeling process.

Note that you should not add the mitigation circles during the threat-
modeling process. If you do you’re wasting time coming up with mitiga-
tions; Rather, you should add this extra detail later. [62, page 91]

The problem with placing safeguards below the trees is that many threat scenar-

ios involve attacks on the safeguards themselves. When Howard and LeBlanc place

encryption protocols in mitigation circles at the bottom of their trees, they leave no

room in which to expand the attacks on the encryption algorithm or protocols they

have chosen. As Anderson and Kwok have pointed out, safeguards do not eliminate

threats, but rather transform them into less plausible threats [5, page 246].

Leaving safeguards out of the trees entirely has consequences as well. In Schneier’s

example attack tree [94, Figure 21.1], in which the basic threat scenario is the opening

of a safe, both “pick lock” and “learn combo” appear as potential attacks. The

relevance of each of these nodes, and the threat scenarios they represent, depends on

the choice of a countermeasure (lock) with which to safeguard the door – a key lock

may be picked and a combination may be guessed. If all possible countermeasures are

assumed to be present, the tree will grow unwieldy. If any analysis is to be performed

it would first be necessary to remove those scenarios that target countermeasures that
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are not present in the system.

Instead of trees, Caelli, Longley, and Tickle [22] use directed graphs that inte-

grate safeguards by representing them as nodes, placed as needed, throughout the

diagram. Safeguard nodes are placed below threat nodes to prevent the threat sce-

narios represented by those nodes from being realized. Additional threat nodes can

then be placed below a safeguard node to represent attacks on that safeguard, and

so the process iterates. The graph terminates at those threat scenario nodes that

do not pose a great enough risk to justify further countermeasures. Safeguards may

be similarly integrated into a tree based approach, though Directed Acyclic Graph

(DAG) representations are more compact. Whereas a single safeguard may counter

a number of threats in a DAG, the safeguard node and all of its children must be

replicated in a tree.5

Regardless of whether scenario diagrams are trees or DAGs, integrating safeguards

throughout the representation can be beneficial for understanding their effect. Placing

safeguards into the diagram makes explicit the modeler’s assumptions about where

safeguards are deployed and what scenarios they are intended to counter. Adding

safeguards into the threat modelling process also increases the chance that threat

scenarios in which the safeguards are attacked or bypassed will be included in the

model.

Figure 2.3 is threat scenario diagram representing the opening of a safe, adapted

from one of Schneier’s attack trees [94, Figure 21.1], in which safeguards have been

added in the form of transparent boxes with rounded corners. The safe being modelled

5DAGs may be converted to a tree by making copies of each child node, and all of its children,
for each of its parents.
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Figure 2.3: A Directed Acyclic Graph (DAG) representing the threat scenarios that
result in the opening of a safe and the countermeasures used to safeguard against
them.

contains both a combination lock and a key lock, configured so that both must be

unlocked if the door is to be opened. In addition, the safe door’s hinge is placed

on the inside of the safe to make it harder to remove or destroy. The diagram is a

Directed Acyclic Graph (DAG) and not a tree, as tree nodes cannot have multiple

parents. For example, the two different lock safeguards share a single child node that

represents that a key, be it metallic or a combination code, could be obtained from

an insider.

Safeguard nodes may also have multiple parents. For example, audits that safe-

guard a system by simulating attempts to obtain keys both discourage employees

from giving out their keys and from leaving their keys unguarded. Similarly, a pro-

hibition against granting both the combination and the key to a single employee will

help to counter two threat nodes, as it reduces the likelihood that the carelessness or

corruption of a single employee can be exploited to open both locks.
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2.3.2 Limitations of threat modelling

No amount of historical research or brainstorming can ensure that all basic threats

will be discovered. New technologies or attack strategies can result in new threat

scenarios, or may uncover threats that had long been present but not discovered. For

example, before the link between disease and germs was established, the threat posed

by poor sanitation could neither be understood nor countered. Before the invention of

the skateboard, noise pollution was not considered a threat when architects designed

concrete steps and ramps. When settling on a set of basic threat scenarios to analyze,

it is important to also look at the rate at which new basic threats have been discovered.

Even when all the basic threats are known, there is no way to ensure that all of

a node’s child scenarios have been discovered. If the scenario of interest has been

modelled with existing threat diagrams you may find assurance in knowing these

diagrams have stood the test of time. However, there is always the possibility that

new attacks will appear.

Finally, countermeasures are not always implemented correctly and even those

that are act only to reduce threats, not eliminate them. Keys may be guessed, well

screened employees may be bribed, and components that functioned during a million

consecutive tests may fail the next time they are used.

Despite the admitted imperfections of the security process, the better threats

and safeguards can be understood the better the effectiveness of the process can be

measured.
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2.4 Do threats and safeguards encompass all secu-

rity models?

There are many reasons why one might be tempted to reject a definition of a se-

curity process consisting of discovery of threat scenarios and placement of safeguards.

One might wonder if such a model is general enough to reflect existing and future

security theory and practice.

One motivation for rejecting the definition of security in this thesis is the impli-

cation that one cannot reach a state of perfect and complete security. Even if perfect

countermeasures existed for each threat scenario, there is no way to know if threats

haven’t been envisioned and thus left unaddressed. The security process, as I have

described it, also bears an unfortunate resemblance to the oft-criticized ‘discover and

patch’ approach to security, in which the security process encroaches into the period

after a product’s release. One might also ask where decades of progress creating

formal security models, such as those used to prove statements about cryptographic

primitives or network protocols, fit into this framework.

In fact, such formal models have always been based on scenarios. The threat

models used by cryptographers act to separate those scenarios that their algorithms

and protocols protect against from those circumstances that they cannot control.

The guarantees of formal models have always been limited to a set of known threat

scenarios used to construct the models. If new methods of attack are found outside of

those threat scenarios, the system may not be secure despite the assurances of formal

methods. In the words of Dorothy Denning [33], “Security models and formal methods

do not establish security. Systems are hacked outside the models’ assumptions.”
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Given that security, especially computer security, is a constantly changing field,

one might also ask if the definition and approach will stand the test of time. While

one cannot anticipate all future events, we can apply this security process to historical

examples to see whether it remains timely.

One might consider the security offered by the safeguards of a castle in protecting

the kings and nobles of medieval times from their enemies.6 One can imagine the

threat posed by having to fight an advancing line of enemy knights, and how gates

and strong lower walls would initially limit the number of forces that the defense

would need to face at a time. High upper walls might be added to counter the threat

posed by the archers’ flying arrows. Still more countermeasures, such as moats, were

required as an adversary might tunnel under the castle walls, scale them on a ladder

or belfry (a mobile siege tower), or attempt to destroy the walls by slamming them

with a battering ram or a large projectile. A scenario-based approach would also

remind the king that his castle could not protect him from all possible threats, such

as poisoning by his kitchen staff. He’d need a food taster for that.

Castles even provide an example of how new technologies can render insecure

those systems that had seemed impenetrable when they were designed. Towards the

end of the Middle Ages, the range and size of projectiles fired from trébuchets and

cannons increased. Walls could no longer substitute for the combined safeguards of

a strong army and powerful weapons. Those that believe that we could completely

eliminate the problems of updating (patching) systems if only we improved the design

and testing process may also learn from this example.

6For a historical description of medieval siege tactics and countermeasures, see The Medieval
Fortress by Kaufmann and Jurga [66].
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2.5 Chapter summary

In this Chapter, I defined security in terms of threat scenarios and the safeguards

that are put in place to counter them. I showed how graphs, most commonly in the

form of trees, can be used to model the interaction between these threat scenarios and

safeguards. I also addressed the limitations of these approaches to threat modelling.

Finally, I argued that the definition of security provided in this chapter is generally

applicable, and will be as useful for discussing the security questions of tomorrow as

it is for understanding the problems faced by our ancestors.



Chapter 3

Why measuring security is hard

3.1 Security risk

From home users, to firms, to governmental agencies, those of us who rely on our

systems to be secure would like to be able to forecast the risk to these systems and

the effectiveness of different security strategies in reducing these risks.

From the perspective of a business, security is an investment to be measured in

dollars saved as a result of reduced losses from security breaches, or in profits from

new ventures that would be too risky to undertake without investments in security. As

a result, security modelling often falls under the control of a firm’s risk management

function.

Government also considers information security, and the effectiveness models that

guide decisions, to be a matter best addressed through risk management. The Com-

puter Security Act of 1987 [112] mandates that government agencies should have

security plans “commensurate with the risk and magnitude of . . . harm.” The guide-

lines for such a plan take the form of the Risk Management Guide for Information

Technology Systems [109] from the National Institute of Standards and Technology

27
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(NIST) which defines risk management as “the process of identifying risk, assessing

risk, and taking steps to reduce risk to an acceptable level.” However, these guidelines

lack a quantitative method for modelling risk in order to asses it.

The risk management literature includes safeguards among the responses to the

risk posed by threat scenarios. These responses are avoidance, assumption, limita-

tion, and transference [69, 80, 109]. One avoids an optional risk by choosing not

to participate in the risky activity, sacrificing the opportunity to benefit from that

activity but safeguarding against the risk that the activity could result in a breach.

When risk is unavoidable or one chooses to accept the potential losses rather than

implement additional safeguards, one is said to assume a risk. By buying insurance

one may transfer the risk of loss to another party. If entering a contract presents a

risk, that risk may also be transferred through clauses in the terms of the contract

that assign liability to each party. Finally, one may limit risk by introducing safe-

guards that reduce the likelihood of harmful events or that limit the damage caused

when such events occur.

While the study of computer security has centered around those safeguards that

limit risk, avoidance is now a more commonly accepted security practice. For example,

firewalls can be seen as techniques for risk avoidance, as they require an organization

to forgo the benefits of open networks, such as ease of access, in order to avoid risk.

The choice not to adopt electronic ballots for public elections is also the result of risk

avoidance, as is the current push to ship software with lesser used features turned off

by default.

From the risk management literature a number of metrics have evolved to measure
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security risks. The remainder of this section will cover a progression of these metrics,

which are summarized in Figure 3.1, and why procedures for quantitatively measuring

them have been evasive.

3.1.1 Annual Loss Expected (ALE)

The most common measure for the risk of a harmful event is Annual Loss Ex-

pected, or ALE, which is the product of the expected yearly rate of occurrence of the

event times the expected loss resulting from each occurrence.

ALE = expected rate of loss× value of loss

The annual loss expected from all of an organization’s operations would be the

sum of the expected yearly losses that could result from each threat scenario. Unfor-

tunately, determining accurate inputs to the ALE equation is significantly harder for

security threats than natural ones [6, 59].

If a risk manager is calculating the ALE of losses due to a natural threat source,

such as an earthquake or degradation (wear and tear) of components, she can fore-

cast the expected rate of future occurrences by using the simplest possible model,

Annual Loss Expected ALE (rate of loss)× (value of loss)
Savings (reduction in ALE) S ALEbaseline − ALEwith new safeguards
Benefit B S + (profit from new ventures)
Return On Investment ROI B

cost of safeguards
Internal Rate of Return IRR C0 =

∑n
t=1

Bt−Ct

(1+IRR)
t

Figure 3.1: Common metrics used by security risk managers
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substituting in the historical rate. This forecast must then be adjusted to account

for recent trends. Models can accurately forecast future events using historical data

only when the statistical relationships on which they are built remain stationary over

time. If the influence of the independent variables on the dependent variable changes,

the model’s forecast and error estimates will be unreliable. This stationarity require-

ment is difficult to achieve when modelling events caused by strategic adversaries, as

acting counter to known models is often the dominant strategy of these adversaries.

Unlike nature, strategic adversaries learn to attack a system at its weakest point,

improve their skills over time, and thwart attempts to measure their behavior. Even

if adversaries did cooperate, historical data for human threats is lacking [76, page 63].

Between 1988 and 1991, the National Institute of Standards and Technology

(NIST) held four workshops in hopes of improving risk models for information tech-

nology. The dearth of progress is reflected in today’s state of the art. In October of

2001, NIST published its Risk Management Guide for Information Technology Sys-

tems [109], in which it recommended that event likelihoods be estimated into only

three qualitative categories: low, medium, and high. The same three categories are

recommended by the OCTAVE� approach [2, 3] from Carnegie Mellon’s Software

Engineering Institute (SEI) and CERT® Coordination Center. Unlike quantitative

likelihood estimates, these qualitative categories cannot be used to estimate Annual

Loss Expected (ALE) or other quantitative cost metrics. Upon reading the NIST

guide, the reader is left to wonder how this process can meet its requirement of

enabling senior managers to “use the least-cost approach and implement the most

appropriate controls to decrease mission risk.” [109, page 27]
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Gordon and Loeb [52] use a version of ALE that is modified for situations in

which at most one loss will occur. Thus the dollar cost of a loss is multiplied by

the likelihood of a loss, rather than the expected frequency of loss used to calculate

ALE. They model the probability that a breach will occur as a function of the dollars

invested in security. In this theoretical work, they then assume that this security

breach probability function is continuously twice differentiable (no discrete invest-

ments), that the first derivative is negative (breach becomes less likely as investment

increases), and that the second derivative is positive (diseconomies of scale1). Their

results show upper bounds for optimal levels of security investment against a loss,

informing the risk manager of the maximum that should be spent on safeguards if all

the assumptions of the model hold. Beyond this result, the technique is not intended

to be applied for quantitative risk management decisions, such as which safeguards

to chose.

3.1.2 Security savings (S) and benefit (B)

In his doctoral dissertation [59], Kevin Soo Hoo puts aside the problem of estimat-

ing how secure any system is and focuses on measuring the benefits of investments in

additional safeguards. He contends that the benefits of an investment in safeguards

goes beyond the reductions in expected cost of security breaches (decreased losses).

In addition, he adds the expected profits from new activities that could not have been

profitably undertaken without the added security measures. We call the savings S,

and we call the sum of the savings and this new revenue the total benefit, B, of a

1Diseconomies of scale means that each dollar invested in security provides a smaller fractional
reduction in security breaches than the previous dollar did.
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security investment.

Soo Hoo uses an ALE-based methodology to calculate security savings. The

amount that can be saved by reducing the rate of successful attacks and damage

per successful attack is calculated as the decrease in annual losses that results.

S = ALEbaseline − ALEwith safeguards

Soo Hoo models the effect of a safeguard as causing a fractional reduction, si, in ALE.

ALEwith safeguard i
= si · ALEbaseline where 0 ≤ si ≤ 1

To keep things simple, Soo Hoo assumes that a safeguard has the same fractional

reduction on ALE regardless of the other safeguards implemented. That is:

ALEwith safeguards i,j
= si · sj · ALEbaseline for all i, j

There are obvious limitations to the applicability of this model. For one, it over-

states the reduction in risk resulting from the use of safeguards that act as substitutes

for each other. For example, turning off unused local network services when these

services are already inaccessible due to a machine-level (“personal”) firewall is likely

to have a significantly lower impact on risk than if no firewall were present. However,

in Soo Hoo’s model, removing services will result in equal fractional risk reductions

regardless of whether a firewall is already in place. The model also fails to capture

the effects of complimentary safeguards. For example, an investment in an intrusion

detection system, which alerts administrators to suspicious network activity, reduces

risk only when paired with a procedure for acting on these alerts.
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As with previous ALE based approaches, Soo Hoo’s leaves open the question of

how to forecast the rate at which loss events will occur and how to forecast the reduc-

tions in these rates that will result from adding safeguards. Instead, his methodology

requires as its input the fractional reduction in security breaches that can be ex-

pected from implementing each of the safeguards under consideration. While Soo

Hoo cites data from the fourth and fifth Computer Security Institute/FBI Computer

Security and Crime Surveys [27, 28], and believes that safeguard effectiveness could

be derived from past incident data, he provides no procedure for producing these

forecasts. In lieu of a methodology and data source, his analyses rely on safeguard

efficacy estimates based on “expert judgements” [59, page 52].

3.1.3 Investment return: ROI and IRR

A metric that is quickly gaining in popularity is return on security investment,

also known as security ROI [15, 21, 65, 48, 60]. Assuming that the annual benefit of

a security investment will be received not only in the first year, but in all subsequent

years, security ROI is defined by Blakley [15] as the amount of this annual benefit

over its cost. The benefit is calculated as it was earlier by Soo Hoo [59], by adding the

expected cost savings (reduced expected loss) to the new profit expected from ventures

that could not have been profitably undertaken without the additional safeguards.

The cost is assumed to be incurred immediately.
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ROI =
benefit of safeguards

cost of safeguards

=
(savings from safeguards) + (profit from new ventures)

cost of safeguards

=
ALEbaseline − ALEwith safeguards + (profit from new ventures)

cost of safeguards

Gordon and Loeb [53] advocate that firms should discard the above ROI formula

and instead use the Internal Rate of Return (IRR, also known as the economic rate

of return) because IRR incorporates discounted cash flows for investments that have

different costs and benefits in different years. If C0 is the initial cost of an investment,

and Ct and Bt are the respective costs and benefits in year t, one can solve for the

IRR using the following equation:

C0 =
n∑

t=1

Bt − Ct

(1 + IRR)t

Though they contend that IRR is superior to ROI, Gordon and Loeb also warn

that even the correct rate of return can be used inappropriately. They caution that

rates of return not be used when comparing two investments, as an investment can

have a greater net benefit but lesser rate of return. If enough cash is available to

invest in either of the options, but a firm can invest in only one (the options are

substitutes or mutually exclusive for other reasons), it would be less profitable to

choose the investment with the higher rate of return over that with the greater net

benefit.

Rate of return is useful for determining whether a security investment is justified

given the investor’s cost of capital. Rates of return have been growing in popularity
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because the metric is familiar to CFOs and others who control corporate budgets and

approve expenditures.

Unfortunately, calculating either of these rates of return requires that one first

calculate security benefit (B or Bt) which in turn requires one to calculate ALE.

Like our other metrics, security ROI and IRR forecasts are only as accurate as the

forecasts of loss event frequencies on which they rely and today these forecasts use

best guesses rather than quantitative models.

3.1.4 The elusiveness of quantitative models

The lack of quantitative studies in computer security is attributed, in part, to a

lack of data on variables that can be shown to influence security risk.

Information collected by CERT provides data about security incidents, but not

about aspects of the larger environment, such as properties of systems that were not

victims of security incidents. Thus, these data are similar to what criminologists

would call victim studies. Broader information is obtained by the CSI/FBI survey,

but the survey’s questions were not crafted to fit the needs of regression studies [82],

especially not the kind that seek to model the effects of different system and safeguard

choices. Both the CERT and CSI/FBI data sources suffer from reporting omissions,

as many firms decide not to report security breaches in fear that they might lose

customers if breach reports were to be leaked to the public.

Surprisingly, studies using regression models have been successful in forecasting

security risk outside of software security in domains such as home security, as we

will see in Chapter 7. These studies are successful because they measure the risk to
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systems with a homogenous architecture (homes), with fairly homogenous safeguards

(deadbolts, alarms), from a threat that remains stationary over time (burglary). Most

importantly, we will see that the adversary at the source of the home burglary threat

is one that is deterred by the risks to his person of capture or harm during the attack,

and that the factors that indicate this personal risk are measurable. Many of the

adversaries faced by computer systems attack from a great distance, and are thus

deterred more by the strength of the system than the personal risk resulting from the

attack. Unlike indicators of personal risk, factors that affect the difficulty of attacking

a system (or the strength of a system to make attack difficult) have been difficult to

measure.

Thus, regression studies in network security that excluded measures of security

strength would suffer from omitted variable bias. Because network attackers are often

deterred by the difficulty of attacking systems, and not risk, one or more indicators

of security strength must be included as independent variables if a model’s forecasts

are to be accurate enough to be useful.

In lieu of a measure of security strength, the best we can do is to substitute

independent variables that are believed to be correlated with it. For example, in

software, code complexity is often considered to be negatively correlated with se-

curity [95], though complexity is itself difficult to measure.2 If one found enough

independent variables correlated with security strength, such as complexity, security

budget, testing period, the recent rate of vulnerabilities reported, and the version

2Complexity is often measured in terms of code size. This may not be the right measure as an
increase in the size of source code due to comments may reduce, and not increase, the complexity.
An increase in the size of compiled code may be the result of an inclusion of bounds checks, which
would also be expected to make the software more secure.
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number, then one might be able to estimate security strength well enough to then

forecast security risks. Even if these results were at first accurate, the moment such

a security strength forecasting methodology was published its accuracy would begin

to quickly degrade. Software vendors would use the least cost approach available to

increase their software’s security strength scores regardless of whether these actions

actually increased the actual strength of the software. Reports of testing budgets

and testing periods would be inflated to make testing appear more rigorous and code

would be condensed to make it appear less complex, all without any change to the

strength of the actual product.

One might attempt a regression analysis on a single system configuration in order

to isolate security strength as a constant that need not be measured. If the systems

studied do not change, one might hope that their security strength would also remain

constant. However, security strength changes the moment a new vulnerability in one

of these systems is discovered. If that system were updated to repair the vulnerability

then the strength would change yet again. The approach of using a single set of

systems and versions is doomed because the systems themselves are not stationary.

Thus, historical data becomes unable to predict future security risks should a new

vulnerability be found or should the system be updated. On the other hand, if

we know the strength of a system and the incentive that would lead adversaries to

look for vulnerabilities, we could look to historical data to tell us how often new

vulnerabilities have been found and attacks staged in similar situations in the past.

In the end, there’s no substitute for a direct means to measure security strength.

An alternative approach to calculating the likelihood of a security breach might
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appear to be available in the tools of fault tree analysis, using the structures intro-

duced in Chapter 2. The goal of this analysis is to determine the likelihood of the

basic threat event at the root of the tree. The technique is based on the observation

that for any parent node, the probability that the event will occur is a function of the

probabilities that the child nodes will occur. Assume that the event represented by a

parent has two children, c1 and c2, which occur with probabilities P (c1) and P (c2) re-

spectively, either of which trigger the parent event. The laws of probability tell us that

the probability that the parent event will occur is P (c1∨ c2) = P (c1)+P (c1)P (c2|c1),

which will simplify to P (c1) + (1− P (c1)) P (c2) if the two child events are indepen-

dent. If both child events must occur to trigger the parent event then the likelihood

of the parent event is P (c1∧ c2) = P (c1)×P (c2|c1), which simplifies to P (c1)×P (c2)

if the child events are independent.

If the parent event has more than two children, the analysis can be performed

iteratively over all the children of the parent so long as the laws of precedence are

respected. In other words:

P (c1 ∨ (c2 ∧ c3)) = P (c1) + P (c1)P (c2 ∧ c3|c1)

= P (c1) + P (c1)P (c2|c1)P (c3|c2 ∧ c1)

One need also account for the possibility that one has not anticipated a threat

that would result in an additional child node. The longer a given portion of a tree

has been in use, the less likely it is that new child nodes will be discovered. One

can use bayesian stochastic models, based on the previous rate of discovery of child

nodes for the node in question, to estimate the likelihood that a new child node will
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be discovered over a given time period. In calculating the likelihood of a security

breach at a given node, one can then combine the likelihood of a breach at known

child nodes with the likelihood of a breach at a previously undiscovered child node.

Unfortunately, this tree-based analysis does not solve the problem of estimating

probabilities, but rather pushes the problem down to the leaf nodes. The likelihood

of a breach at any given node cannot be calculated until all the leaf nodes below it are

calculated. Thus, the analysis does not eliminate the need for regression analysis or

other means of obtaining security risk statistics, but instead enables us to move the

task of calculating event probabilities down to the level of those events represented

by the leaf nodes.

3.2 Security strength

Safeguards have long been measured by how difficult they are to circumvent.

Metrics of security strength attempt to quantify the time, effort, and other resources

that must be consumed in order to bypass a system’s safeguards. Whereas metrics

of security risk are useful from the perspective of those the safeguards are intended

to defend, strength metrics are intended to be viewed when taking the perspective of

the adversary. For example, strength metrics might tell us how a castle’s safeguards

may increase the number of soldiers, equipment, time, or motivation required to lay

a siege with a reasonable expectation of success.

The history of security strength metrics is perhaps best understood through de-

velopment of ciphers and cryptography. A cipher is a set of rules for encoding and

decoding messages so as to ensure their confidentiality and integrity. A good cipher
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should require little effort to encode or decode a message with a key. The security

of a cipher rests on how difficult it is to correctly decode a message if one does not

possess the decryption key. Threat scenarios against ciphers are often differentiated

by the amount and type of information available to the adversary. For example, a

known text attack is a threat scenario, on a symmetric cipher, in which the adversary

analyzes both the plain-text and enciphered copies of one or more messages in order

to derive the decryption key.

Many have made the mistake of assuming that a complex cipher, that appears

impenetrable to those who use it, will confound all adversaries who try to decode

it. One early example of such a mistake took place in 1586 when Mary Queen of

Scots, imprisoned by her cousin Queen Elizabeth of England, received an offer of

rescue enciphered in a letter.3 Rather than accept indefinite imprisonment, Mary

chose to trust the strength of her cipher and risked a reply in the affirmative. This

was an act of treason that could lead to almost certain death – if the letter fell into

the wrong hands and could be deciphered. The risk undertaken by Mary was very

much a function of the strength of the cipher in resisting cryptanalysis by Queen

Elizabeth’s agents. Those agents, empowered with the resources of a ruling monarch,

could dedicate more time and effort to breaking the cipher than Mary’s agents had

been able to. As Mary was a threat to Elizabeth’s thrown, Elizabeth also had the

motivation to expend these resources. In the end, Elizabeth’s codebreakers were able

to decipher the message using a laborious technique known as frequency analysis.

Mary was sent to the gallows.

3The cryptographic history is from “The Code Book” [101] by Simon Singh, who in turn cites [45,
102, 107].
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Since the mechanisms of a cipher must be known if the cipher is to be fully

examined, a widely tested cipher cannot be a very well kept secret. Because of the

clear danger in relying on poorly tested ciphers, Auguste Kerckhoffs proposed in his

1883 book, La cryptographie militaire, that the strength of a cipher should rest only

on keeping the key secret, and not on the secrecy of the design of the cipher or cipher

machine. This became known as Kerckhoffs’ law. Even with this advance, ciphers

still came in two strengths – those that had been broken and those that had not.

The only way to test the strength of a cipher was to publish encoded messages and

challenge others to decode them.

In the first half of the twentieth century, it was the Germans who failed to learn

from Mary’s example and failed to heed Kerckhoffs’ law. In 1926 they introduced

the first version of their Enigma cipher and the Enigma machine used to encipher

and decipher messages. The machine and its cipher were complex, and their designs

were a German secret. However, by the 1930s, devices known as a bombes, invented

by Marian Rejewski of Poland, were being used to decipher messages and determine

the key used for transmission [101]. Like Queen Elizabeth, the Polish had ample

motivation to break the cipher and were willing to dedicate more resources than the

Germans who relied on the code to protect their messages. Why, after all, would the

Germans waste resources testing such a seemingly impenetrable machine?

While the Germans increased the complexity of the Enigma machine and its cipher

for World War II, the tremendous resources of the allied forces at England’s Bletchley

Park were able to decipher the German messages for much of the war [58, 101]. The

intelligence obtained from German messages allowed the allies to avoid submarine
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attack, land at Normandy with a minimum of casualties, and frustrate Rommel’s

forces in Africa [11]. While Rommel suspected that his messages were being read

by the allies, his superiors refused to believe that such a complex code could be

broken [10]. The lesson was finally learned that security is never certain, especially

if your adversary is willing to expend more resources to test the security of your

safeguards than you are.

There remain no unbreakable ciphers outside of the one-time pad, a symmetric

cipher proven by Shannon to be information theoretically secure [100], but that re-

quires impractically large keys.4 Rather, the developers of fixed-length key ciphers

test strength by challenging themselves and others to try to find a means of crypt-

analysis that would break the cipher. The problem faced by those who employ ciphers

is how to determine when enough effort has been expended in attempting to break

the cipher before it can be deemed suitable for use. No matter how many resources

are expended in attempts to break a cipher, there is always the possibility that the

enemy can exert greater effort or have better fortune in picking the right strategy to

attack the cipher.

In the 1970s, a loophole was discovered through which the problem of dedicating

testing resources to each new cipher could be bypassed. The loophole emerged with

the advent of public key cryptography, in which the key used to encrypt a message

is public knowledge and a matching private key is used to decrypt messages. As

4One time pads require one bit of randomly generated key material for each bit of data that
might be sent between the communicating parties before they next meet and can exchange new key
material. Thus, while one time pads are information theoretically secure against the scenario in
which an adversary attempts to derive the encryption key, they are vulnerable to attacks that target
key generation, key distribution, or the secure storage of keys.
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first publicly described by Whitfield Diffie and Martin Hellman [34]5, such schemes

required the use of a trap door function, f(x), for which it was prohibitively time

consuming or expensive to compute its inverse f−1(x). However, with knowledge of

the secret key (the trap door), a fast inverse function f−1(x) can be constructed.

The first such trapdoor function and resulting public key encryption scheme was

the RSA scheme invented by Ron Rivest, Adi Shamir, and Leonard Adleman [83] in

1978.6 The public key contained a composite number that was the product of two

large prime numbers (factors). The private key could be constructed if one knew

the prime factors. If the adversary could factor the composite number in the key, he

could recreate the private key and the cipher would be broken. The inventors of the

RSA scheme could not rule out the possibility that it would be possible to decrypt

the message without knowing the private key and without the ability to factor the

composite in the public key. Still, RSA remains the most commonly used public key

cipher.

In 1979, Michael Rabin introduced his public key encryption scheme which also

used a composite of two large primes as the public key, and for which the factoriza-

tion of the composite served as the private key [81]. Rabin went further and proved

that if one could build a machine to decrypt randomly chosen messages, one could

use the same machine to factor composites. Thus, if used within these constraints,

breaking Rabin’s cryptosystem was proven to be as hard as factoring the composite

that composed the public key. The problem of efficiently factoring composites is one

5Public key cryptography was first conceived in 1970 as ‘non-secret encryption’ by James Ellis [38,
39] as part of his classified research within the British Communications-Electronics Security Group
(CESG).

6Once again, this discovery was preceded by classified work at the British CESG, this time by
Clifford Cocks [26, 39].
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that has intrigued mathematicians, and later computer scientists, for ages. Thus, the

security strength of Rabin’s encryption scheme had already been subject to decades

of testing by some of the world’s most talented, highly motivated, individuals. Shafi

Goldwasser and Sylvio Micali [51] would later devise an encryption algorithm that

reduced the security of all encrypted messages (not just randomly generated ones)

to the strength of long studied computational problems. In addition to the factor-

ing problem, they added the assumption that it is difficult to distinguish quadratic

residuosity modulo a composite with unknown factors [50].

Security measurement benefited from the advent of cryptosystems that were es-

tablished to be as difficult to break as a known computational problem. One could

estimate the amount of time required to break the system with current technology

and knowledge by using computational complexity analysis, or even by simulating a

portion of the algorithm. Thus, one could answer the question of how much money

your adversary would need to spend on equipment and how long he would have to

work in order to break your cryptosystem using existing technology and algorithms.

One could also crudely estimate the effect of advancing technology in reducing the

cost of future attacks on the cryptosystem. Moore’s law, which predicts exponential

decline in computing costs over time, could be used to model the decline in the cost of

computation. Crude models were also created to predict advances in factoring algo-

rithms (critical to many cryptosystems) based on past progress in the search for faster

algorithms. The necessity of these models demonstrates that even strength results

in cryptography, a field known for formal and precise results, depend on uncertain

factors such as human innovation in overcoming unsolved problems. Unless scientists
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prove that there exist problems that are significantly more expensive to solve than to

verify (such as by proving P 6= NP )7, the strength of cryptosystems will continue to

depend, in part, on how well the computational problems on which they are based

have been tested. Regardless, cryptographic models will remain subject to new forms

of attack outside the models on which they were built, as was discovered with the

advent of timing and other side channel attacks.

While cryptography has advanced greatly through the reduction of cryptographic

problems to known computational problems, few other security safeguards can benefit

from this approach. As a result, the progress in the theory of cryptography has far

outpaced that of most other security research. Public key cryptography has also far

outpaced the development of the public key infrastructure required to support it.

Almost a quarter of a century after the invention of RSA, almost all the systems

that use it rely on infrastructure for certifying the identity of public key holders that

experts consider unacceptably weak [40, 55].

Outside of cryptography, estimating the strength of a safeguard still requires ex-

tensive examination. It is a common lament that testing cannot prove the absence of

any security flaws, and that at best it can probabilistically show the expected time

or effort required to find the next flaw. However, given that any measure of secu-

rity strength in real-world systems will contain uncertainty, testing can still play an

important role in reducing and measuring this uncertainty.

If the strength of a system depends on how well the system has been tested, how

does one measure it? Some security experts track the security strength of software

7That is to say, proving that there exist problems which take exponentially more time to solve
than it takes to verify that their solution is correct.
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by watching the rate at which flaws are discovered and reported, look at which fea-

tures are included, or examine the reputation and size of the manufacturer. However,

little evidence has been published to support any of these metrics. The problem is

even more complex for systems with human components (organizations) as people

introduce a level of nondeterminism into the system that makes security strength

impossible to measure with the traditional computer science tools of logic and com-

putational complexity alone.

3.3 Chapter summary

In this chapter we reviewed a number of security risk metrics: Annual Loss Ex-

pected (ALE), security savings (S), security benefit (B), and Return On Investment

(ROI and IRR). While the values of these metrics may be calculated after the fact

(ex-post) from historical data, forecasting future values has proved problematic. The

crux of the problem is that the frequency and severity of incidents has been chang-

ing over time, and is not likely to remain stationary given the flux inherent to an

environment driven by advancing technology.

We also reviewed the problems inherent in measuring security strength. In essence,

problems of security strength come down to measuring how hard it is for the adversary

to violate your security requirements. Measuring time, effort, and other resources is

the domain of economics. In the following chapter, I’ll explain how, using economic

principles, markets can be used to to the measure security strength of software sys-

tems.



Chapter 4

Measuring the security strength of
software

4.1 Security strength

For any given threat scenario, a system is only as strong as it is difficult for

an adversary to cause the scenario to be realized. Difficulty not only implies the

adversary’s effort but also his or her need to obtain other resources, such as time and

equipment. The sum of the resource costs incurred in breaking through safeguards

to realize a threat scenario is called the cost-to-break [90].

We saw in Chapter 3 that, when the security of a system rests on a well stud-

ied computational problem, cost-to-break is often measured in units of computation.

The amount of computation required to accomplish that adversary’s goals is rarely

known ahead of time, but is instead probabilistic. For example, when guessing a

password or using a randomized factoring algorithm against a public key cryptosys-

tem, there is an extremely small, but non-zero, probability that the adversary will

succeed immediately based on lucky guesswork. Because the amount of computation

required to breach security is probabilistic, it is the expected cost-to-break that must

47
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be measured.

Solving computational problems is only one of the many ways to breach the secu-

rity of real, more complicated, systems, especially those systems composed of people

with motives and flaws of their own. While the cost of equipment, effort, and time

may not be measurable with the same level of formal precision as the cost of compu-

tation, we need not abandon measurement. Measuring the current cost of equipment

may be as simple as shopping around to find its market price. Estimating the future

cost of equipment may be nearly as straightforward. The cost of computation has

declined at a rate very close to that predicted by Moore’s law. Like equipment, time

and effort can also be measured in units of dollars or other currency. If the amount of

time and skill required to breach security is known, we can use labor market statistics

to estimate its dollar cost.

One of the difficulties in measuring cost-to-break is that it is a function of your

adversaries’ costs, not your own. It’s impossible to research the skill of every potential

adversary, the value they place on their time, and the other resource costs they require

to realize a threat scenario. What’s more, the adversaries themselves are not likely to

know how much time and resources they will need to expend to breach security. This

is especially true if breaching the security of a system requires that the adversary find

a vulnerability to exploit.

To understand why even the adversary may not be able to measure his own costs,

assume that finding a vulnerability is an essential step in breaching the security of

a system. There are a series of tasks the adversary can perform to look for vul-

nerabilities, from inspecting code to writing and executing tests. To maximize his
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Figure 4.1: A cumulative probability distribution that represents an individual’s be-
liefs of the likelihood that he or she can find a vulnerability in a system (the y axis)
for the cost represented by the x axis.

productivity, the adversary will start with the tasks that have the greatest chance of

success in finding a vulnerability per unit cost. Diminishing expected returns result

because the tasks with the highest expected profitability are executed first. We can

see in Figure 4.1 that individuals may perceive cost-to-break not as a single value,

but a cumulative probability distribution. The chance of success in finding a vulnera-

bility increases with total investment (the first derivative is positive), but the chance

of success for each additional dollar invested is smaller than for the previous dollar

(the second derivative is negative).

Economically rational individuals will only perform tasks so long as their expected

return is greater than their expected cost. If an individual believes a vulnerability

is worth r dollars, the cost of task i will be ci, and the probability that task i will

result in the discovery of a vulnerability is pi, then he will perform the task only when

ci ≤ pi · r, or equivalently when ci

pi
≤ r. In fact, while a risk-neutral individual will
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continue to perform tasks when ci

pi
< r and be indifferent to performing tasks when

ci

pi
= r, a risk-averse individual will not search for vulnerabilities when ci

pi
> r − ε for

some positive measure of risk aversion ε.

There is no reason to believe an individual will expend the same amount of re-

sources to find a vulnerability as he would if he knew the true cost-to-break. Percep-

tions may be updated after one task is completed and before choosing to start the

next task, though updating estimates of ci and pi cannot guarantee that they will be

accurate. It is the perceived expectation of the cost-to-break, not the true cost, that

determines how many resources adversaries will be willing to spend to find vulnera-

bilities in a system. Thus, a metric of security strength that incorporates perceptions

of cost-to-break may not only be as valid as a measure that includes only true costs,

it may be more valid.

Security is not the only field in which perception can often trump reality. The

theory of investment tells us the true value of a firm is the net present value of the

income stream that the firm will return to its investors. However, a firm with a higher

perceived value will be more likely to obtain debt financing, make deals, and retain

employees. Such a company will thus be more likely to succeed, and return money

to its investors, than a firm that is identical except for perceptions. This is why it is

impossible to separate perceptions from true value. The true value of a firm can never

be known so long as it is a going concern with an uncertain future. The perceived

value of a publicly traded firm is usually readily available and falls within a tight

range between the market bid and ask price.

It should not be surprising that a market-based approach could also be used
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for security. The first such proposal was presented by Jean Camp and Catherine

Wolfram [23] in the context of securing individual computers from being used in

denial of service attacks. In their work, insecurity in networked computers is treated

as an externality much like pollution in power plants.

A market approach is also effective for measuring the strength of software [90].

This will be the topic of the remainder of the chapter.

4.2 Why measure software systems?

Quantifying the security of physical components and systems is more difficult than

doing so for software. No two physical components can ever be shown to be truly

identical. There is always a risk that defects will occur in a replica that did not occur

in the original.

I focus on software systems because they are more suitable for security strength

measurement. The ease with which software systems may be copied increases the ease

of measurement, as well as the value of measurement. Software, like all information

goods, has a negligible copy cost and each copy maintains the exact same qualities as

the original. Verifying that two information goods are identical replicas is also trivial.

After a program has undergone testing or security strength measurement, you can be

assured that your copy is indeed a replica of the software that was measured. The

ability to amortize the costs of measuring security strength over a large number of

copies is essential to making secure software affordable.

It is also possible to verify that a software program hasn’t changed since you last

used it. Unlike mechanical systems or systems with human components, software does
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not degrade or otherwise change over time. Changes, such as upgrades and patches,

may be controlled by the system’s administrator. While the security strength of a

system changes when new flaws and vulnerabilities arise, the software itself can be

verified as remaining unchanged.

Measuring software alone implies system boundaries that delineate human com-

ponents as external to the system, or part of the larger system in which the software is

deployed. To make this delineation we must define how the system interacts with the

outside world, including its users. We must specify what each type of user is and isn’t

allowed to do. The value of defining these boundaries is that we can then measure

security strength of the software system exclusive of the people and external systems

that will differ at each location in which it is installed. Because software systems may

be more formally specified than organizational systems, the threat scenarios they face

can also be more clearly defined.

The quantity and wide availability of software tools that exploit vulnerabilities

to attack systems, which often appear very soon after vulnerabilities are publicized,

implies that the cost-to-break of systems with known vulnerabilities is quite low. It

is more interesting to estimate the security strength of systems in which there are no

known vulnerabilities than to measure the negligible security strength for systems that

do have known vulnerabilities. In order to realize a threat scenario against a system

with no known vulnerabilities, a new vulnerability must be found and a technique

to exploit the vulnerability to breach security (known simply as an exploit) must be

developed. The cost-to-break is thus dominated by the cost to find a vulnerability

and create an exploit. Since primitive exploits are often required in order to prove
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the existence of a vulnerability, these costs may be considered together as the cost of

finding a vulnerability.1

An adversary intent on breaching the security of a computer system may search

for a vulnerability himself or he may exploit the labor market to pay someone else

to do it. If we assume the worst, the individual with the lowest cost of finding and

exploiting a vulnerability is the adversary with the most to gain from this knowledge,

or someone that this adversary trusts enough to do business with.

4.3 Pricing vulnerabilities

The market price to find and report a vulnerability, or MPV, estimates the cost of

finding a vulnerability in a software system as measured by a market in which anyone,

including those we might consider to be our adversaries, can participate. The MPV

bid price is the highest price offered to buy a previously unreported vulnerability. The

MPV ask price is the lowest price at which a seller is asking to report a vulnerability.

Transactions occur when the bid price reaches the ask price. The MPV at all other

times is a range bounded at the bottom by the bid price and at the top by the ask

price.

For any given threat scenario, a firm can establish an MPV bid price for vulner-

abilities that could be exploited by an adversary to realize that threat. One way

to establish this bid price is to make a public offer to pay a reward to anyone who

1It is possible for the cost of exploiting a vulnerability to exceed the cost of discovering it. An
extreme example of such a vulnerability is a back-door guarded by public key cryptography. That is,
a vulnerability intentionally placed in the code in order to grant access to anyone who knows a secret
key. While such a vulnerability may be easy to find, writing an exploit without knowledge of the
secret key requires one to accomplish the monumental task of breaking the public key cryptosystem.
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reports a new vulnerability of this type. If the reward offer is common knowledge to

those who have the skills to find vulnerabilities then the test will lead to one of the

following three states:

1. Someone has accepted the offer and reported a vulnerability.

2. One or more vulnerabilities have been found but not reported.

3. No vulnerabilities have been found.

For sake of example and without loss of generality, consider what happens if the

reporting reward (MPV bid price) is set at $10,000.

In state (1) we have failed to establish a lower bound on the security strength of

the system. A vulnerability was found and reported for less than $10,000, and there’s

no reason to believe that another vulnerability wouldn’t be found for the same, or

even a lesser, price. The MPV bid price is no longer bounded as the reward has been

claimed. To restore the bound, the vulnerability must be repaired and a new reward

offered.

While it is impossible to know that no vulnerabilities have been found, and estab-

lish that one is in state (3) and not state (2), the lower bound on market price of a

vulnerability is the same in both states.

The only individuals who can distinguish state (2) from state (3) are those who

discover one or more vulnerabilities (or believed they could find one for the reward

price) but decide not to report them. State (2) may occur when an individual has

a more lucrative use for the vulnerability information. However, by not reporting

the vulnerability and declining the reward one pays an opportunity cost of $10,000.
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In other words, $10,000 is sacrificed by anyone who could report a vulnerability but

decided not to and thus $10,000 remains a valid lower bound on market price of a

vulnerability.

In state (3) the system remains secure despite an offer of $10,000 for a means to

break it. So long as all potential adversaries (and those who would find vulnerabilities

on behalf of those adversaries) are aware of the offer, $10,000 is now a lower bound on

the price at which one would find and report a vulnerability if offered the opportunity.

Making the existence and amount of the reporting reward common knowledge

among all those who might find vulnerabilities may appear to be a tall order. Solutions

include exchanges similar to stock exchanges. After all, while the current asking price

of a share of IBM may not be common knowledge, the means for anyone interested in

transacting in IBM shares to get the price and make a trade is. Just as press releases

and analyst reports give investors the information they need to trade in equities,

similar intelligence sources can guide security testers to find the best systems for

them to investigate. In lieu of a full market, reward postings from a small set of

security firms that administer reward offers may be sufficient to establish a market

given the size of the security research community.

Given the low price of personal computers, and their availability to those with the

skills to test software for security vulnerabilities, equipment resource costs for testing

software systems should be negligible in most cases. There will always be exceptions,

such as software that requires a large number of CPUs, extremely high network band-

width, expensive peripherals, or data which the software developer cannot distribute

to testers without violating another party’s copyright.
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One set of costs of attack that are not accounted for by the market price of a

vulnerability are the personal risks the adversary undertakes by staging the attack.

These personal risks, which may include reputation damage, personal harm, or incar-

ceration, are separate from security strength because they can’t be measured in the

same way.

4.4 Precedent for vulnerability discovery rewards

Recent history already contains a number of examples where firms have offered

rewards to those who find means of breaching the security one of the firm’s products.

One of the longest running and most reputable set of challenges is run by RSA

Security.

While providing no formal metrics, RSA Security [87] contends that one of the

goals of its $10,000 Secret-Key Challenge is to “quantify the security offered by. . . ciphers

with keys of various sizes.” The threat scenario they address is made abundantly clear.

For each contest, the unknown plaintext message is preceded by three
known blocks of text that contain the 24-character phrase “The unknown
message is:”. While the mystery text that follows will clearly be known
to a few employees of RSA Security, the secret key itself used for the
encryption was generated at random and never revealed to the challenge
administrators. The goal of each contest is for participants to recover the
secret randomly-generated key that was used in the encryption.

RSA Security also offers a factoring challenge [84, 86]. The problem of factoring

is chosen because data encrypted with the RSA algorithm may be decrypted by

anyone who can factor the composite contained in the public key. They contend

this challenge is helpful “in choosing suitable key lengths for an appropriate level of
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security.” Rewards range from $10,000 for factoring a 576-bit composite to $200,000

for factoring a 2048-bit composite [85].

The RSA factoring challenges only address one threat scenario faced by users of

the RSA cryptosystems. There is no proof that the RSA cryptosystem is as difficult

to break as factoring composite keys. Threat scenarios that bypass factoring to break

the cryptosystem are not addressed by the challenge. Threat scenarios in which keys

are not generated randomly, or in which the RSA cipher fails to provide security when

used under certain conditions, are not addressed. For example, Don Coppersmith [30]

has shown messages encoded multiple times for multiple receivers may be decoded if

the receivers use RSA public keys in which the publicly known exponent is a small

number. This vulnerability cannot be reported for a reward under the rules of the

RSA factoring contest.

To RSA’s credit, the rules for both of their contests are clear and well defined,

and evidence of past pay-outs establish the credibility that the reward offer will be

honored. The publicity these contests have received ensure that a large fraction of

the individuals with the potential to succeed in the challenge know about it.

Unfortunately, there is no centralized clearinghouse for these challenges and so the

costs of discovering the contests, as well as reading a non-standardized set of contest

rules, still pose significant barriers to participation.

Finally, the rewards offered by RSA Security, while significant, are not likely to

spur a great deal of research. A criminal armed with the ability to factor RSA public

keys could make millions, if not billions, of dollars with that knowledge. The fame,

and security consulting fortunes, destined for anyone who finds a way to factor 2048-
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bit composites far outweigh the value of the $200,000 reward.

Other security challenges have made the flaws of RSA’s contests seem small. Per-

haps the most notorious was run by the Secure Digital Music Initiative (SDMI) to

test the integrity of their music watermarking schemes. The challenge was launched

by the release of an Open Letter to the Digital Community [25] from SDMI.

The Secure Digital Music Initiative is a multi-industry initiative work-
ing to develop a secure framework for the digital distribution of music.
SDMI protected content will be embedded with an inaudible, robust wa-
termark or use other technology that is designed to prevent the unautho-
rized copying, sharing, and use of digital music.

We are now in the process of testing the technologies that will allow
these protections. The proposed technologies must pass several stringent
tests: they must be inaudible, robust, and run efficiently on various plat-
forms, including PCs. They should also be tested by you.

So here’s the invitation: Attack the proposed technologies. Crack
them.

By successfully breaking the SDMI protected content, you will play
a role in determining what technology SDMI will adopt. And there is
something more in it for you, too. If you can remove the watermark or
defeat the other technology on our proposed copyright protection system,
you may earn up to $10,000.

Despite the fact that the challenge was far from common knowledge, the testing

period was less than a month, and the reward was small, the challenge ended with

a clear result. All four of the watermarking technologies were broken by a team of

academic researchers from Princeton and Rice Universities [32]. In order to publish

their results the researchers turned down the reward, which was conditioned on the

signing of a confidentiality agreement that prohibited any discussion of their findings

with the public [31].

When SDMI and the RIAA discovered that the researchers intended to publish

their results, they threatened a lawsuit [78]. While a counter-suit filed on behalf of the
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researchers by the Electronic Frontier Foundation (EFF) failed to ensure the right to

future publication [37], an agreement was eventually reached allowing the researchers

to publish, but only with permission of SDMI. Unless researchers can be convinced

that finding and reporting vulnerabilities will not lead to legal action, challenges will

exclude many potential participants.

In Secrets and Lies [95], Bruce Schneier says that challenges “if implemented

correctly, can provide useful information and reward particular areas of research [and]

can help find flaws and correct them.” He shows concern that challenges can never end

with a positive security result, and that rules are rarely enforced fairly. Assuming that

challenges must terminate, Schneier concludes that they do not yield useful metrics

to judge security. However, challenges can provide meaningful security assurances so

long as they do not terminate and the reward continues to be offered. It is the lack of

known vulnerabilities combined with the offer of the reward for future vulnerabilities

through which the system’s developer signals the security strength of the system.

Schneier is correct that potential participants will opt out of challenges if they

doubt that rules will be fairly enforced, or even if the rules take too long to understand.

RSA Security spent time and money developing simple and fair rules. They have also

paid out rewards which has helped build a reputation.

Unlike RSA, many organizations cannot afford the time to do this. Others have

reputations that will be forever tarnished from lawsuits they filed against those who

have found vulnerabilities in the past. Such organizations require another means of

establishing credibility for the rewards they offer. This opens up a business opportu-

nity for middle-men, or third parties, to play a part in the transaction. These third
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parties could create simple rules that remain fairly consistent for all the challenges

they host. If only small changes are made for different challenges, and these are

highlighted, the transaction cost of reading rules can be addressed. Because these

businesses would rely upon their reputation within the security community and with

software vendors, they would have strong incentives to pay out rewards in a fair and

just manner. If the firm fails to pay out rewards that are deserved, future rewards

offered by the firm would not attract a significant fraction of potential testers and

the validity of the entire process, and its results, will be questioned. If a firm pays

out when it should not, software vendors will cease to hire them.

4.5 Chapter summary

The strength of a system’s security is a measure of the expected cost to breach

that security. Software is efficient to test because it is an information good that is

inexpensive to replicate and because one can compare the integrity of its replicas. I

have shown how a market model can be used to measure the labor and other resources

to breach a system’s security.

Some indicators of the price at which vulnerabilities can be bought and sold

already exist. Security consulting firms such as @stake sell vulnerability analysis as a

service. By dividing the number of vulnerabilities found by the price paid it is possible

to determine the per-vulnerability cost firms are paying to identify vulnerabilities.

Firms such as iDEFENSE offer rewards to those who report vulnerabilities in

other’s products, selling the right to early notification to their customer base. Other

firms, such as RSA, have offered rewards for the discovery of vulnerabilities in their
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own systems. While the exchange of rewards for vulnerability reports has not always

been successful in establishing security strength, those that most genuinely embraced

the open market model have had the greatest success.



Chapter 5

Differentiating software products
by security strength

A market for lemons is one in which consumers cannot determine products of

quality from defective goods, or lemons [1]. In such a market, a producer’s dominant

strategy is to sell lemons, as they are less expensive to manufacturer (or obtain),

and so consumers must assume that any product offered for sale is a lemon. As a

result, the price consumers will be willing to pay for a product is calculated under the

assumption that the product they will receive will be a lemon. Firms that invest in

producing high quality products will then be driven out of the market by those that

produce lemons at lower cost. Ross Anderson [9] and others have called the market

for secure software a market for lemons. Without metrics through which a consumer

can differentiate the more secure products from the less secure ones, there has been

little incentive for software producers to increase the security of the products they

sell.

To complicate the problem of differentiating software based on its security, the

software product that provides the strongest security in deterring one threat scenario

may be the weakest in deterring a different threat scenario. Security strength can
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only be measured and compared when the security requirements, and resulting threat

scenarios that constitute security failures, are made explicit.

How do you compare your product’s security strength to that of a competitor if

your competitor is not willing to offer a reward for vulnerabilities? One approach

is to explain to the consumer that, if the reward for finding a vulnerability in your

competitor’s software that could cause a threat scenario to be realized is $0, then

the lower bound (bid price) of the market price of a vulnerability that could be

exploited to carry out that scenario is also $0. However, comparing two lower bounds

does not allow you to say with certainty that your system is more secure. Proving

security superiority requires that you place an upper bound on the market price

of a vulnerability in the competing product below that of the lower bound of your

product’s MPV.

One approach to establishing an upper bound on the security of your competitor’s

software is to find (or buy) a vulnerability in that software. You can then offer the

vulnerability at the same price it cost you to obtain it, or any higher price. So long as

the vulnerability is not fixed by your competitor, and the vulnerability information

is offered to anyone who will pay for it, your asking price represents an upper bound

on the product’s MPV. Anyone can buy a vulnerability in the system from you at

the price you are offering, regardless of whether their intent is benign or malicious.

So long as the vulnerability in your competitor’s software is easily exploitable and

has an asking price lower than the bid price for a vulnerability in your software, you

can claim that your software is the stronger of the two systems against the threat

scenario in question.
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An Instructive Fictional Example

Three computer manufacturers who are dissatisfied with the state of
open-source operating system security form a trade group, SBU, to pro-
mote a ‘Secure’ variant of Berkeley Unix. This new operating system
is to be targeted to customers seeking a secure network file system and
the default configuration supports this application. The operating system
must also allow administrative access via ssh. The two threat scenarios
of concern are any failures that could result in a loss of confidentiality or
integrity.1

Investing millions of dollars in testing, SBU establishes a market price
of $500,000 for a vulnerability in the default configuration of its operating
system that could lead to a loss of confidentiality or integrity. To estab-
lish an upper bound on the security strength of its Linux competitors, it
offers $100,000 for a vulnerability common to all Linux variants (RedHat,
Debian, etc.) that could be exploited by an adversary to gain root access
to the system. In unix variants, root access gives an adversary complete
control of the operating system and the ability to violate the confidential-
ity and integrity of its data. A vulnerability is discovered, SBU purchases
it, and then offers it to anyone willing to pay the $100,000 price tag.

As none of SBU’s competitors are able or willing to shell out $100,000
to discover the vulnerability, the market price of a vulnerability in SBU’s
operating system has been demonstrated to be $400,000 higher than that
of its competitors.

If your competitor buys the vulnerability report from you, then you will need to

find another vulnerability in order to restore the upper bound on the security strength

of your competitor’s software. If your competitor continues to buy each vulnerability

that you offer for sale then he may as well be offering the reward up front in order

to establish a lower bound on the security strength of his system. This is equivalent

to what your competitor would need to do to compete on security strength. If your

product has fewer security flaws you will need to spend less money in order to support

the same security strength reward, putting you at a competitive advantage.

1Because the system is designed to be used internally, availability is deemed not to be an issue.
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RedHat, Debian, and IBM form an alliance to purchase and fix this vul-
nerability, and any other vulnerabilities that SBU might obtain to prove
that Linux is less secure. Little do they know, $100,000 was a very con-
servative lower bound for the cost to find a vulnerability in Linux. In
fact, after paying $2,000,000 for the first twenty vulnerabilities, the rate
at which SBU can buy up vulnerabilities at the $100,000 price point shows
no sign of slowing. Having spent all of the funds from its charter, the al-
liance is forced to temporarily surrender the battle to keep their product as
secure as SBU’s and focuses on finding a more cost effective way to remove
the vulnerabilities in Linux (perhaps using the approach in Chapter 6.)

Skeptics of MPV as a measure of security strength might ask what happens when a

deep-pocketed firm tries to deflate the market price of a vulnerability in the competing

firm’s product by buying up vulnerabilities and then dumping them on the market far

below cost. Imagine, for example, a market leading firm that buys up vulnerabilities

in its competitor’s products and then sells them for $100,000 less than they paid.

Can such market manipulation sabotage MPV as a metric?

While the strategy above could certainly be exploited by a market leader, MPV

remains a valid metric. A competitor who dumps vulnerabilities on the market at a

price below its cost to obtain them is acting to subsidize the adversary. If an adversary

receives a subsidy that helps him attack a specific software product, that product will

be less costly to attack.

Microsoft concludes that it is prohibitively expensive to use rewards
to raise the market price of a vulnerability in Windows XQ, which has
over one billion lines of code, beyond the current $25,000 level. Microsoft
surmises that it will be more cost effective to buy vulnerabilities in SBU’s
product and sell them at the $25,000 price point. While it will end up
costing Microsoft at least $475,000 for each vulnerability purchased (and
then likely sold to SBU), Microsoft believes that with its deep pockets it
can afford to buy more vulnerabilities at the market price than SBU can
afford to buy for $25,000.



Chapter 5: Differentiating software products by security strength 66

There are three good reasons why a firm would want to avoid dumping vulnera-

bilities in its competitor’s product to raise its own comparative strength. Firstly, the

stronger the product is the more expensive it is to dump vulnerabilities. If the market

price rises with each vulnerability purchased, the cost differential gets progressively

worse for the firm doing the dumping.

If the competing software developer that is targeted by this strategy can afford

to buy the vulnerabilities and repair them, then the firm doing the dumping will end

up subsidizing this competitor’s testing. In the long run, this will only make the

competitor’s product more secure.

The third consequence is that if the firm can be shown to be actively subsidizing

attackers (rather than just acting as a clearinghouse for trade in vulnerabilities) than

it might be held liable for aiding and abetting criminal activity.

5.1 Chapter summary

In this chapter I showed how the economic approach to measuring security strength,

detailed in the previous chapter, can be applied to the software industry. By pro-

viding techniques to bound the security strength of software products in terms of

the market price of a vulnerability (MPV), I have supplied the tools necessary for

software producers to prove the relative strength of their product in relation to that

of their competitors.

If the market price of a vulnerability is to be the security strength metric used to

differentiate products, it is essential that it be economical to measure. This issue is

of particular importance as continued measurement requires that a reward (the bid
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price) be offered for a potentially unlimited number of vulnerabilities. MPV could

be a prohibitively expensive metric if rewards are claimed more often than expected.

Firms will also require a proven mechanism for improving the security strength of

their software. In the upcoming chapter, I will address both of these problems by

introducing a market approach to establishing lower bounds on a program’s security

strength during the software development and testing process.



Chapter 6

Developing strong software

Despite significant spending on security, software development firms continue to

release vulnerability-ridden systems. While these firms have long rewarded teams that

ship products on time, few offer their employees the incentives necessary to ensure

that systems are designed, built, and tested to be secure. One barrier to creating such

incentives has been the problem of measuring security. By the time vulnerabilities

are discovered in a released product, the developer who wrote the code and the tester

who verified it may no longer be working in the same product group, or even the

same company.

Even when a firm makes a public commitment to focus on security, the lack of

measurement and incentives makes it difficult to follow through. For example, after

delaying product development to shore up security, Microsoft released Windows 2003

only to see that a steady flow of vulnerabilities continued to be reported at an alarming

rate.

If a software development firm set out to release products with measured security

strength, how could it reach its goals? If the firm plans to offer vulnerability rewards

to establish MPV, can it do so without paying out more money than it can afford?

68
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This chapter describes how a software development firm can reach its security goals

in an economical manner.

I describe a strategy in which security strength testing is integrated into every

stage of product design and development. At any time during product development,

rewards will be offered for the report of vulnerabilities in the design or existing im-

plementation of the system. From the beginning of testing until product release, the

firm will bid for vulnerability reports. While these rewards may first be offered to

in-house testers, at some point before the product is released to production these

rewards will be offered to the public so that anyone may test the system and report

vulnerabilities. The lower bound of the market price to find a vulnerability (MPV)

will be established upon release of the software to production simply by continuing

to offer rewards to anyone who reports a new vulnerability.

This process can also be used to test for software defects other than vulnerabil-

ities. While I will use the more general words, flaw and defect, in this chapter, if

you are focused exclusively on security you could just as easily substitute the word

vulnerability. Rather than introduce new terminology for the market price to find a

general software defect, we will continue to use the acronym MPV.

6.1 Desirable properties of markets for defects

Given the opportunity, what properties would a firm build into an ideal market

for purchasing reports of defects, such as vulnerabilities, from testers?

Value The price paid for each defect found should be minimized.
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If the testing budget is fixed, value is obtained by maximizing the number of

defects found. If the number of defects found is fixed, value is obtained by minimizing

the amount of money spent in finding them.

Speed Defects should be found and reported as quickly as possible.

The sooner a defect is reported, the sooner it can be fixed and the less likely it

is to cause damage before it is repaired. Given trade-offs between value and speed, I

will introduce solutions that place priority on value and then show opportunities for

exchanging value for speed.

Order The easier a defect is to find (or the cheaper the defect report is to
produce), the earlier it should be reported.

The most obvious and most commonly occurring defects are both the most easy

to find and the most likely to result in damage. Defects that are difficult to find are

the least likely to occur when the system is operating and thus are the least likely to

cause damage [17]. Product quality can be improved more quickly if the most common

defects are discovered and fixed first. For any class of security vulnerabilities that

cause the same amount of damage when exploited, locating and fixing the cheapest

vulnerabilities to find will increase the MPV of the system faster than if vulnerabilities

that are more difficult to find are given higher priority.

For example, a defect in a router that corrupts one of every thousand packets

is of more concern than a defect that corrupts one packet per billion. A software

company prevents more theft if adversaries must spend millions of dollars to break

a cryptographic algorithm than if a vulnerability remains that can be found and

exploited for a thousand dollars. That the most frequently occurring problems are

often the easiest to detect is one of the few natural laws that work to the advantage
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of the software tester.

If we are focusing purely on testing products that have yet to be released, order

will be the least important of these properties.

6.2 Market requirements

The market for defects will have one buyer, the firm charged with improving the

quality of the system, and many sellers, who we will call testers as they are charged

with finding and reporting defects. This one-buyer assumption may seem misguided,

especially if the defects are security vulnerabilities that, if left unrepaired, would be

of value to an adversary. In Section 6.5 we will see why an adversary is not likely

to buy information about a vulnerability at any price that the firm is willing to pay,

and thus need not be treated as a competing buyer.

With this in mind, the firm may set the rules of the market as follows:

Access All testers have full and equal access to the system to be tested.

The average price of a defect report cannot fall below the average cost of finding a

defect, otherwise no rational tester would search for defects. To maximize value and

speed it is in the firm’s best interest to minimize the testers’ costs by giving them full

and complete access to the system.

Pricing A tester reporting a unique and verifiable defect at time t, com-
plete with test case, will receive a reward r(t). A tester reporting a
non-unique defect (one that was reported earlier) receives nothing.

The firm chooses any reward function r(t) such that it increases continuously with

time, starting with the lowest possible cost of finding and reporting a trivial defect

and ending with the MPV reward that will be continue to be offered after the system
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is released.

This rule frees the firm from any need to understand the testers’ costs. Rather,

the firm will rely upon competition between the testers to minimize the total cost of

the rewards it pays out.

While not essential to this analysis, I suggest supplementing the pricing rule to

require testers to pay the transaction costs of processing defect reports (still receiving

their reward if the report is valid). This discourages reports that are erroneous, badly

detailed, or duplicates of published existing reports. Testers are expected to integrate

these costs into the price they demand for each defect reported.1

Selling A tester may search for defects at any time, and may report a
defect immediately or at any time after finding it.

While forcing immediate reporting would appear to maximize speed and improve

order, the firm does not have enough control over the market to make this happen.

More importantly, doing so would interfere with the testers’ ability to wait for a

higher reward and make a fair profit, and would thus reduce the incentive for testers

to search for defects. Instead, we will again rely on competition to achieve our goals

and ensure that defects are reported in a manner that is timely enough.

Information All testers receive the other testers’ defect reports immediately
after they are received by the firm.

After we’ve ensured that testers receive the maximum information available about

the system (via the Access rule), testers’ efficiency can be further improved by en-

suring that they are not wasting effort searching for known defects. The information

rule is most sensible early in the testing process, when defects are common and it

1These transaction costs must then be subtracted from the market price to find and report a
vulnerability (MPV) if this value is to measure a true lower bound on security strength.
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is likely that a defect will be reported a second time before the firm can respond to

the first report with a fix. After product release, a firm to may prefer to ensure that

users have a chance to patch their systems before vulnerability reports are published.

Such a firm would sacrifice value by delaying the release of security defects until after

they are repaired. This will be discussed in more detail in Section 6.6.

6.3 Simplifying Assumptions

The market for defects has been constructed so that once the firm has declared its

desired MPV it has no further strategic choices to make. The strategy lies completely

in the hands of the testers.

In order to analyze how the testers will behave, we first simplify the nature and

rules of the game until the analysis becomes trivial, then remove the simplifications

in order to make the game better reflect reality.

The following story summarizes our simplified game.

Storyline
Frank’s system has a defect that he is willing to pay $1,000 to locate.

Frank invites Ann, Bob, and others to test the system over a thousand-
hour period and to provide a test case that identifies the defect. The
reward for reporting the defect in the first hour is one dollar. As each
hour passes, the reward for reporting the defect is increased by one dollar.
However, only the first player to describe the defect will receive the reward.

Ann can find the defect with $200 of effort. Bob can find the defect
with $300 of effort. No other tester can find the defect for less than $300
of effort. All of these facts are known to all the testers.

The simplifications implied in the above example can be formalized in the following

statements:

(1) There is one and only one defect.
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(2) The act of finding a defect is atomic and takes no time.

(3) Each tester knows his or her cost of finding the defect.

(4) Each tester knows the other testers’ cost of finding the defect. Each tester knows
that the other testers know each other’s cost of finding a defect, and so on.

If each player knows that a defect exists and knows everyone’s cost of finding

the defect (perfect knowledge as defined in simplifying assumptions 3 and 4), the

market can be modelled as a cooperative game with multiple sellers (the testers)

and one buyer (the firm). In the language of cooperative game theory, the marginal

contribution of a participant is the amount of value they bring to the game, in terms

of total profit for all players. For example, if Ann and Bob working together earn

$50 each in profit, but with Charles in the game Ann, Bob, and Charles all earn $60

each, the total value earned with Charles in the game is $180 and Charles’ marginal

contribution is $80 ($180-$100). One finding of cooperative game theory is that a

player cannot expect to earn more than their marginal contribution, as if they do the

other players will be better off to play the game without them.

For the rules of our simplified market, all testers are offering an information good

that is a perfect substitute for the others’ good as all are describing the same defect.

The firm is only willing to pay for this information from one of the testers. If there

are two testers with the same cost of finding the defect, they both have a marginal

contribution of $0 as either can be replaced by the other. If one tester can find the

defect at a lower cost than all other testers, her marginal contribution will be positive,

and will be the difference between her cost of finding the defect and the next best

tester’s cost of finding the defect. This is because every dollar saved in the cost of

finding a defect is either a dollar of profit for the tester or a dollar saved in price of
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the defect report paid for by the buyer.

If, in our story above, Ann sells a defect to Frank at price p, her profit is p− $200

and Frank’s profit is $1000 − p. These sum to an aggregate profit (the result of a

characteristic function in cooperative game theory) of $800 total between Ann and

Frank. Without Frank in the story to buy the defect, there would be no transaction

and no profits. Therefore Frank’s marginal contribution is $800. The aggregate

profit if Frank transacts with Bob is $700, as it costs Bob $100 more to find the

defect. Because Frank is better off buying from Ann, Bob’s marginal contribution

is 0. Since the aggregate profit would decrease by $100 without Ann, her marginal

contribution is $100. Ann can expect to sell the bug report at a price between her

cost, $200, and her cost plus her marginal contribution, or $300.

Since the firm does not have the ability to negotiate in this market (the testers

report defects at the time of their choosing) and all testers are assumed to be rational,

the tester with the lowest cost of finding a defect can demand a price just below the

lowest cost at which any other tester could report the defect. That is, she can demand

to earn a profit of any amount up to (but not necessarily including) her marginal

contribution. In our story, the smallest discrete unit of currency is a dollar, and so

the tester earns one dollar less than her marginal contribution.

Ann believes that Bob and the other testers are rational and that they
will not sell the defect at a loss. Since no other tester can find the defect
for less than $300, Ann can sell the defect at any price below $300. To
maximize her profit, Ann finds the defect and reports it when the reward
reaches $299. The price and timing of the sale are shown in Figure 6.1.
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Figure 6.1: An ascending price bidding strategy is used to purchase a single defect.

6.4 Approaching Reality

In the real world, products have multiple defects, finding a defect is a time con-

suming operation requiring a large number of subtasks, and each tester’s knowledge

is far from perfect. We’ll now try to replace the simplifying assumptions above with

others that more closely match the realities of testing.

6.4.1 The presence of multiple defects

This bidding strategy would be of little value if it could only be used to find a

single flaw in the system. This assumption must be removed, which we will represent

by writing it again and crossing it out.

(1) There is one and only one defect.

In order for the our bidding strategy to accommodate reports of multiple defects

we must substitute a new assumption for assumption 1.
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Figure 6.2: An ascending price bidding strategy is used to purchase two independent
defects.

(1a) All defects are independent. Finding one defect d in the set of all defects D
neither aids nor hinders the search for another defect d′ ∈ D, nor does it indicate
that a tester is more or less likely to find another defect.

With this new assumption in place, we can simultaneously bid on any number of

defects in parallel, even if we don’t know how many defects there are.

There are now two defects d1 and d2, each of which Frank is willing to
pay $1,000 to locate. Ann’s costs of finding defects d1 and d2 are $150 and
$600 respectively. Bob’s costs of finding defects d1 and d2 are $300 and
$200 respectively. Ann reports d1 for a reward of $299 and Bob reports
d2 for $599. The prices and timings of the sales are shown in Figure 6.2.

6.4.2 Knowledge about others’ costs (part one)

(4) Each tester knows the other testers’ cost of finding the defect.

It’s quite unlikely that a tester can know how hard it is for every other tester to

find a defect, especially when she has yet to do the work to find the defect herself.

We will replace this assumption with one that is somewhat less far fetched. This will
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enable us to make progress in the analysis before relaxing this assumption further in

Section 6.4.4.

(4a) Once given knowledge of a defect d, a tester with one of the two lowest costs of
finding d will know the other lowest cost tester’s cost to find d.

There are now two sets of moves for each tester. First, a tester must decide if and

at what price she will search for a defect. Then, if a tester has found a defect, she

must decide at what price she will sell it. She can calculate the appropriate times for

these actions from her corresponding choice of price by using the inverse function of

r(t).

If Ann knows her cost of finding a defect (Assumption 3), and we define Ca to

be this cost, we say that Ann will find a defect at a time t for which the reward r(t)

covers her cost. That is, at some point at which Ca ≤ r(t). At this time t she can

immediately sell the defect without any loss2, or wait until just before the next lowest

cost tester will find the defect. She can do this because once she has found the defect

she will know the next lowest cost tester’s cost of finding the defect. Though the

story changes slightly under these new assumptions, the ending remains the same.

Ann and Bob’s costs haven’t changed, but neither player starts out
with any knowledge about the other’s costs. When the reward price
reaches $150, Ann spends $150 to find defect d1 knowing that she can
sell it immediately at no loss regardless of what she discovers Bob’s cost
of finding d1 to be. After spending her $150, Ann learns everything she
needs to know about d1, including that it would cost Bob $300 to find d1.
Ann now knows, just as she did in the previous example, that she can wait
to report the defect until the reward is $299. Using the same logic, Bob
will find defect d2 once the reward reaches $200 and will once again report
it when the reward is $599. The prices and timings of the sales remain
exactly as before, and are still accurately represented by Figure 6.2.

2We ignore the unlikely event that Ann’s cost is exactly the same as Bob’s, and that they both
attempt to report the defect at the same unit of time, as this becomes increasingly unlikely as our
measurement of time becomes increasingly less discrete.
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6.4.3 The time and cost of searching

(2) The act of finding a defect is atomic and takes no time.

(3) Each tester knows her cost of finding the defect.

Finding a defect can require both time and expense, and it is hard to determine

the cost of finding something until you know what it is you are looking for. The

following assumptions are much more realistic.

(2a) A unit of work spent searching for a defect is an atomic task, has a fixed cost
cw, and takes no time.

(3a) Each tester can estimate the probability pw that a task will reveal a previously
unreported defect.

Ann has a test that she can design and run for $5. The test has a 1%
chance of revealing an unreported defect. Once the reward for reporting a
defect has reached $500, running the test will have an expected reward no
less than 0.01 ·$500 = $5.00. Ann, who is risk-neutral, decides to perform
the test at that time.

More formally, we say that a tester will search for a defect when her expected

minimum reward justifies the cost of searching. The equation below describes the

requirement that cost of searching cannot exceed the expected reward, which is the

probability that searching yields a reward times the amount of the reward. This is

essentially the same equation that was introduced in Section 4.1.

cw ≤ pw · r(t) (6.1)

Simplification 2a will not be further refined, and so our analysis will continue to

be predicated on the assumption that a unit of work takes no time. Since even small

units of work take time, a trade-off exists between the speed and value in testing.
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The choice of testing period is one which needs to be made based on the time and

budgetary constraints of firms with knowledge of the state of the art in testing tools

and technology. This is thus outside the scope of this dissertation.

6.4.4 Knowledge about others’ costs (part two)

(4a) Once given knowledge of a defect d, a tester with one of the two lowest costs of
finding d will know the other lowest cost tester’s cost to find d.

Removing this assumption about knowledge makes the players’ second move strat-

egy less clear. All we can do is analyze the strategies of each player based on his or

her beliefs about the costs of the other players.

Under our revised assumptions, when Ann finds a defect she does not know the

likelihood that another tester will report that defect at time t for reward r(t).

We will represent Ann’s estimate of the probability that no other player will have

reported defect d at time t as pa(T\a,Dr, d, t), where T\a is the set of all testers

except Ann, and Dr is the set of defects that have been reported.

Ann will report the defect at a time that maximizes her expected payoff function,

which is once again the product of the reward times the probability of receiving the

reward:

pa(T\a,Dr, d, t) · r(t) (6.2)

Figure 6.3 shows the decision Ann faces when she discovers a defect at the time

when rn(t) = 0.3, where rn(t) is the reward function r(t) normalized by dividing its

result by the maximum value of its range. This normalization simplifies the reward

function so that the maximum reward is 1. In this particular example, in which
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Figure 6.3: A plot of the cumulative probability distribution, pa(T\a,Dr, d, t), that
someone other than Ann will have reported defect d before time t to collect a re-
ward less than rn(t). The shaded region represents rn(t) · pa(T\A,Dr, d, t), or Ann’s
expected reward should she risk waiting until rn(t) ≈ 0.68 to report the defect.

arbitrary values were used for sake of illustration, the strategy that optimizes Ann’s

expected reward, represented by the shaded region, is to report the defect when

rn(t) ≈ 0.68.

The better Ann’s expected payoff function approximates the knowledge of as-

sumption 4a and the behavior of the other testers who might find the same defect,

the more money Ann will be able to make. The uncertainty, however, should encour-

age Ann to report earlier than she might if given the perfect knowledge she had with

Assumption 4a.

6.4.5 Defect dependencies and learning about the skills of
others

There is a strong case for removing the assumption (1a) that all defects are in-

dependent and that no useful information about the rate at which other defects will
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Figure 6.4: Defects are not independent as the discovery of one defect may lead to
the discovery of many related defects.

be found by watching the reporting of existing defects. For starters, we would expect

that if Ann discovered a number of defects only to watch Bob report each defect at a

price below her estimates of his costs, Ann would revise her estimates of Bob’s cost

to find each additional defect.

We also can’t ignore the possibility that the discovery of one defect will simplify

the discovery of similar defects, as shown in Figure 6.4. Many defects are often

related, so much so that it can be difficult to determine where one defect ends and

another begins.

(1a) All defects are independent. Finding one defect d in the set of all defects D
neither aids nor hinders the search for another defect d′ ∈ D, nor does it indicate
that a tester is more or less likely to find another defect.

Once we acknowledge that the discovery of a defect changes every player’s cost

of finding another defect, adding a new assumption won’t fix the rules of the game.

Rather, it is our bidding strategy and not the simplifying assumptions that needs
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repair. The following example shows how the firm may fail to obtain value when

using a monotonically increasing bidding function.

Frank’s system has three defects that are all closely related. Ann
can find the first of three defects for $500, and can find each of the two
remaining defects for $10 each given knowledge of the first defect. Bob can
find a defect for $2000 but given knowledge of any of the defects can find
the other two for only $5. Charles can find any defect for $600, but isn’t
aided by information about defects that have already been discovered.

Ann finds the first defect when the reward has reached $500 and then
instantly finds the two other defects. She reports all three defects at once
when the price reaches $599, collecting $1,797.

The above example demonstrates two problems with the rules as they stand. Since

Bob has a lower cost of finding the incremental defects and Ann is the one reporting

them, the most efficient tester is not the one testing for the incremental defects. Since

the reward function increases monotonically, the firm must grossly overpay for the

incremental defects rather than paying no more than the cost of the second lowest

cost tester. By the second lowest cost rule, Ann should collect $599 for reporting the

first defect, and Bob should collect $9 for each of the additional defects, allowing the

firm to pay $617 for the three defects instead of $1,797.

The simplest way to restore value is to reset the reward (bid) price each time a

single defect is reported, lowering it down to the transaction cost of reporting a defect

($0 in our story) as shown in Figure 6.5. If the reward is reset to $0 when Ann reports

the first defect, and the report is made available to all other testers, Bob will learn

about the defect, find the next defect, and report it when the reward price reaches

$9. The reward will once again be set to $0 and after it climbs to $9 again, Bob will

report the third defect. While this approach sacrifices speed, without it value is all

but nonexistent.
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Figure 6.5: Resetting the reward to avoid overpaying for defects that are easily found
after the discovery of a related defect.

The firm may want to adjust the reward function so that the bid price grows very

slowly (or remains at $0) while an outstanding defect is being fixed. This prevents

a slew of related defects and test cases, which are trivial modifications of the first

reported defect, from being rapidly submitted and overflowing the reporting system.

Alternatively, allowing the reward to increase and a flood of related test cases to be

reported may be just what is needed to build a good regression testing suite.

There is also a rather practical benefit to setting the reward back to $0 each time

a defect is reported in that it allows for more predictable budgeting. If the reward

function r(t) increases linearly, for example if a dollar is added to a reward ‘pot’

every hour and reporting a defect allows the tester to take the money in the pot, then

the rate at which defects are reported does not affect the rate at which the testing

budget is spent. The disadvantage is that fixing the budget removes any guarantees

about the cost to find and report a defect (MPV) after any given testing period. The
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firm may be better off increasing rewards at faster rates when it is falling behind in

meeting its security and reliability goals.

Depending on how r(t) is chosen, Ann may now wish to recalculate pa(T\a,Dr, d, t)

for her unreported defects each time a defect is reported and the reward is reset. In

doing so, she may actually determine that she may want to take a loss if she has un-

derestimated the other testers in her past calculations. However, the same equations

still guide Ann’s strategy in selling the defects that she has found so long as she still

seeks to maximize her expected reward.

6.4.6 Some defects are more important than others

Defects that may result in different failures, or may be exploited to carry out

different threat scenarios, have different consequences. Rather than treat all defects

equally, the firm will likely want to separate them into classes based on their severity.

Larger rewards can then be offered for defects in classes that yield the greater threats.

While the firm could create a separate bidding strategy and corresponding reward

function for each class of defect, it is easier to pick one class of defect as the baseline

class and measure the other classes relative to that baseline class. If the firm is willing

to pay only half as much for a defect of a new class as it is for the baseline class, the

reward for finding a defect from that class at time t can be set to 1
2
r(t). Generally, if

a defect is from a class that the firm is willing to pay x times as much as one from

the baseline class, the reward for reporting such a defect should be set to x · r(t).

This approach is equivalent to offering parallel bids for each class of defect using

separate reward functions, except that all the rewards for all defect classes are reset
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each time a defect of any class is reported. Since finding a defect in one class may

make it easier to find one in another class, resetting all rewards is indeed necessary.

6.5 Adversaries and the one-buyer assumption

We began our analysis by assuming that the firm is the only buyer of defects

during the testing process. One might be concerned that, during the testing process,

adversaries may purchase reports of defects that are categorized as security vulner-

abilities. If the purchased defect remained unreported after testing concluded and

the software was put into use, the adversary could then exploit the defect to target

vulnerable systems.

If R is the amount of the reward offered by the firm at the end of the testing

process, we already assume that it may be possible for the adversary to purchase

vulnerability reports at a price greater than R. Establishing a market price for finding

a vulnerability in the system does not prevent an adversary from paying above this

price to find a vulnerability for his own purposes.

A vulnerability is of no value to an adversary if the flaw is discovered and fixed by

the firm before the product is released. An adversary who buys a vulnerability during

the testing period is thus wagering that the vulnerability will remain unreported until

after the product is in use. He may buy a vulnerability at a price v (v < R) during the

testing period. A risk-averse tester might sell a vulnerability at price v rather than

either accepting a smaller reward r(t) offered by the firm at the same time or waiting

to sell the vulnerability to either the firm (at price r(t + ε)) or the firm’s adversary.

By doing so, the tester transfers to the adversary the risk that the vulnerability will
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be discovered by another tester.

However, there are many reasons why the adversary should be wary of any such

deal. It pays for the tester to sell the adversary the defect that is most likely to be

detected by another tester. It is now the adversary who would face a market for

lemons [1] when buying vulnerabilities.

The difficulty faced by the adversary is more pronounced if the tester is risk-

neutral, as such a tester will only sell those vulnerabilities that he does not expect to

be able to sell to adversaries at a price greater than or equal to R after the testing

period is over.

One might suppose that a tester could sell at a price below R and make up for

the difference in volume by selling to multiple buyers. In such a case, a buyer is able

to engage in arbitrage by purchasing the defect and selling it to the firm. This will

result in the defect being fixed, and any exploits of the defect becoming worthless.

What’s more, once the first buyer has purchased the exploit he would also be able to

sell the exploit to other buyers. As there would now be multiple sellers of the same

information good, the price of the good would drop to zero. For both these reasons,

a tester should not expect to be able to sell a security defect more than once.

In fact, the tester’s ability to resell security defect information adds an additional

barrier to the sale of security defects to adversaries at any price. Any adversary must

worry that after he has paid to learn the details of the vulnerability, the seller will resell

that information anonymously to the software development firm (or other buyers).

Anonymity enables the tester to claim that another tester must have discovered and

reported the defect. Since the only way to ensure the testers won’t resell is to take
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them out of the game, testers who do not want to put their safety at risk will be

wary of selling security defect reports to anyone who intends to use them to attack

systems.

6.6 Delayed publication of reported defects

It may not always be advantageous to release defect reports immediately to all

testers. This is especially true when the test is open to the public, the product is in

use by customers, and the defect is a security vulnerability.

If defects are not released immediately, the firm should continue to pay only the

first reporter the full reward or it should split the reward among each tester. This

will cause testers to demand more for each defect, as they must bear the risk of not

receiving the full reward for their efforts in searching for defects. Testers will also be

wary that the firm might be tempted to create a phantom tester which it could claim

reported defects before the true reporter. If the testers do not trust the firm, the firm

may need to employ a trusted third party to manage the entire defect reporting and

reward process. If only the first reporter receives the reward, the trusted third party

may only be needed to sign and time stamp a message authentication code of each

defect report submitted, thereby providing proof of who found the defect first.

The firm should never give a full reward r(t) to every tester who reports a defect

before the public is made aware of the defect’s existence. This may seem like a

good way to put speed before value and encourage as much testing as possible, but

it will more likely cause the testers to collude, sharing defects to bleed cash from

the firm. This is particularly serious if adversaries pose as testers and learn about
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vulnerabilities by taking part in such collusion.

6.7 Applying strength metrics throughout

product development

Beyond using the MPV bid price settled on at the termination of the testing

process to differentiate completed products, security strength and reliability metrics

can also be used throughout the development process. When systems are assembled

from component subsystems, financial resources can be adjusted so that the weaker

components receive more testing attention. If a failure in any single component may

lead to a security breach (a weakest link situation), then the goal should be to shore

up the security of the weakest component.3

For example, consider a highly secure web server running on an insecure operating

system. System builders, faced with the choice of how much to invest in the security

of a component, often err by paying too much for one component and too little for

another. The firm should invest in increasing the security of the component with the

lowest MPV, the operating system, and not the security of the web server, which has

a higher MPV.

Market measures of reliability and security strength can also be used when com-

pensating all types of test engineers. Public testing does not eliminate the need for

professional internal testers, as they will be able to perform white box testing to find

defects at lower cost using information not yet available to the public. Internal testers

are also best used early on as the defect reports they produce are of higher quality and

3Hal Varian [114] has provides a game theoretic analysis of the strategies that result when different
firms control different components of a system in both a weakest link and strongest link scenario.
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are thus cheaper for the firm to verify and process. Such costs may be a significant

component of the transaction when defects are inexpensive to find.

Testing often suffers because the job is considered unrewarding. Test engineers are

often paid less than developers and their positions are less esteemed, since building

systems is more highly regarded than finding problems with them. All too often, good

testers are promoted out of testing. This would be less likely to happen if testers’

compensation more directly matched the contribution they make to the product.

Markets for defects create a meritocracy in which the best testers are rewarded in

a way that makes their jobs more desirable while ineffective testers are encouraged

to find more suitable positions. One might consider whether great testers lost to

development teams will start testing systems again, in their free time, to pick up

extra money.4 Some might even learn that their true calling is to return to testing.

Testers are not the only members of the team whose incentives can be better

aligned through competitive testing. Software developers are often rewarded more

for the speed of their work than the quality. This is in part due to the difficulty

the industry has faced in measuring software quality. The market price to find and

report a defect when the engineer releases his work for testing provides the measure of

security strength and reliability that can be integrated into the engineer’s incentives.

If development is to be out-sourced, MPV may be used to ensure the contractor has

fulfilled its obligation to provide a system of a reasonable reliability and security. The

lack of good metrics for software quality and security strength has caused innumerable

disputes over whether or not a contractor has fulfilled its obligations. Placing a

4Developers should not be allowed to collect rewards for testing their own systems as doing so
compromises their incentive to create as few defects as possible.
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lower bound on the market price of finding a defect in the completed system may

be just the metric needed to allow parties to reach agreement on quality before work

begins. A wise client will pay more to ensure that the testing budget comes out of

the contractor’s pocket, thus ensuring that the contractor will have the maximum

incentive to provide initial quality. The client should also insist that the testing itself

be open to third parties that cannot be influenced by the contractor.

Perhaps most importantly, the market metrics can be used as a measure for de-

termining when systems are ready to ship. They are especially useful when other

metrics, such as Mean Time Between Failures (MTBF), are hard to measure or not

applicable. Most of these other metrics fail to account for extreme conditions, such

as excess load or attack by an adversary with extensive knowledge of the system,

that would not otherwise occur in the laboratory and aren’t detectable in typical real

world use.

6.8 Chapter summary

I have described a market-based approach to software testing designed to simul-

taneously accomplish two different but important goals: ensuring that a product is

released with a measured level of security strength and ensuring that the incentives

of software testers and software developer are aligned. More generally, this approach

can be used to develop software that is reliable as well as secure.
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Modelling security risk

A statistical model describes the relationship by which one metric, or dependent

variable, depends on the values of one or more other measures, or independent vari-

ables. The more accurate the model, the better it can estimate the dependent variable

as a function of the independent variables.

Outside of computer security, researchers have had some limited success in creating

regression models of security risk. For example, models have been created to estimate

the likelihood that a home will be burglarized, given measures that indicate the

presence of factors that predispose a home to burglary or the presence or absence

of safeguards. These models have been successful because the independent variables

required to construct them are straightforward to measure or already available.

If a statistical model is to accurately forecast future risk, the relationships between

the dependent and independent variables must remain stationary over time. Previous

models have been assumed to be stationary because the threat scenarios they address,

such as burglary, evolve very slowly. The challenge of modelling security risks in

software systems is that these systems, and the attacks on them, are in constant flux

due to the rapid appearance of new vulnerabilities and safeguards. To overcome this

92
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challenge we will isolate properties of these systems that remain stable over time and

that can be correlated with the security risk metric that serves as our dependent

variable, such as the annual expected losses resulting from attacks.

In this chapter I will provide a brief introduction to regression models and examine

how they might be used to model the likelihood of successful attacks that result in

security breaches. I will describe how others have applied models to estimate the

security risk to homes from burglary. I will then address why translating this approach

to computer security has proved challenging, and what can be done to overcome these

challenges over the next several years.

7.1 An introduction to regression models

Regression models are tools used to estimate a measure, or dependent variable, as

a function of a set of other measures, or independent variables.1 For example, given a

dependent variable Y that appears to change linearly with the value of independent

variables X1 and X2, we might estimate Y with a value Ŷ , that is defined via a

function f .

Ŷ = f(X1, X2) = β0 + β1X1 + β2X2

For a given data point i, the difference between the estimate Ŷi and the measured

Yi is the error term ui.

1For a more detailed introduction to regression analysis, I recommend Stock and Watson’s text-
book on Econometrics [108].
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Yi = Ŷi + ui = f(X1,i, X2,i) + ui = β0 + β1X1,i + β2X2,i + ui

A regression is the process by which values are assigned to the β constants so that

Ŷ will best estimate Y . The β values for linear models are regressed to minimize

the sum of the squares of the error terms,
∑

∀i u
2
i , whereas the maximum likelihood

estimator is used for more complicated models. Further error estimates are used to

measure how well the model fits the data. One may also calculate the likelihood that

a relationship between the dependent variable and one or more of the independent

variables is statistically significant. To model more complex relationships, regressions

can be performed on functions with non-linear terms, and even with terms in which

variables interact (e.g. Ŷ = φ (βX1X2)).

Once the regression has selected the optimal β values, we can hold those values

constant and use f( ~X) as a functional model for estimating the value of Y .

7.2 Modelling security risk

All of the security risk metrics described in this thesis are functions of the rate

(or frequency) at which security losses are expected to occur. Security risk regression

models must therefore forecast the rate at which each type of attack succeeds.

Successful models can be created when the circumstances that could lead to a

security breach are well understood, when the rate at which breaches occur is a func-

tion of independent variables (regressors) that are directly or indirectly measurable,

and when the dependence of this breach rate on these variables remains stationary

over time. If important indicators of security risk aren’t measurable or simply aren’t
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measured, the model will suffer from omitted variable bias. Even if a model can ac-

curately estimate past security risks using historical data, the model will be of little

value if the relationships on which the model relies no longer hold. This is of particu-

lar concern in security as the dominant strategy of our adversaries is often to behave

counter to our models and defy our predictions.

The frequency with which a system will be successfully attacked, and security

breached, is likely to depend on at least four sets of factors each of which may be

represented by one or more independent variables.

First, there is the question of how many individuals are in a position to attack the

system. The number of potential adversaries is likely to be positively correlated with

the frequency of security breaches and the resulting security risk. If the class of breach

being studied is one caused by an insider attack, the set of potential adversaries is

likely to be smaller than for an outside attack.

Secondly, there is the question of how valuable the attack appears to be to the

system’s potential adversaries. The greater the incentive to attack, the more likely

it is that a potential adversary will choose to stage an attack. Thus, the incentive

to attack is also positively correlated with frequency of attacks, rate of successful

attacks, and the resulting security risk. The incentive to attack must be understood

in the context of the other options available to the adversary for accomplishing their

personal goals and the relative attractiveness of these options.

The presence of factors that provide disincentives to attack are expected to be neg-

atively correlated with the frequency of attacks and thus also negatively correlated

with security risk. One class of disincentives is attack risk, or the risk of undesirable
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consequences to the adversary as a result of attacking the system. These consequences

may include disclosure of the adversary’s attack tools or techniques, reputation dam-

age, capture and incarceration, or even physical harm.

Finally, the collective cost of equipment, effort, and other resources required to

stage a successful attack also acts as a disincentive and is negatively correlated with

attack frequency and security risk. The stronger the system, the greater the expected

cost to successfully attack it. Thus, security strength is negatively correlated with

attack frequency and security risk.

7.3 The scenario of home burglary

Because use of regression analysis does not date back to the castles of the middle

ages, a more contemporary example is in order to replace our stand-by from Chapter 2.

A maxim of English common-law is that a man’s home is his castle, and so it should

not be surprising that the problem of securing the modern home from the common

adversarial threat of burglary has been extensively studied. Statistical data has been

collected and applied to regression analyses to estimate both the risk of burglary for

a given home and the effectiveness of safeguards to reduce that risk [20, 56, 98].

An example set of independent variables measured to determine their effect on

burglary rates is shown in Figure 7.1. The independent variables include factors from

all four of our above categories. Proximity to highway exits increases the size of the

adversary population. The value of the home increases the perceived incentive to

attack. Alarms increase the risk to the attacker and dead bolts increase the effort

required to enter the home (security strength). Independent variables that are posed
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• Is a dead bolt on the door?

• Is an alarm installed?

• Is a car always in the driveway?

• Is a light on timer or motion sensor?

• Is a radio or television on timer?

• Are mail/papers left uncollected?

• Is home on corner of block?

• Is home 1
4

mile from highway exit?

• Adjacent to woods or playground?

• Value of home

• Number of children living in house

• Number of years residing in home

Figure 7.1: Independent variables from the regression analysis of the likelihood of
household burglary in Hakim et al. [56]. Variables described by questions are boolean
variables that take a value of either zero or one. Those not in the form of questions
are scalar variables.

in the form of boolean (true or false) questions take the binary value of either 0, for

false, or 1, for true.

The study of Shachmurove et al. [98], performed on data collected from the town

of Greenwich, Connecticut, resulted in a model that could be used by homeowners to

make better security decisions. They showed that the most effective deterrents were

those that either increased a burglar’s risk of being detected or that merely led the

burglar to believe he was more likely to be detected. While alarms were the most

effective, lights left on timers and cars in driveways were also likely to cause burglars

to choose a different target. More surprising was that security measures designed to

increase the difficulty of entry, such as dead bolts, did not significantly reduce the

likelihood that a home would be burgled.

While surprising, the regression study is consistent with findings of Wright and

Decker [119], who surveyed 108 burglars in the St. Louis area. They also reported

that alarms were a strong deterrent, with 56 of 86 burglars reporting that they would
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never target a house known to have an alarm [119, page 125]. They report anecdotal

evidence that burglars are hard to deter once they’ve committed to approaching a

house. When confronted with dead bolts, burglars will either break them or enter the

house through a window instead. Windows with a single pane can be broken without

making much noise and thus without greatly increasing the risk of the burglary. In

the words of one of the burglars interviewed, “as long as houses are made of wood

and glass, I can get ’em” [119, page 98].

If home security practices have benefited from regression models, why hasn’t the

computer industry applied similar security risk models to evaluate the value of its

security mechanisms? One reason is that computer systems are far more complex

and heterogenous than homes. Homes are built of “wood and glass” and serve a com-

mon function. Software may be written using different algorithms coded in different

languages. Because different software packages perform dramatically different func-

tions for their users, their architectures are varied, as are the threats to which they

are vulnerable. Perhaps most importantly, many computer crimes can be committed

from a safe distance, making risk far less of a deterrent for these computer criminals

than it is for burglars.

7.4 Regression models in computer security

7.4.1 Prior work

While we have yet to see software security regression analysis studies to estimate

security risks, as we have seen for home burglary, a limited number of studies have



Chapter 7: Modelling security risk 99

used statistical analysis and regression models of security data for other goals.

One of the earliest applications of statistical methods to security risk is a 1990

study by Detmar Straub [110], who showed that organizational commitment to in-

vest in computer security has a statistically significant effect. Because Straub’s intent

is to show that certain actions have effect in reducing risk, rather than to measure

the level of security risk, he does not use a full regression model. As the study was

performed well before most corporations were connected to the Internet, the results

are primarily of interest when studying scenarios involving local attack. Another key

limitation of this study is the poor resolution of the independent variables. For ex-

ample, one independent variable represents the number of security programs installed

on a system, without regard for what these programs do or how up to date they are.

Straub’s ability to show statistically significant effects using such imprecise inde-

pendent variables would imply that regression models using more precise measures

could have promise. Indeed, regression models have been used to measure the rate

of security incidents that exploit a vulnerability, as a function of the time since the

vulnerability was discovered [19]. Regression analysis has also been used to show that

the overall frequency of security incidents is increasing [61]. Given the potential of

regression models for measuring security risks, it is not surprising that such studies

have been proposed to study computer fraud [70] and insider attacks [97]. However,

the resulting studies have not been forthcoming.

While not directly estimating security risk, Moitra and Konda [71, 72] used

regression models to generate the constants for a stochastic model of yet another

metric, system survivability. The problem with this study was not the regression
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model, but the stochastic model. The stochastic model assumed attacks arrived at

random, and so the utility of this work is limited by the underlying assumption that

attackers behave in a random, and not strategic, manner.

7.4.2 A problem of data

Why haven’t regression studies been used to measure the security risk of software

systems and the effects of the safeguards designed to protect them? Successful studies

not only require a sizeable amount of data, but it must be the right data. This data

may not always be readily available or easy to measure.

When protecting a system, one will want to invest in safeguards in a manner

that reflects the presence, and severity, of different threats for that system. For

example, a payroll database faces very different threat scenarios than a web server.

The payroll data is likely to be well isolated from outside attack, but may be a target

of insiders who might seek to change the size of a pay check or learn their colleagues

salary. Because the web server must respond to outside requests, it will not be as

well isolated from outside attack. Remote adversaries may target the web server with

the goal of using the machine as a stepping stone from which to access the rest of

the network. Because different systems face different threats, predictive models of

security risk should be created for each threat scenario.

To build a regression model for a threat scenario, such as was done for home

burglary, one must design and distribute a questionnaire, collect the results, and

analyze them. This becomes a daunting task when one tries to address the full range

of threat scenarios faced by computer systems. One reason is that, for each scenario,
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the survey must measure independent variables that will remain predictive over time.

Many questions, such as the number of attacks witnessed and dollar value of yearly

losses, will need to be repeated for each scenario. If these questions are not repeated

for each scenario, and responders are instructed to aggregate data for all scenarios

into a single response, then predictive models at the scenario level will be less reliable

or impossible to build.

One reason given for the lack of quantitative security studies is the lack of data.

One of the most well known data sets comes from a joint survey [29] run by the

Computer Security Institute (CSI) and the Federal Bureau of Investigation (FBI).

The survey questions ask about the presence of ten types of safeguards, and breaks

down losses into twelve categories, based on scenarios. Survey questions also inquire

as to predisposition to attack, such as whether the organization has a web site and

whether that site is used for electronic commerce. Unfortunately, the CSI has yet

to use the data collected for a regression study, and confidentiality concerns have

prevented the data from being released for outside study [82]. What’s more, the

CSI/FBI study asks its questions at the organizational level. Because organizations

employ a variety of different software packages on myriad machines, it is difficult to

infer the effects of safeguards at a system level from organizational data.

Because the CSI/FBI study is not intended to help firms choose between different

products, the survey cannot be used to determine which software products are more

prone to attack or which safeguard is the best of its class. The survey reports the

number of insider attacks and the losses that resulted, but there is no data that would

enable us to determine which human resources practices, such as employee screening
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and monitoring, could reduce the likelihood of these incidents. Nor is data collected

on other aspects of security strategies, such as budget or person-hours dedicated to

monitoring networks.

Even if surveys asked the right questions, critical indicators of security are not

being measured by the organizations that respond to these surveys. While one can

determine the presence of active safeguards, these safeguards are not the only factor

that deter adversaries. Other security investments, such as employing stronger soft-

ware, can also act to deter or thwart attacks, but the presence and effects of these

investments are not measured. These effects must be measured if defensive resources

are to be allocated effectively.

To explain why some scenarios can be modelled using existing measures of security

while others require new measures, I introduce two distinct threat scenarios. Using

existing measures we can model rate of security breaches that result from insider

abuse or negligence. New measures are required if we are to predict the reduction in

security risk resulting from strategies to thwart remote network attacks that target

software vulnerabilities.

7.5 Insider threats vs. network attacks

The breaches resulting from an insider threat occur outside the boundary of the

software system. Software systems cannot eliminate the possibility of these insider

threats because these systems rely on instructions and data provided that come from

outside their boundaries. Breaches at the organizational level can occur if system

administrators abuse their powers, corrupted data is provided as input, or rules for
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confidentiality handling system outputs are disregarded.

Like burglars, insiders face significant risk when they attack a system. Their role

within the organization alone makes insiders suspect. Many insider attacks must

also be executed from within close proximity to the target system. While an insider

may already have access to the system he is attacking, gaining access often requires

identifying himself and consenting to the monitoring of his actions.

Fortunately, the number of potential inside attackers may be significantly smaller

than the number of potential burglars that might attack a home. The smaller the

number of individuals granted access that could be used to carry out an attack, the

lower the risk that an individual who would abuse this access will be among those

selected. All else being equal, the number of potential adversaries will be negatively

correlated with the likelihood of a breach.2

If insiders already have the access required to attack a system, then risk, and

not the cost of effort or resources, will deter the insider from staging attacks or

acting negligently. Because perceived risk is strongly correlated with the presence

of safeguards and other system properties, models of insider threats may be built

using survey questions that indicate which of these factors are present. Because the

presence of safeguards is easy to determine, and the predisposing factors are easy to

measure, the most significant barrier to conducting a survey is convincing responders

to part with the data.

In contrast to insider threats, remote attacks via networks are less likely to be

2This correlation is why security practitioners rely upon the principle of least privilege, introduced
by Saltzer and Schroeder in 1975, which states that “every program and every user of the system
should operate using the least set of privileges necessary to complete the job” [89]. The principle of
least privilege acts to minimize the number of adversaries the system faces in each threat scenario.
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deterred by the introduction of safeguards that increase the risk of attack. Global

networks, such as the Internet, enable adversaries to stage attacks with little risk of

retribution. Whereas it was once the case that criminals could flee to foreign countries

after a crime, a network enables an adversary to seek refuge first and then to attack

from a safe distance. Foreign jurisdictions that do not consider the attack to be a

crime, or may not have the interest or resources to help identify and extradite the

perpetrator, are ideal for such purposes.

Staging an attack without being identified is preferable to staging an attack and

avoiding prosecution. Network attackers regularly hide their identities by routing

their communicating through a sequence of distant systems. The longer the trail, the

harder it is to trace its source. If each step in the route lies in a different jurisdiction,

and the trail can only be unravelled one step at a time, tracking the adversary will

require gaining the cooperation of each jurisdiction. If enough steps lie between the

adversary and the target, tracking the source of the attack is likely to take far more

time than the attack itself. Unless meticulous logs are kept by all compromised

parties, the trail will disappear before it can be traced.

When attacks come from a global network, risk of retribution is not likely to be a

significant deterrent in the attacker’s decision to target a system. A system’s defenses

can do little to increase the risk that an attacker will be identified, let alone punished.

When an adversary can attack with impunity, the time, effort, and other resources

required to stage such attacks become significant factors in the adversary’s choice to

target a system.

There are many ways to make systems stronger, and thus more difficult to attack.
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Perhaps the most obvious is to ensure that all known vulnerabilities are countered

with patches or other safeguards. While neutralizing known vulnerabilities will not

stop all attacks, it will force outside attackers to undergo the potentially costly process

of finding and exploiting new vulnerabilities. As those defending systems have become

more vigilant in keeping their systems patched, attackers have started to employ zero-

day exploits, which target new vulnerabilities discovered by these adversaries. Such

attacks are expected to increase [57, 63, 68].

How well software stands up to attempts to find new vulnerabilities is a question

of security strength. If regression models of software security are to be adapted for

threat scenarios in which zero-day exploits are employed, the security risk model will

need to include measures of security strength such as bounds (bid and ask) on the

market price of a new vulnerability (MPV). Economic strength metrics also have

the desirable property that their influence on the decisions of the adversary remains

relatively consistent over time, whereas metrics that measure the presence of specific

safeguards become meaningless as the strength of these safeguards fluctuates.

Unfortunately, today’s software products are released without any measure of their

strength, and thus without any measure of their resilience to the threat of network

attack via zero-day exploits.

One tempting alternative to measuring security strength is to create models in

which one or more independent variables are used to estimate it. Since strength is

a function of the systems being used, one might propose creating an independent

variable for each system and regressing to estimate strength. Because different ver-

sions have different strength, we would in fact need an independent variable for each
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version as well. Even if it were practical to perform regression analysis on functions

of the thousands of indicator variables that would be required, the resulting model

would only apply to the system versions for which they were measured. Not knowing

the strength of a new version when it arrives, we could not understand how it would

perform until its strength had once again been tested by time.

7.6 The growing significance of security strength

The decline in effectiveness of security strategies that leave vulnerabilities un-

guarded, and rely on risk to deter the adversary, is inevitable and already underway.

Systems with unpatched vulnerabilities, for which exploits have been written, are

now compromised within minutes of being exposed to the Internet [111]. The steady

increase in network attacks seen in recent years is easily explained by the decline

in both the risk and the cost of attack. The automation of attack by tools such as

attack scripts has reduced the cost to attack systems. The steady increase in the

number of vulnerabilities discovered, and left unpatched, has ensured a steady supply

of attack scripts. As home users have acquired high speed, always-on, Internet access,

their poorly guarded machines have become available for computer criminals to route

traffic through, making it even easier for these attackers to lower their risk.

Is it reasonable to expect safeguards to be updated frequently enough to counter

attacks on known vulnerabilities? Vulnerabilities have gone unpatched because the

process of patching systems has been both labor intensive and poses its own risks [13].

In the past, patching has required administrators to watch mailing lists for patch

announcements and to download and install the patches themselves. Risk is inevitable
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because introducing new code into a system in which it has not yet been tested may

result in the creation of new vulnerabilities, or new flaws that may make cause a

previously reliable system to fail. Because patches are hurriedly developed in the

race to repair systems before exploits can target them, fears of patch-induced failure

are not necessarily unjustified.

Beattie et al. [13] analyze the trade off between the choice to patch and the risk of

leaving a vulnerability exposed. They describe how decisions can be made based on

the time of discovery, the time in which an exploit is first seen, and the time at which a

worm starts spreading. However, these risks are in constant flux. Staniford et al. [106]

described how self-reproducing malware, or worms, can spread in a matter of minutes.

This was later demonstrated by the Slammer worm and documented by Moore et

al. [74]. If such a worm is released before an organization patches the vulnerability

that the worm exploits, the organization will not have time to respond to patch

the system before the worm infects the organization’s systems. What’s more, worm

development kits promise to reduce the time and skill required to create a worm to

exploit a new vulnerability. Hybrid pathogens now bypass organizations’ firewalls by

travelling through email like a virus (which, unlike worms, require human interaction

to spread), then attack organizations from the inside exploiting vulnerabilities to once

again spread like a worm (without human intervention).

As these network pathogens have grown more infectious, security strategies that

don’t include immediate patching have become less and less effective at reducing

security risk. As the threat posed by worms continues to develop, the incentive for

organizations to patch will only increase.
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However, patching vulnerabilities is also becoming less burdensome on the orga-

nization. Operating systems such as Windows XP can now fetch a customized list

of applicable patches automatically. Administrators no longer need to spend hours

to read alert lists, check version numbers, download patches, verify their authentic-

ity, and install them. The process can now take place without human intervention.

Whereas it was once the case that only critical systems were patched, operating sys-

tems may soon to be shipped with automatic patching turned on by default [104].

Patches are not the only safeguards that can neutralize a vulnerability. Other

safeguards, especially those that do not increase the risk of failure in systems that

requires high reliability, may be desirable. Internal firewalls will protect systems from

others on the same network. Proxies can be placed between clients and servers to

interpret requests and filter out attacks before they can reach a system that would

otherwise be vulnerable. For example, Microsoft’s Shield project [116] is a network

transport layer filter that removes network traffic that has the potential to exploit

a known vulnerability. These filters can close vulnerabilities without the need to

interrupt the execution of the vulnerable program or modify its code base.

When the vast majority of systems are protected from known vulnerabilities, ad-

versaries will turn to zero-day exploits. These exploits require the adversary to obtain

a new vulnerability – one that has not yet been reported and patched by the man-

ufacturer. Once such an exploit has been put into widespread use, it is likely to be

detected, reported, and patched in a matter of days. The adversary who discovers

the vulnerability, and can control who else will have access to it during this window

of time, will have the power to profit from it.
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The only way to discourage such attacks against your systems is to make sure that

you choose systems in which vulnerabilities are hard to find. These systems are those

that have the greatest security strength. As a result, the decline in the availability

of widely exploitable known vulnerabilities and the rise of the importance of using

strong systems go hand in hand.

Even with accurate measures of software security strength, there is still a sig-

nificant barrier to using regressions on organizational data to estimate security risk.

Automated attacks, such as those using scripts, worms, or viruses, enable an adver-

sary to indiscriminately target a large number of target systems and organizations at

once. Even if an organization’s systems contain little that is of value to outsiders,

these system may still be struck. From the adversary’s perspective, there may be

no reason to assess the value of accessing the incentive to attack a system when he’s

already amortized away the cost of finding the vulnerability that gets him inside.

Thus, large scale attacks, especially those that have yet to be seen, must be

modelled if we are to understand changes in the threat environment and the effect

these change may have on security risk. This will be the topic of Chapter 8.

7.7 Chapter summary

While previously unnoticed by the computer security research community, models

that forecast the security risks posed by a threat scenario are not only possible, but

already available outside of computing in contexts such as home burglary. However,

these models cannot be re-purposed for use in network and computer security without

a significant overhaul. Remote attackers’ targeting decisions are more likely to be
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influenced by the resources required to stage an attack (the system’s security strength)

than the personal risk to the attacker. Until security strength is measured, security

risk models will suffer from omitted variable bias and are prone to rely upon statistical

relationships that do not remain stationary.



Chapter 8

Anticipating new threats

The use of statistical models that use historical data alone to forecast future

security risks can lead to a false sense of security. Left unaccounted for may be new

technological advances or attack strategies that introduce unforseen threat scenarios.

When security risk statistics are generated at an organizational level, the threat from

scenarios that span multiple target organizations may also be underestimated. Of

particular concern are attacks that are infrequent, making statistics hard to aggregate,

but that target a large number of victims, making their potential effect on the user

community significant. These threats have the potential to be quite profitable for our

adversaries, as the cost of finding a vulnerability in a system can be amortized over a

large number of target organizations in which the affected system has been installed.

For example, virus and worm authors have been known to unleash new pathogens

for the purpose of using infected systems to relay spam, such as was the case with

Sobig.F [103]. For each additional machine that is infected and controlled by the

author, more spam can be relayed and more money collected from the author’s clients.

While the financial payoff from infecting any single machine or organization may

be less than the cost to write the virus, the endeavor becomes quite profitable in

111
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aggregate because the virus need only be written once.

An organization cannot consider itself safe simply because it would cost a thief

more to find and exploit a new vulnerability in the software used by the organization

than the thief could gain by exploiting the vulnerability. The thief evaluates his

potential financial gains in a larger context that includes all possible targets. The

thief will estimate the desirability of obtaining and exploiting a new vulnerability

based on the benefit of attacking all organizations that use the vulnerable software.

Unless an organization can afford to build every system it uses from scratch, it must

also measure its security in a global context.

To this end Michael D. Smith and I introduced economic threat modelling, a pro-

cess for understanding threats posed by adversaries motivated by financial gain [92]

for which little data is available. Our first such model, which I will present in this

chapter, focuses on those thieves outside the target organization. The scenarios cov-

ered include those in which the outsider breaches security of many organizations via

an unreported vulnerability in a software system. This model can then be used to

estimate what these thieves are willing to pay for system vulnerabilities and how

secure the system needs to be to make theft an unprofitable proposition.

I will also detail how the global nature of security also works to the advantage of

the organization, since the community of all potential victim organizations has similar

interests in thwarting attacks. For example, I argue that one way organizations can

lower the damage resulting from unreported vulnerabilities is by sharing information

about recent attacks. Monitoring companies and federally funded Information Shar-

ing and Analysis Centers (ISACs) such as CERT can help organizations to collect
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and disseminate such information.

I explain the threat scenario of outside theft in Section 8.1 and introduce two

subcategories (child scenarios). Serial theft, a scenario in which a criminal makes

repeated uses of the same exploit to rob one victim after another, is analyzed in Sec-

tion 8.2. Parallel theft, a scenario in which thieves automate the process of exploiting

vulnerabilities in order to attack many systems at once, is addressed in Section 8.3.

The chapter concludes in Section 8.4 with related work.

8.1 The threat of outside theft

One cannot determine how much security is required to protect against adver-

saries without making assumptions about who the adversaries are, what motivates

them, and what resources are at their disposal. In this chapter I will focus primar-

ily on thieves outside an organization. Outside thieves are individuals, or groups of

individuals, who are unaffiliated with the target organization and who attack the

organization’s systems for financial gain. I assume that thieves, in contrast to adver-

saries such as terrorists, behave rationally in so far as they will not stage attacks that

are expected to lead to their own financial loss.

Thieves have many ways to profit from exploiting system vulnerabilities. The most

obvious method is for the thief to steal information, such as trade secrets, customer

lists, credit card numbers, or cryptographic keys, and then sell that information to

others. However, a thief may not actually need to take anything during an attack

to create a situation where he can sell something for profit. For example, the thief

may create back doors in the systems he attacks and then later sell that access to the
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highest bidder [91]. Alternatively, the thief may only change the state (e.g. a bank

balance) on the target machines. Young and Yung [120] describe a state-changing

attack that involves encryption of the data on the victim’s machine; the thief profits

by ransoming the decryption key.

8.1.1 Serial thieves

Serial thieves exploit an unreported vulnerability in a software program to attack

system after system. By concentrating on one (or a small number) of victims at a

time, the serial thief can carefully survey the value and location of what each victim

is protecting and then maximize the loot obtained while also focusing on minimizing

his risk of being detected.

A serial thief’s crime spree ends when he is caught, when the vulnerability he has

learned to exploit has been detected and patched on all target installations, or when

the reward of committing another theft with this exploit no longer outweighs the risk

to the thief of losing the loot he has already collected.

8.1.2 Parallel thieves

Parallel thieves automate their attack to penetrate a large number of targets at

the same time. Automation has the clear appeal of multiplicatively increasing the

potential loot beyond that obtainable by a more meticulous serial thief in the same

time period. In fact, this may be the only practical way to rob a large number of

victims if exploiting the vulnerability is likely to reveal it to the defense, and if once

the vulnerability is revealed the manufacturer of the system is quick to release patches
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to repair the vulnerability.

There are, however, three costs that must be accounted for when automating

attacks. First, an automated attack will need to locate valuables, such as which data

to steal or modify, without human guidance. There is no doubt that valuables can

often be located automatically (e.g., by looking for files of a particular type) but

such an attack will not always capture the maximum value that could be obtained

by attacking each target serially. Second, automating an attack requires the thief

to make a limited set of assumptions about the vulnerability and its surrounding

defenses. If the assumptions are incorrect, the system may repel a parallel attack

when it would have failed to repel a more customized attack. The scale of the attack

may significantly increase the chance that the thief is discovered and later punished.

Finally, defensive systems are more likely to notice a flood of automated attacks that

occur in a relatively short time period than they would be to detect a slow trickle.

More and more intrusion detection tools, such as network telescopes [73], look for such

statistically significant abnormalities in network traffic. Yet another risk of targeting

a large number of systems is that, if a network or financial transaction is required to

monetize the loot, the likelihood of detection will increase with each transaction.

8.2 Serial Theft

A target’s attractiveness to a serial thief is the expected income to the thief from

attacking it. This is in turn a function of the probability of success and the amount

of loot that may be protected by the target. To simplify the initial analysis, I start

by assuming that a thief will attack the most attractive targets, and that there is an
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unlimited number of homogeneous targets that are all equally attractive. We later

extend the analysis by removing this assumption and modelling the unique qualities

of each target.

8.2.1 Homogeneous Targets

I model the choices of the serial thief using a number of variables to represent

properties of his environment. The motivation for each crime is the amount of loot

that the thief expects to capture if successful.

` Loot, or the value obtained from a successful theft.

For every theft, there is a chance that the thief will be caught, convicted, and

punished. We thus define the probability of being convicted and attempt to quantify

in dollar terms the value of the punishment.

Pc Probability of being caught, convicted, and punished for the theft.

F Fine paid by the thief if convicted, or the dollar equivalent of other
punishment issued in the event of conviction, including the value of
any confiscated loot.

Catching and convicting a serial thief may be difficult, especially if the thief is

in a foreign jurisdiction. Another way to stop a thief who is taking advantage of an

unknown vulnerability in a system is to detect how he is breaking in. Each time

the thief uses an exploit to break into a system, there is a chance that an intrusion

detection system or monitoring firm will be able to observe the thief’s means of attack.

Once the vulnerability is discovered, intrusion prevention systems can be trained to

detect these attacks and the vulnerable system’s manufacturer can distribute a patch.

The serial thief will no longer be able to use this exploit to attack organizations that
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patch their systems.

Pd Probability that use of the exploit will expose it to the defense and
the vulnerability will be patched as a result.

For simplicity, assume that if the thief is caught and convicted, his methods will be

divulged. When c ⇒ d, Pc ≤ Pd.

Finally, there is always a chance that a given attack will fail for reasons other

than that the vulnerability was detected and a patch was put into place. Perhaps the

target’s intrusion detection system had learned just enough from reports of previous

attacks at other targets to enable it to recognize a new attack. Perhaps a behavior-

based intrusion detection system recognized the theft as unusual activity and stalled

while monitoring personnel were notified.

Pf Probability that the attack fails, possibly because it is repelled be-
fore the criminal can reach the loot.

Note that detection and failure are independent events. An attack may succeed

but the thief may be caught and convicted; an attack may fail but the thief may not

be captured or convicted; or an attack may succeed and the thief may escape capture

and conviction.

To simplify our notation, the probability that the exploit will not be divulged

is written Pd = 1 − Pd. The probability that the attack does not fail is written

Pf = 1− Pf .

The expected profit from the ith theft, assuming the exploit has not yet been

detected and patched, is the expected loot, Pf`, minus the expected fine if convicted,

PcF :

Pf`− PcF
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The expected profit from the ith and all additional thefts is labelled Ei→∞. We

account for the additional value of the future thefts by adding the expected value of

those thefts on the condition that the exploit can be used again, PdEi+1→∞.

Ei→∞ =
(Pf`− PcF

)
+ PdEi+1→∞

Expanding reveals a common recurrence of the form x0 + x1 + x2 + . . ., which for

0 < x < 1 is equal to 1
1−x

.

Ei→∞ =
(Pf`− PcF

) ·
(
1 + Pd + P2

d + P3

d + . . .
)

=
(Pf`− PcF

) · 1

1− Pd

Thus the value of an exploit to a serial thief attacking homogeneous targets is:

E = E1→∞ =
Pf`− PcF

Pd

(8.1)

This result is quite revealing for the defense. It shows that even if you can’t in-

crease the chance of convicting a thief and can’t thwart attacks that haven’t been

seen before, you can cut the thief’s expected revenue in half by doubling the proba-

bility, Pd, that you can detect how the thief is breaking in. That is, by doubling the

probability that the vulnerability used in the attack will be revealed to the defense

and subsequently repaired, the amount of loot that the thief can expect to extract

from society is reduced by half. Deploying security tools to thwart attacks is also an

effective deterrent. Halving the probability that an attack succeeds at each target
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will also reduce the value of the exploit, by at least if not more than half.

When evaluating different approaches for changing the probabilities in Equa-

tion 8.1, an organization should remember that customized security tools (i.e., ones

not readily available to the adversary) are the ones that will be most effective. Unfor-

tunately, these tools are also the most expensive to implement. Security tools that are

mass produced may not be as effective for this purpose. If such packages are available

to the thief then he will have had every opportunity to customize the exploit tool in

an attempt to circumvent the defense and to avoid detection during an attack. This

is a strong argument for employing more customized network monitoring systems,

or monitoring firms that use custom systems, the behavior of which cannot be fully

understood by outside adversaries.

8.2.2 Unique Targets

Instead of viewing all targets as homogeneous, now assume that each is unique.

Each potential target organization has two goals in formulating its defense: to mini-

mize the profitability of attack and to make itself the last target a thief would choose

to attack. Action towards the first goal reduces the likelihood that thieves will attack.

The justification for the second goal is that, should a spree of thefts occur, the later

the organization falls in the set of desirable targets the more likely it is that the spree

will end before the organization is attacked.

We label each target ti where t1 is the first target attacked, t2 the second, and

so on. An ordered set of targets t1, . . . , ti is written Ti. The loot for each target is

defined as `i and the punishment for the ith attack is Fi.
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Ti = t1, . . . , ti An ordered set of attack targets.

`i The loot obtained by attacking target ti.

Fi The punishment if caught and convicted after the
ith attack.

The probability that the vulnerability used to attack the system is detected is

defined two different ways.

Pd (ti|Ti−1) Probability that, if targets t1 through ti−1 have been
attacked, and the exploit has yet to be discovered,
that it will not be discovered when ti is attacked.

Pd (Ti) Probability that the thief can attack all targets, t1
through ti, in order, without the exploit being dis-
covered and fixed.

The latter probability can be expressed inductively in terms of the former: the

probability that all i attacks remain undetected is the probability that the first i− 1

attacks remained undetected multiplied by the probability that the ith attack remains

undetected.

Pd (Ti) = Pd (ti|Ti−1)Pd (Ti−1)

Pd (T1) = Pd (t1|∅) = Pd (t1)

Pd (T0) = Pd (∅) = 1

We also need functions to describe the probabilities that the thief will or won’t be

caught and that the attack won’t fail.

Pc (ti|Ti−1) Probability that, if targets t1 through ti−1 have al-
ready been attacked and the thief was not caught,
the thief will be caught and convicted because he
attacks ti.
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Pf (ti|Ti−1) Probability that, if targets t1 through ti−1 have al-
ready been attacked, the attack on ti will not fail to
produce loot.

The expected income from attacking unique targets is an extension of the same

recurrence shown in the homogeneous target case.

E1→n = Pf (t1) `1 − Pc (t1) F1 + Pd (t1) E2→n

= Pf (t1) `1 − Pc (t1) F1

+ Pd (t1)
[Pf (t2|T1) `2 − Pc (t2|T1) F2 + Pd (t2|T1) E3→n

]

= Pf (t1) `1 − Pc (t1) F1

+ Pd (t1)
[Pf (t2|T1) `2 − Pc (t2|T1) F2

]

+ Pd (t1)Pd (t2|T1) E3→n

= Pd (T0)
[Pf (t1|T0) `1 − Pc (t1|T0) F1

]

+ Pd (T1)
[Pf (t2|T1) `2 −Pc (t2|T1) F2

]

+ Pd (T2) E3→n

(8.2)

The recurrence simplifies to the following summation where n is the number of

thefts.

E = E1→n =
n∑

i=1

Pd (Ti−1)
[Pf (ti|Ti−1) `i − Pc (ti|Ti−1) Fi

]
(8.3)

As long as there are systems for which the thief’s chosen vulnerability has yet to

be patched, he will attack another target if the next term in Equation 8.3 is positive,

increasing the expected profit. That is, attacking target tn+1 increases E so long as:

Pf (tn+1|Tn) `n+1 − Pc (tn+1|Tn) Fn+1 > 0 (8.4)
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How can an organization make itself a less attractive target for a serial thief? Most

already know that if they have a good relationship with law enforcement, a thief will

be more likely to be caught and face conviction. The likelihood of conviction is

represented above via Pc.

By taking account of the actions of past victims in our definition of Pc, we can

also quantify the effect of providing leads to law enforcement and other members of

the defense that may not help the victim directly, but may lead to the thief’s capture

when others are attacked. For example, if a victim organization has a reputation for

sharing information to help protect others, it can reduce the expected income to be

gained by the thief by including the organization in the thief’s set of targets. As a

result, organizations that share information with others make less attractive targets

than those that keep information to themselves.

Even if leads do not result in the thief being caught, they may still reduce the

thief’s expected income from future attacks. The defense may use information learned

from one victim to help protect others or to allow the next victim to learn more about

how it has been attacked. Such information might include suspicious traffic patterns

or a port number the thief is suspected to have used. The results of such efforts

would appear in our equations as decreases in Pd(t|T) and Pf (t|T) for potential

future targets t.

Similarly, having a reputation for detecting exploits used and cutting off any future

revenue from using such an exploit once it is patched will also deter future attacks.

As organizations add intrusion detection and response capabilities, thus increasing

Pf , they will also make themselves less attractive targets.
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An organization may wish to gauge its attractiveness to a thief in comparison with

another organization and pose the question of who would be attacked first. Recall

that the later an organization falls in a list of potential victims, the more likely it is

that the string of thefts will be brought to an end before the organization is targeted.

We can approximate the answer by viewing the world as if there were only two targets,

a and b. We write that attacking b followed by a is expected to be more profitable

than the reverse ordering by writing:

Eb,a > Ea,b

The expected profit from each ordering may be expanded.

Eb,a = Pf (tb) `b − Pc (tb) Fb + Pd (tb)
[Pf (ta|tb) `b −Pc (ta|tb) Fa

]

Ea,b = Pf (ta) `a − Pc (ta) Fa + Pd (ta)
[Pf (tb|ta) `a −Pc (tb|ta) Fb

]

Given a cost c to find a vulnerability and develop an exploit, we can separate out

the benefits and costs from the Equation 8.3 to write the equation for the prospective

attacker’s ROI.

ROIattacker =

∑n
i=1Pd (Ti−1)Pf (ti|Ti−1) `i

c +
∑n

i=1Pd (Ti−1)Pc (ti|Ti−1) Fi

(8.5)

The likelihood that such an attack will be undertaken depends on the existence of

attacks of similar scale with more favorable expectations on ROI. If we could collect

enough data, we might be able to derive an expected frequency that a threat scenario

will be realized given the scale of attack and its expected ROI.
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Whether an organization will be effected is both a function of the frequency that

the scenario will be realized and the likelihood that the organization will be targeted

before the attacks stop. More research, including quantitative studies, will be required

to determine the best techniques for estimating the frequency that an organization

will be effected by an attack and integrating this into existing security risk statistics.

8.3 Parallel Theft

Thieves undertake parallel attacks in an attempt to penetrate as many systems

as possible before the defense can construct a patch for the vulnerability. We assume

that the parallel attack threat scenario ensures that even if the attack is detected, a

patch cannot be created and deployed in time to prevent the remaining targets from

being penetrated. Hence, the following analysis does not consider Pd, as defined in

the previous section.

Thieves benefit from every target attacked in so far as each target increases the

total potential loot. For n targets, t1, t2, . . . , tn define the marginal loot for the ith

target as `i and refer to the total loot as Ln.

`i Marginal potential loot from attacking the ith target.

Ln =
∑n

i=1 `i Total potential loot held by n targets.

Increasing the set of targets also increases the risk of being caught, convicted,

and punished. Though detection of a parallel attack may not help the defense at

the time of attack, it may prevent the thief from obtaining the loot (for example, if

compromised machines are re-secured before the loot is taken) or enable the defense
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to recover all of the stolen loot at the time of conviction. Thus, a failure or conviction

that results from an attack on a single target will often result in the loss of the

loot from all targets. Our analysis incorporates this assumption by setting the total

potential loot, Ln, and the total fine paid if caught, F , to be equal.

Given this assumption, one should not think about the probability of failure, Pf ,

and the probability of conviction, Pc, as separate probabilities, but instead simply

consider the marginal risk for the ith target as the single quantity ri. I will refer to

the probability that the thief successfully captures all of the loot as Pn.

ri Marginal increase in the probability that all loot is lost due to the
attack on the ith target.

Pn = 1−∑n
i=1 ri Probability that an attack on n targets succeeds and

does not lead to detection or conviction.

Using these definitions, the expected profit from the attack, En, is the potential

loot Ln times the probability that the attack succeeds, Pn.

En = Pn · Ln Expected profit from the attack.

The expected profit from an additional attack would take into account the marginal

loot and marginal risk.

En+1 = Pn+1Ln+1 = (Pn − rn+1) (Ln + `n+1)
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The thief benefits from expanding the set of targets by one if En+1 > En.

En+1 > En

(Pn − rn+1) (Ln + `n+1) > PnLn

PnLn + Pn`n+1 − rn+1Ln − rn+1`n+1 > PnLn

Pn`n+1 − rn+1`n+1 > rn+1Ln

Pn+1`n+1 > rn+1Ln

The equilibrium point that describes the number of targets attacked, n, is the

point at which:

Pn ≈ rnLn−1

`n

(8.6)

Once the equilibrium point is found, the resulting loot and risk summations, Ln

and Pn, can be multiplied to find the expected profit from the attack En. Theft is a

losing proposition if En is less than the cost to find and exploit a new vulnerability.

Even if the thief is expected to profit from finding a vulnerability in the system, a given

organization may avoid attack if the thief perceives the marginal risk of attacking that

organization to be too high.

However, most current automated attacks, such as worms and viruses, do not

discriminate on the targets that they attack. Instead, those who control worms and

viruses later decide which of the attacks they want to monetize with further action.

Even if an system is not specifically targeted, it may still suffer damage. For example,

an individual may lose all his data to a cryptovirus even if the author of the malware
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has no intention of risking a small transaction to sell the individual his data back.

For threat scenarios such as these indiscriminate worm and virus attacks, we must

assume that the probability that a vulnerable system will be damaged in the attack

is 1. The likelihood that a system will be damaged is thus only a function of whether

the attack occurs and whether it succeeds in affecting the system in question. To

estimate the likelihood that an attack occurs, ROI can be calculated as the benefit

E, calculated at the equilibrium state, over the cost of obtaining a vulnerability and

writing the exploit.

To help develop intuition for our equilibrium state, consider the case in which all

targets contain the same amount of loot `. We can then revise Equation 8.6 by taking

into account that `n = ` and Ln−1 = (n− 1)`.

Pn ≈ rn · (n− 1)`

`

Pn ≈ (n− 1)rn

Dividing by the marginal risk yields the equilibrium state for the case of homoge-

neous loot:

n =
Pn

rn

+ 1 (8.7)

The conclusion drawn from both the distinct and homogeneous loot cases is the

same: maximizing the marginal risk of each additional attack is key to deterring the

parallel thief.

The marginal risk of an additional attack will be low if organizations are defended

by homogeneous defenses (packaged systems), as once one system using such a defense
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is attacked the marginal risk of attacking another system that uses this same defense

exclusively will be extremely small. Using a set of systems, each customized to have

unique properties, will be much more effective in keeping marginal risk high. This is

not surprising as animal species use a diversity of defense mechanisms, customized in

each organism, to survive potent threats from parallel attacks by microorganisms.

Sharing of information by potential targets can also act to increase the thief’s

marginal risk of attacking an additional system. If the body of knowledge of each

member of the defense grows with the number of targets attacked, so will the marginal

risk of attack. If organizations do not share information, the body of knowledge

of each one will be constant and will not affect marginal risk. If they do share

information, then the potential knowledge of each potential victim grows with each

attack.

As mentioned above, the thief must not only avoid being traced while breaking

in, but must also retrieve the loot and exchange it for payment. To keep his marginal

risk of being discovered and convicted low, the thief will need to be able to mone-

tize attacks as anonymously as possible. The thief will only benefit from anonymous

digital cash systems if these systems do not contain back doors through which au-

thorities can revoke anonymity. Anonymous networking techniques can be used to

protect a limited amount of data traffic between the thief and target systems, but as

the amount of data grows so does the likelihood that traffic analysis will expose the

thief’s location. Thieves may try to mitigate these risks by finding ways to group

cash transactions or reduce the bandwidth and number of network transactions. For

example, the author of a cryptovirus could force multiple victims choose a single
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delegate to transact on their behalf.

Once marginal risk has been addressed, the remaining tool in thwarting the par-

allel attack is limiting the amount of loot lost to the thief. Backing up data both

frequently and securely is an excellent way to limit the risk posed by data integrity

attacks, such as data ransom (cryptoviruses) and bank balance manipulation.

8.4 Further reading

The study of the economics of crime owes a great deal to Becker, who wrote

the seminal paper on the subject nearly a quarter century ago [14]. Among his

contributions is a model for the expected utility of committing a crime that serves

as a foundation for this chapter. He defines this value by adding to the utility of

the crime the product of the utility of the punishment (a negative number) and the

probability of conviction.

Ehrlich’s work [35] examines both a theory of crime as occupational choice and

empirical evidence for this theory. In later work [36] he proposes a market model of

criminal offenses, where the supply of offenses is a function of the benefits and costs

of committing them, including the opportunity cost lost from legitimate labor.

The question of whether it behooves an organization to report information when

it is attacked has been posed by Gordon, Loeb, and Lucyshyn [54] in the context of

Information Sharing and Analysis Centers (ISACs) such as CERT. A similar ques-

tion was previously addressed in the context of reporting of household burglaries by

Goldberg and Nold [49]. Their empirical analysis found that those households that

contained indicators that they would report burglaries were less likely to be robbed.



Chapter 8: Anticipating new threats 130

In Section 8.2 our model suggests that reporting forensic information discovered in

response to an attack by a serial thief should help to deter future theft.

8.5 Chapter summary

I have introduced a model for estimating the value of a software vulnerability and

exploit to an outside thief. This model takes into account investments in intrusion

detection and response, both internally and by outside monitoring firms. Using the

model, an organization can gauge its attractiveness to outside thieves and determine

how much security is required in the software it purchases. Beyond choosing how much

to spend on security, analysis of the social aspects of intrusion detection and response

strategies, such as information sharing, can be evaluated for their effectiveness in

deterring future attacks.

One of our first applications of this approach was to model the threat of worms

and viruses that opened up back doors on infected hosts [92, 91]. The premise was

that the author of the worm or virus could sell access to these hosts to the highest

bidder, or use the hosts for organized criminal activities. We showed that this threat

scenario was attractive to a virus or worm author as it posed little personal risk

and had a high potential payoff. Following publication, these threats have begun to

emerge in the form of viruses, such as Sobig.f [103], that have used back doors on

infected hosts to relay spam.
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Conclusion

The dearth of quantitative methods for measuring, forecasting, and improving

computer security has left those of us who depend on information systems in a pre-

carious state. The software we rely upon is developed and tested without any mean-

ingful measure of its security strength. Those of us charged with securing systems are

unable to differentiate more secure software products from less secure ones. Even if

we knew that one software product was stronger than its alternative, we have lacked

tools with which to forecast the financial benefits of choosing the stronger product.

Because quantitative metrics have not been available, our security decisions have in-

stead relied upon the opinions of those believed to be experts, anecdotal evidence,

and other heuristics.

While security will never be an exact science, I have shown in this dissertation

it is possible to answer questions of security with quantitative metrics that provide

answers in meaningful terms. These techniques lay groundwork that can be used for

quantitative and economic studies of security. I described how, given inputs that are

measurable and stationary, statistical models can be built to forecast security risk.

These forecasts can measure the benefits of different prospective security investments
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or strategies, and then be used in a cost-benefit analysis to better optimize our security

decisions.

I argued that models of security risk for networked systems must measure the

effects of deterrents other than the personal risk of capture or harm posed to those

who attack these systems. While measuring the risk retribution is sufficient when

modelling deterrents to certain threat scenarios, as it was for home burglary, computer

networks provide a vector of attack for which the level of risk may become small

enough to be overshadowed by other deterrents. Security strength is the measure of

these other deterrents, which include the cost of time and resources to carry out a

threat scenario.

Security strength is a familiar concept to cryptographers, who have long estimated

the computational costs to break codes and forge signatures. Security strength is

important to the security of encrypted messages because eavesdropping can often be

achieved with low risk. Once a message is intercepted a cryptanalyst can attempt to

decipher it from a safe location. If one believes the computational assumptions on

which a cryptosystem is built, then one believes that the strength of that cryptosystem

can be increased exponentially with a small increase in the key size and computational

costs. Because key size is the primary choice that needs to be made when choosing a

cryptosystem, it has not been necessary to perform detailed analysis of the trade-offs

between security risk and the costs of increasing security strength.

Increasing the strength of a general software system is far more expensive than

increasing a cryptosystem’s key length. It is thus important to understand how

security strength influences the security risk faced by software systems. In order to
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accomplish this, it was first necessary to redefine security strength in the context of

software systems and determine how it could be measured.

I introduced an economic measure of software security strength, with respect to

a threat scenario, in Chapter 4. The key observation was that security strength

depended most on whether the adversary knew of the existence of an exploitable

vulnerability in the system. If a vulnerability is known and can be exploited cheaply,

the security strength of the vulnerable system is negligible. If no vulnerability is

known, the security strength of the system is bounded by the cost to find a new

vulnerability and to develop a means for exploiting the vulnerability to accomplish

one’s goals. For systems without known vulnerabilities, I used the market price to

find a new vulnerability (MPV) as a measure of security strength.

I provided a means of establishing upper and lower bounds for MPV, using markets

in which new vulnerabilities reports can be purchased or sold. These bounds can be

used to differentiate products that have stronger protection against a threat scenario

from those that are weaker. One can also use these bounds to estimate security

strength, and these estimates can be input into models that forecast security risks.

There will be little value to measuring security strength if stronger software can’t

be developed at a reasonable price. By extending the market approach to measure se-

curity strength throughout the development process, the techniques I have introduced

can enable software developers to improve security strength before their products are

released. This enables firms to make trade-offs between their product’s testing costs,

testing time before release, and its security strength at the time of release.

Finally, I have introduced economic threat models for forecasting the potential
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risks posed by new threat scenarios for which the data required for regression models

does not exist. I included the analysis of two outsider threat scenarios, serial attack

and parallel attack. These approaches have already proven their value in predicting

the arrival of ‘back doors’ in viruses and worms used for financial gain.

With this groundwork in place, many new research opportunities await. Many

threat scenarios await regression models for forecasting security risk. Economic threat

models should be better integrated with these models. Processes for measuring secu-

rity strength must be put into place before regression models of security risk, which

require this indicator, can be constructed.

While there is much work to be done, software developers can begin using the tools

presented in this dissertation to formalize the list of threat scenarios they expect their

software to address. They can increase the strength of these systems as they develop

them by using market methods, and release systems with measured levels of strength.

By signalling our intent to factor security strength into our software purchasing

decisions, those of who depend on our software to be secure can encourage software

vendors to apply this quantitative approach.



Appendix A

A brief history of fault, threat, and
attack trees

Fault trees are the oldest of the tree based methods, dating back to their invention

in 1961 by H. A. Watson [117], sometimes credited with A. Mearns [64], at Bell

Laboratories for a contract to study the launch control system for the Minuteman

missile.

In his superb history of fault trees, Clifton Ericson [64] describes how the use of

Fault Tree Analysis (FTA) took off.

Dave Haasl, then at the Boeing Company, recognized the value of this
tool and led a team that applied FTA to the entire Minuteman Missile
System. Other divisions within Boeing saw the results from the Min-
uteman program and began using FTA during the design of commercial
aircraft. In 1965 Boeing and the University of Washington sponsored the
first System Safety Conference.

Ericson goes on to describes how, after the fatal Apollo 1 launch pad accident of

1967, NASA adopted fault tree analysis for the entire Apollo system. After a system

fails, fault trees may be used to determine what events could cause the failure. Ericson

describes how fault trees were thus used in analyzing what went wrong at Three Mile

Island nuclear power plant and with the space shuttle Challenger [64]. More recently,
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NASA has used fault tree analysis yet again in its investigation of the loss of the

space shuttle Columbia [12].

While the earliest papers on fault trees are hard to come by, Fussell’s work on

the construction and application of fault trees [46, 47] are excellent examples of early

work. The Nuclear Regulatory Commission’s fault tree handbook [115], from the

early 1980s, reflects the maturation of this research area. A bibliography of fault tree

research is available from NASA [75], but the selection of references may be biased

towards those works that are relevant to the space agency.

Threat trees are described in depth by Amoroso [4], who recognizes their heritage

from fault trees and cites previous work by the U.S. Department of Defense in the

late 1980s [77] and Jonathan Weiss in the early 1990s [118]. More recently, the tech-

nique has been popularized by a chapter in Microsoft’s text, Writing secure code, by

Howard and LeBlanc [62], and its further treatment in Ross Anderson’s text Security

Engineering [8].

Schneier first described attack trees in collaboration with others in 1998 [88],

which was followed by an article in Dr. Dobb’s Journal [93] and a chapter in his

book, Secrets & Lies: Digital Security in a Networked World [94]. In Schneier’s

attack trees, the events at each node are referred to as goals. This reflects Schneier’s

approach of taking the adversary’s perspective when constructing trees. Whereas

fault trees originated from the study of safety where events were the result of natural

causes, in a security perspective the base threat event at the root of the tree is the

adversaries goal.

A more detailed comparison of fault, threat, and attack trees is presented in the
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dissertation of Nathalie Foster [44], in which she contends that threat trees and attack

trees are specific types of fault trees. Foster creates her own trees, which she calls

RAE trees, for use in protocol analysis. The examples she provides are some of the

most extensively detailed trees available.
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