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Abstract the same key ingredients: automation, scalability and the ability to

check many properties.

Automating test generation from program analysis is an old
idea [23, 27], and work in this area can roughly be partitioned
into two groups: static versus dynamic test geneneraSitatic test
generation[23, 3, 33, 10] consists of analyzing a program stati-
cally to attempt to compute input values to drive its executions
along specific program paths. In contradynamic test genera-
tion [25, 14, 7, 15] consists in executing the program, typically
starting with some random inputs, while simultaneously perform-
ing a symbolic execution to collect symbolic constraints on inputs
obtained from predicates in branch statements along the execution,
and then using a constraint solver to infer variants of the previous
inputs in order to steer program executions along alternative pro-
gram paths. Since dynamic test generation extends static test gen-
eration with additional runtime information, it can be more pow-
erful [14]. Scalability in this context has been recently addressed
in [13, 15]. The motivation of the present work is to address the
third challenge, which has been largely unexplored so far: how
to dynamically check many properties simultaneously, thoroughly
and efficiently, in order to maximize the chances of finding bugs
1. Introduction during an automated testing session?

Traditional runtime checking tools like Purify [20], Valgrind [29]
and AppVerifier [8] check aingleprogram execution against a set
of properties (such as the absence of buffer overflows, uninitial-
ized variables or memory leaks). We show in this paper how such
traditional passiveruntime property checkers can be extended to
actively search for property violations. Consider the simple pro-
gram:

Runtime property checking (as implemented in tools like Purify or
Valgrind) checks whether a program execution satisfies a property.
Active property checkingxtends runtime checking by checking
whether the property is satisfied b program executions that fol-
low the same program path. This check is performed on a symbolic
execution of the given program path using a constraint solver. If the
check fails, the constraint solver generates an alternative program
input triggering a new program execution that follows the same pro-
gram path but exhibits a property violation. Combined with system-
atic dynamic test generation, which attempts to exercise all feasible
paths in a program, active property checking defines a new form of
dynamic software model checking (program verification). In this
paper, we formalize and study active property checking. We show
how static and dynamic type checking can be extended with active
type checking. Then, we discuss how to implement active property
checking efficiently. Finally, we discuss results of experiments with
large shipped Windows applications, where active property check-
ing was able to detect several new security-related bugs.

During the last decade, code inspection for standard programming
errors has largely been automated with static code analysis. Com-
mercial static program analysis tools (e.g., [6, 18, 12, 24, 30]) are
now routinely used in many software development organizations.
These tools are popular because they find many (real) software
bugs, thanks to three main ingredients: theyar®matic they are
scalable and they checknany propertiesintuitively, any tool that

is able to check automatically (with good enough precision) mil- jnt divide(int n,int d) { // n and d are inputs

lions of lines of code against hundreds of coding rules and proper-  return (n/d); // division-by-zero error if d==0

ties is bound to find on average, say, one bug every thousand linesy

of code.

Our research goal is to automate, as much as possible, an everd he prograndivide takes two integers andd as inputs and com-
more expensive part of the software development process, namelyputes their division. If the denominatdris zero, an error occurs.
software testingwhich usually accounts for about 50% of the R&D  To catch this error, a traditional runtime checker for division-by-
budget of software development organizations. In particular, we zero would simply check whether the concrete value eftisfies
want to automateest generatiorby leveraging recent advances in ~ (d==0) just before the division is performed in that specific exe-
program analysis, automated constraint solving, and the increasingcution, but would not provide any insight or guarantee concerning
computation power available on modern computers. To replicate Other executions. Testing this program with random values for
the success of static program analysis in the testing space, we nee@ndd is unlikely to detect the error, ashas only one chance out

of 232 to be zero ifd is a 32-bit integer. Static and dynamic test
generation techniques that attempt to cover specific or all feasible
paths in a program will also likely miss the error since this program
has a single program path which is covered no matter what inputs
are used. However, the latter techniques could be helpful provided
that a testif (d==0) error() was inserted before the division
(n/d): they could then attempt to generate an input valuedfor
that satisfies the constraifi==0), now present in the program
path, and detect the error. This is essentially wawive property
MSR-TR-2007-91, July 2007. checkingdoes: it injectsat runtimeadditional symbolic constraints



on inputs that, when solvable by a constraint solver, will generate AkFe—w

new test inputs leading to property violations. A = Az — v) YFe—sv Y =%(z— sv)
In other wordsactive property checkingxtends runtime check- X-ASN (t=e;C, A% =

. . . . . .'Z‘.—e, I bl 7pc>_)<C7A7E7pC>

ing by checking whether the property is satisfiedabyprogram

executions that follow the same program path. This check is per- X-1F1 — . ;

formed on a dynamic symbolic execution of the given program path (if e then C' else (", A%, pc) — (C,/A, ,pc)

using a constraint solver. If the check fails, the constraint solver y Al e— false Yhe—sv pc = pc /A 1sv

generates an alternative program input triggering a new program (if e then C else C',A, %, pc) — (C', A, %, pc’)

execution that follows the same program path but exhibits a prop-

erty violation. We call this “active” checking because a constraint ~ Figure 1. Side-by-side (concrete and symbolic) evaluation.

solver is used to “actively” look for inputs that cause a runtime

check to fail. Combined with systematic dynamic test generation,

which attempts to exercise all feasible paths in a program, active

property checking defines a new form of program verification. is always defined and is simpl(z) by default if no expression

~ Checking properties at runtime on a dynamic symbolic execu- iy terms of inputs is associated with The notationA(z — c)

tion of the program was suggested in [26], but may return false jenotes updating the mappidgso thatz maps toc.

alarms whenever symbolic execution is imprecise, which is often  1p¢ programP manipulates the memory (concrete and sym-
the case in practice. Active property checking extends the idea pojic stores) through statements commandsthat are abstractions

of [26] by combining it with constraint solving and test generation  of the machine instructions actually executed. A command can be
in order to further check using a new test input whether the prop- 5, assignmenbf the formz := e (wherez is a program vari-
erty is actually violated as predicted by the prior imperfect Sym- apje ande is an expression), eonditional statementf the form
bolic execution. This way, no false alarms are ever reported. ACtive it . then ' else ¢’ wheree denotes a boolean expression
property checking can also be viewed as systematically injecting angc andC” arecontinuationglenoting the unique next statement

assertions all over the program under test, and then using dynamicy, pe evaluated (programs considered here are thus sequential and
test generation to check for violations of those assertions. RelatEddeterministic) ostop corresponding to a program error or normal

ideas are mentioned informally in [7, 22] but not explored in detail.  tarmination.
Our work makes several contributions: Given an input vector assigning a value to every input pa-
« We formalize active property checking semantically in Sec- rametera, the evalucatlon of acprogram defines a unique fipite
tion 3 and show how it provides a new form of program verifi- gram executiorsp — s1... -2 s, that executes the finite se-

cation when combined with systematic dynamic test generation quenceC ... C, of commands and goes through the finite se-
(recalled in Section 2). quences; ... s, Of program statesEach program state is a tuple

Section 4 presentstgipe systerthat combines static, dynamic (¢ &, X, pc) whereC' is the next command to be evaluated, and
and active checking for a simple imperative language. This clar- P¢ IS @ Special meta-variable that represents the cupatit con-
ifies the connection, difference and complementarity between Straint For a finite sequence of statements (i.e., a control path

active type checkingnd traditional static and dynamic type ): @ path constraintc,, is a formula of theory7” that character-
checking. izes the input assignments for which the program executes along

w. To simplify the presentation, we assume that all the program
variables have some default initial concrete value in the initial con-
L . > .- crete store)\, and that the initial symbolic storg, identifies the
solver, minimizing formula sizes and using two constraint ooqram variables whose values are program inputs (for all those,
caching schemes. we haveX(v) = o wherea is some input parameter). Initially
Section 6 describes our implementation of active property is defined tocrue.

checking in SAGE [15], a recent tool for security testing of The main rules for side-by-side execution are shown in Figure 1.
file-reading Windows applications that performs systematic dy- The X-AsN rule shows how both the concrete store and symbolic
namic test generation of x86 binaries. Results of experiments store are updated after an assignment. The rulesIXahd X-IF2

with large shipped Windows applications are discussed in Sec- show how the path constraipt is updated after each conditional
tion 7. Active property checking was able to detect several new statement. First the boolean expressida evaluated to determine
bugs in those applications. if its concrete value izrue or false and its symbolic value

sv. Next, depending on the result, a new conjusctor —sv is

. . . added to the current path constrait For simplicity, we assume

2. Systematic Dynamic Test Generation that all program execrl)Jtions eventually termir?ate )E)y executing the
Dynamic test generation (see [14] for further details) consists of commandstop.

running the progranP under test both concretely, executing the Systematic dynamic test generation [14] consists of systemati-
actual program, and symbolically, calculating constraints on values cally exploring all feasible program paths of the program under test
stored in program variables and expressed in terms of input pa- by using path constraints and a constraint solver. By construction,
rametersy. Side-by-side concrete and symbolic executions are per- a path constraint represents conditions on inputs that need be satis-

At e— true YkFe—sv pc = pc A sv

Section 5 discusses how to implement active checking effi-
ciently by minimizing the number of calls to the constraint

formed using a concrete stofeand a symbolic storE, which are fied for the current program path to be executed. Given a program
mappings from program variables to concrete and symbolic values state (C, A, 3, pc) and a constraint solver for theofy, if C is
respectively. A symbolic value is any expressianin some the- a conditional statement of the forirf e then C else C’, any
ory 7 where all free variables are exclusively input parameters  satisfying assignment to the formuylan sv (respectivelypc A —sv)
For any variabler, A(x) denotes theoncrete valueof z in A, defines program inputs that will lead the program to execute the

while ¥(z) denotes thesymbolic valueof = in ¥. The judgment then (resp.else) branch of the conditional statement. By system-
A F e — v means that that an expressioneduces to a concrete  atically repeating this process, sucdieected searcltan enumer-
valuew, and similarlyX F e — sv means that reduces to a sym- ate all possible path constraints and eventually execute all feasible
bolic valuesv. For notational convenience, we assume that) program paths.



1 int buggy(int x) { // x is an input 0 < x < 20to appear in the path constraint of the program in order
2 int buf[20]; to refine the partitioning of its input values. Active checkefor

3 buf[30]=0; // buffer overflow independent of x array bounds can be viewed as systematically adding such symbolic
4 if (x > 20) tests before all array accesses.

5 return O; Formally, we definepassive checkerand active checkerss

6 else follows.

7 return buf[x]; // buffer overflow if x==20 o . . .

8 } Definition 1. A passive checkebr a propertyr is a function that

takes as input a finite program execution and returnsfail . iff
the propertyr is violated byw.

Figure 2. Example of program with buffer overflows.
Because we assume all program executions terminate, proper-
ties considered here asafetyproperties. Runtime property check-

The search is exhaustive provided that the generation of the pathers jike Purify [20], Valgrind [29] and App Verifier [8] are examples
constraint (including the underlying symbolic execution) and the of tools implementing passive checkers.

constraint solver for the given theofy are bothsound and com-

plete that is, for all program paths, the constraint solver returns ~ Definition 2. Letpc,, denote the path constraint of a finite program
a satisfying assignment for the path constraint if and only if executionw. An active checker for a property is a function that
the path is feasible (i.e., there exists some input assignment lead-takes as input a finite program executienand returns a formula
ing to its execution). In this case, in addition to finding errors such ¢c such that the formulac., A —¢¢ is satisfiable iff there exists
as the reachability of bad program statements @ikeert (0)), a a finite program executiom’ violating propertyr and such that
directed search can also prove their absence, and therefore obtain 8¢w’ = PCw-

form of programverification Active checkers can be implemented in various ways, for in-

Theorem 1. (adapted from [14]) Given a progran® as defined stance using property monitors/_automata, program rewrite rules or
above, a directed search using a path constraint generation and a type checking. They can use private memory to record past events

constraint solver that are both sound and complete exercises all (leading to the current program state), but they are not allowed any
feasible program paths exactly once. side effect on the program. Sections 4 and 6 discuss detailed ex-

amples ofhowactive checkers can be formally defined and imple-

In this case, if a program statement has not been executed whenyanteq. Here are examples of specifications of active checkers.
the search is over, this statement is not executable in any context.

In practice, path constraint generation and constraint solving Example 1. Division By Zero. Given a program state where the
are usually not sound and complete. When a program expressionnext statement involves a division by a denominatevhich de-
cannot be expressed in the given the@rydecided by the con-  pends on an input (i.e., such thafd) # A(d)), an active checker
straint solver, it can be simplified using concrete values of sub- for division by zero outputs the constraipib., = (3(d) # 0).
expressions, or replaced by the concrete valye of th? entire expres'Example 2. Array Bounds. Given a program state where the next
sion. For example, if the solver handles only linear arithmetic, sym-

bolic sub-expressions involving multiplications can be replaced b statement involves an array accesfx] wherex depends on an
their concretl?s values 9 P P Y input (i.e., is such thaE(x) # A(x)), an active checker for array

bounds outputs the constraipiz..; = (0 < X(x) < b) whereb
denotes the bound of the array

3. Active Checkers _ _

. Example 3. NULL Pointer Dereference. Consider a program ex-
Even when sound and complete, a directed search based on patiyressed in a language where pointer dereferences are allowed (un-
exploration alone can miss errors that are not path invariants, i.e.,jike our simple languagesimpL). Given a program state where
that are not violated bgll concrete executions executing the same e next statement involves a pointer dereferengavherep de-
program path, or errors that are not caught by the program’s run- pends on an input (i.e., such thatp) # A(p)), an active checker
time environment. This is illustrated by the simple program shown ¢, NULL pointer dereference generates the constraigi ., =

in Figure 2. _ _ (X(p) # NULL).
This program takes as (untrusted) input an integer value stored _ _ _ _
in variablex. A buffer overflow in line 3 will be detected at run- Multiple active checkers can be used simultaneously by simply

time only if a runtime checker monitors buffer accesses. Such a considering separately the constraints they inject in a given path
runtime checker would thus check whether any array access of theconstraint. Such a way, they are guaranteed not to interfere with

form a[x] satisfies the conditiof < A(x) < b whereA(x) is each other (since they have no side effects). We will discuss how to
the concrete value of array indexandb denotes the bound of the ~ combine active checkers to maximize performance in Section 5.
arraya (b is 20 for the arrayuf in the example of Figure 2). Let us By applying an active checker for a propertyto all feasible

call such a traditional runtime checker for concrete valugasasive paths of a progran®, we can obtain a form oferificationfor this
checker property, that is stronger than Theorem 1.

Moreover, a buffer overflow is also possible in line 7 provided
x==20, yet a directed search focused on path exploration alone
may miss this error. The reason is that the only condition that
will appear in a path constraint for this programzs> 20 and
its negation. Since most input values fothat satisfy-(x > 20)
do not cause the buffer overflow, the error will likely be undetected
with a directed search as defined in the previous section.

In order to catch the buffer overflow on line 7, the program Proof Sketch: Assume there is an input assignment that leads
should be extended with symbolictest0 < X(x) < b (where to a finite executionw of P violating 7. Let pc,, be the path con-
>(x) denotes the symbolic value of array index just before straint for the execution patty. Since path constraint generation
the buffer accesbuf [x] on line 7. This will force the condition and constraint solving are both sound and complete, we know by

Theorem 2. Given a programP as defined above, if a directed
search (1) uses a path constraint generation and constraint solvers
that are both sound and complet®d(2) uses both a passive and
an active checker for a property in all program paths visited
during the search, then the search repoftsil, iff there exists

a program input that leads to a finite execution violatifig



Theorem 1 thatv will eventually be exercised with some concrete
input assignmend’. If the passive checker for returnsfail, for
the execution of? obtained from inpu&’ (for instance, i’ = &),
the proof is finished. Otherwise, the active checkerrfarill gen-
erate a formulapc and call the constraint solver with the query
pew A —de. The existence ofi’ implies that this query is satisfi-
able, and the constraint solver will return a satisfying assignment
from which a new input assignmeat’ is generated®’’ could be
@ itself). By construction, running the passive checkerfan the
execution obtained from that new inpait will return fail,. O

Note that both passive checking and active checking are re-
quired in order to obtain this result, as illustrated earlier with the
example of Figure 2. In practice, however, symbolic execution, path
constraint generation, constraint solving, passive and active prop-
erty checking are typically not sound and complete, and therefore
active property checking reduces to testing.

4. Active Type Checking

Now we describe a framework for specifying checkers that illus-
trates their complementarity with traditional static and dynamic
checking. Our framework is inspired by the “hybrid type checking”
of Flanagan [11], which builds on [2, 1, 21, 32]. Flanagan observes
that type-checking a program statically is undecidable in general,
especially for type systems that permit expressive specifications.
Therefore, we need a way to handle programs for which we cannot
decide statically that the program violates a property, but may in
fact satisfy the property. He then shows how to automatically in-
sert run-time checks for programs in a languadein cases where
typing cannot be decided statically.

We show how to extend this idea to active checking with a
simple imperative languaggsSimpL. and a type system in 4.1 that
supportsinteger refinement typeén which types are defined by
predicates, and subtyping is defined by logical implication between
these predicates. Then, in 4.2, we give a methodcfampiling
programs that either statically rejects a program as ill-typed, or
insertscaststo produce a well-typed program. Each cast performs

a run-time membership check for the given type and raises an error

if a run-time value is not of the desired type. The approach here is
similar to Flanagan's.” system, but for our imperative language.
The key property of our approach is that the run-time check
is apassive checken the sense of the previous section: the post-
compilation program computes a function on its own execution that
returnsfail, if and only if the run-time values violate a cast’s type
membership check. Then, in 4.3 we defiside-by-side symbolic
and concrete evaluatioof CSimpL to generate symbolic path con-
ditions from program executions asgimbolic membership checks

from casts. We show that these symbolic membership checks are

active checkersvith respect to the run-time membership checks.
Therefore, a type environment can be thought of as specifying a
property: we first attempt to prove this property holds statically or
reject the program statically. If we cannot decide in some portions
of the program, we insert casts. The inserted casts give rise to pas
sive and active checkers for this property.

We then give two examples of specifying properties with type
environments in our system, division by zero and integer overflow.
Finally, we show cases when we can combine different type envi-
ronments to simultaneously check different properties.

4.1 Simple Language with Cast€SimpL

We now define the semantics and type system for an imperative lan-
guage with casts;SimpL. This language will allow us to demon-
strate the idea of active type checking.

A valuew is either an integef or a boolean constarit An
operando is either a value or a variable referenceAn expression
e is either an operand or an operator applicatig{o: .. .on)

T-V _

AR I'z:T'(x)
T-BC I'Fb:Bool
T-IC

I'ti:{z:Intlz ==1}

T.0p 'Foi:S81...T'Fopn: Sy Pkop(Si...5): T
T'Fop(or...0n): T
I'ke:S S<:T
T-
Sue The:T
I'=I'nG
T-IE I'" e : Bool I'-c r'ec’
I'F (G)if e then C else C'
I'=TNnG
IMFe:S 'cz:U TNnS<:U I'-cC
T-AsN
' (G)x:=(T)e;C
T-StoP

Tk stop

Figure 3. Typing.

for some operator namep and operands; . ..o,. An operator
denotationop is a partial function from tuples of values to a value.
A concrete store\ is a map from variables and operator names to
values and operator denotations respectively.

CSimpL supports integer refinement and boolean types. Type
Bool classifies boolean expressions and boolean values and
false. Integer refinement types have the fofm : Int|t} for
some boolean expressiorwhose only free variable may be A
refinement type denotes the set of integers that satisfy the boolean
expression. A refinement typ€ is said to be a subtype of a
refinement typeS, written T <: S, if the denotation ofl" is a
subset of the denotation 6f

A valuew is said to have typ&, writtenv € T, either ifv is a
boolean value an@ is Bool or if v is an integer in the denotation
of T'. Note that this value typing relation is decidable.

A type environment is a map from variables and operator
names to types and operator signatures respectively. An operator
signature has the formip(Sy ... S,) : T whereS; ... S, are the
types of the parameters afitis the type of the result. Aast selG
is a type environment whose domain contains only variables.

We say that a concrete stofe corresponds to a type environ-
mentI’, written A € T if for any variabler, we haveA(z) € I'(z)
and for any operatosp, we havel'(op) = op(Si...S») : T and
A(op) = dp with ¢p defined on any value tuplg . .. v, such that
v, € S;for0 < i < mandop(vi...v,) € T. We say that a
concrete storé\ satisfies a cast sét, written A - G, if for any
variablez in the domain of7, we haveA(z) € G(z).

Given two refinement types = {z : Int|t;} andS = {z :
Int|t2}, the intersection of and S, denotedl’ N S is defined to
be the refinement typ€ = {x : Int|t: A t2}. Assuming that two
type environmentE'; andl'; agree on the return types of operators,
T'; NI is defined point-wise.

A program C' consists of commands and is defined by the
following grammar:

C,C" = stop
| (G)z:=(T)e;C
| (G)if e then C else C'

Each non-halting command is annotated with a cast set specifying
the type assumptions that must be checked dynamically before the
command is executed. Additionally, the assignment command also
specifies a cast on the right hand side expression.



E-VAR AFz— A2)

Aoy —v1...AFo, — vn

E-Op A(op) = dp v=0p(v1...vpn)
At op(or...0n) — v
E-IF1 AFG AlFe— true
((G)if e then C else C',A) — (C,A)
E-lF2 AFG AFe— false
((G)if e then C else C',A) — (C',A)
EASI"Al_G AtFe—w veT A=Az +—v)

(G)z = (T)e; C,A) — (C,A)

Figure 4. Concrete evaluation.

Figure 3 defines the static semanticE8fimpL. It is given by
the program typing judgmerit + C, which states that program
C'is well-typed in type environmerit, and the expression typing
judgmentT’ - e : T which states that expressienis of type
T i ntype environment. The T-IF and T-AsN rules describe
how to check a non-halting command. The premises of these rules

are checked in a type environment extended with the assumptions

specified in cast set of the current command. The judgment defined
in Figure 3 is not algorithmic because the subsumption ruleyB-S
is not syntax-directed.

Figure 4 defines the dynamic semantics @ffimpL. It is
given by the small-step program evaluation judgm@nitA) —
(C', A"y and the big-step expression evaluation judgmant-
e — v. The evaluation of a command proceeds by first ensuring

F(m)<:ZIfS
C-VARr1 L Te
TFz:5=0
F(x)<:zqu
C-VAR2 :
F'tz:S={z:5NT(2)}
C-BC THb:Bool =0
calC {z: Int\m':: i} <90, S
'Fi:S=10
T'to1:5 =G ...TFon:Sn=Gn
T'Fop(Si...8): T
C-Or
T'Fop(or...0n): T = NG
I'=InG I'Fe:Bool = G’
ol "=1'nGg" TI"FCi=0C T'FC.=C
'tk (G)if e then C; else C) =
(GﬂG/)if e then C] else C}
I'=rnG Trz:U T'kte:S=¢
rnS<g,U I"=1'nG TI"+C=C
C-AsnN1 - .
I'H{(G)z:=(T)e;C) = ((GNG )z := (T)e; C")
I'=T'NnG TFrz:U T'Fe:S=¢
TNS <, U T'=0'nGd T1T'FC=C

C-AsN2
C-Sropr

TF (G2 = (T)e;C) = (GNG )z = (TNU)e; C')

I' - stop = stop

Figure 5. Compilation.

that its associated cast set is satisfied by the current environment.

When this succeeds, the command’s subexpressions are evaluated Figure 5 shows how with the help of such an algorithmic sub-
so that the program can make a small step. For example, theNE-A  typing relation, we can define a compilation algorithm that instru-

rule describes how the assignment command is executed: after thaments a given program with a sufficient number of casts to make it
cast set is validated, the right hand side expression is evaluatedverifiably well-typed. The algorithm is comprised of the program

and the obtained value is checked against the associated'tyipe

compilation judgment" + C = C’, which states that program

this check succeeds, the concrete store is updated and the prograng is compiled into progran®’ under type environmerit, and the

moves on to the next command.

We say a command’ contains a failed castinder A either
if the cast set ofC is not satisfied byA or if C is of the form
(G)x = (T')e; C with e evaluating to some value such that
vegT.

Theorem 3. (Type preservation.) Leh andT" be a concrete store
and a type environment such that € I". Then the following two
properties hold:

1. fTFe:TandAFe — v, thenl' o :T.
2. fT'F Cand(C,A) — (C’,A’), thenT' - ¢’ andA’ € T".

Theorem 4. (Progress.) LetA and I' be a concrete store and
a type environment such thax € I'. If I' = C ,then either
(C,A) — (C',A"), or C contains a failed cast undek.

4.2 Casts Insertion

The typing relation defined above does not give us an algorithm
for checking whether an arbitrary program is well-typed because
it relies on checking subtyping which is undecidable in general. In

algorithmic expression typing judgmehtt e : T = G, which
states that expressierhas typel” in type environment® provided
that the type assumptions in cast 6eare satisfied.

The compilation algorithm is partial: given a type environment
I and a progranC there may not exist a progral’ such that
I' - C = C’. Such a situation is denoted by C' = L.

The following two theorems establish the static properties of the
compilation algorithm.

Theorem 5. (Well-typed compilation.) IT" = C = C’, then
r+c'.

Theorem 6. (Compilation Rejects Only Ill-Typed Programs.) If
THC= 1,thenT"t/C.

To show that the compiled program and the result of the compila-
tion are equivalent at run-time, we first introducé-atep evalua-
tion relation. A progranty, and a store\, are said to make steps
producing a progran® and a storeAy, written (Co, Ag) —k
<Ck,Ak>, if <C~L, A1> — <Ci+1, Ai+1> for0 << k.

The following theorem establishes that the result of the com-

practice, it is common to use a theorem prover that can validate pyjation algorithm is equivalent to the original program by stating
or invalidate some subtyping assumptions and fail to produce a tat if the latter can makk steps then the former either can make

definitive answer on others. We model such a theorem prover by exactly the samé steps or fail on an inserted cast along the road.
an algorithmic subtyping relation that, given two refinement types

T and.S, can either fail to produce an answer, writtEn<:fllg S,
return true, writteril’ <:°% S, or return false, writtef” £:2% S

alg alg
such thatl' <:g7, S andT #£:57, Simply T <: S andT #: S
respectively.

Theorem 7. (Semantic preservation.) f - Co, = C; and
(Co, A) —F (Cy, Ay), then either(C), A) —F (Cy, Ay), or
(C, Ay =" (C!,A;) and C} contains a failed cast undek; for
some) <1 < k.
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Figure 6. Side-by-side evaluation.

A=Az —v)
¥ = Y(z +— sv)

X-ASN

4.3 Active Checking via Symbolic Evaluation

Now we show howside-by-side symbolic and concrete evaluation
of a compiled program with casts constructs both path constraints
and active checker constraints.

We first introduce two auxiliary judgments used in the definition
of the side-by-side evaluation judgment. We say that a symbolic
value sv has typel” provided that a input constraigtis satisfied,
writtensv € T = ¢, if T = {z : Int|t} and¢[z := sv] where
t[z := sv] denotes a boolean expression obtained by substituting
sv for . We call this judgmensymbolic value typing

A symbolic storeX is said to satisfy a cast sét provided that
an input constraint seb is satisfied, writter - G = , if for
any variabler in the domain ofG, we haveX(z) € G(z) = ¢.
and® = U, {¢,}. We call this judgmensymbolic cast checking

Side-by-side evaluation is presented in Figure 6. It is given
by by the single-step side-by-side program evaluation judgment
(C,A, 3, pe) — (C', A3 pc’) - @ and by the symbolic expres-
sion evaluation judgment + e — sv. The former states that
a configuration consisting of a prografiy a concrete storé\, a
symbolic storeX, and a path conditiopc symbolically evaluates
to a configuration(C’, A’, ', pc’) producing a set of input con-
straints®. The intuition behind® is that if any constraing € &

notzero : {z : Int|z # 0}
div : op(int,notzero) : int
div(ni,n2) = ni/na

Figure 7. Type and implementation for the division operator.

time type membership check. That is, if we take a path constraint

pc and a constrainp € &, thenpe A —¢ is satisfiable if and only

if there is some execution along the same path that causes a run-
time check to fail. The main idea is that this should hold because

is an abstraction of the run-time membership check. We state this

formally as follows.

Theorem 8. (Soundness and Completeness of Active Type Check-
ing.) Let Ay and X, be concrete and symbolic stores such that
Ao < Xo, and letl” be a type environment such thag € T'. Let

pco be a path constraint. Lef - Cy, and (Co, Ao, X, pco) —*

<Ck-, Ak, Ek,pck> - ®. Then

1. If there exists an input assignmensuch thaid(pci A —¢) —
true with X o & — A{ for someg € @, then(Cp, Af) —°
(Cy, A) and C; contains a failed cast unded for some
0<i<k.

2. If there exists an inpu& such thatd@(pcy) — true and
Yood — Af with (Co, Ap) —* (Ck, A}) whereCy, contains
a failed cast under\}, thend(pcy A —¢) — true for some
b€ B.

4.4 Examples

Division by Zero. As an example, we show an active checker
for division by zero errors. First, we define the refinement type
notzero as the set of values of type Int such thatz # 0.
Then, we can define the type of the division operdtor as taking

an Int and anotzero argument. Finally, we need a semantic
implementation function for division, which here is the standard
division function for integers. These are shown in Figure 7.

Now, in Figure 8 we show an example of active checking a small
program for division by zero errors. On the left, we see the original
program before type-checking and compilation. Now we wish to
perform static type checking and typecast insertion. Becaiige
is an operator, at line 4, by the type rule TrQve must show
that the type ofr; is a subtype ofhotzero to prove that the

is invalidated by some input then this input will cause the program program is well-typed. Therefore, during compilation, we either
to fail on a cast. The symbolic evaluation judgment defines how an statically prove this is the case, have our algorithmic implication
expressiore evaluates to a symbolic valua in a symbolic store judgment time out, or else statically reject this program as ill-typed.
3. The rules defining this judgment are simple, and we omit them For the purpose of this example, we assume that the algorithmic

for space considerations.
The side-by-side program evaluation rules are defined in terms

implication judgment times out, and so we add a cast to the type
(notzero). The middle column shows the resulting code after cast

of the concrete evaluation judgments discussed in Section 4.1. Theinsertion. Finally, suppose the code is run on the concrete input

concrete evaluation rules can be recovered by removing all the
symbolic artifacts from the side-by-side rules. The rulerd-bnd
X-1F2 are similar to the corresponding rules described in Section 2.

«a 2. The column on the right showsc and ® after each
command is evaluated. After the first run, we then extract 0
from ® and query(aw > —5) A —(« # 0) to a constraint solver to

The key difference here is that we use the cast checking judgmentactively check for an input that causes division by zero.

¥ F G = ® which is a set of symbolic values which abstract the
concrete type membership checks performed to satisfy

Integer overflow/underflow. Integer overflow and underflow and
related machine arithmetic errors are a frequent cause of security-

The path constraints and the cast checking constraints generatedritical bugs; the May 2007 MITRE survey of security bugs re-
by side-by-side evaluation can be used to compute concrete inputsported notes that integer overflows were the second most common

which drive the program to a failed cast. We wrileo & — A to

bug in operating system vendor advisories [9]. Brumley et al. de-

represent substituting input parameters by values and then reducingscribe a system of dynamic checks called RICH that catches ma-

each entry ob to obtain a concrete store. We will writg¢) — v
to mean substituting values for variablesgnand reducing to a
value. For a concrete stork, we write A < X if there exists am
that reduce& to A.

We can now prove that a checker constraint generated at a

program point is an active checker for the property of failing a run-

chine arithmetic errors at run-time [5]. The basic idea is to define
upper and lower bounds for signed and unsigned integer types, then
insert a check whenever a potentialigsafe assignmeid carried
out.

We can capture these checks with the refinement types in Fig-
ure 9. Given a type environmeht,,; with these types, compilation



1. (0)z2 := (int)52
2.(0) if (z1 > —H)
3. then (0)z3 := (int)div(z2,x1)

(0)z2 := (int)52
@)if (21> -5)
then ((x1,notzero))xs :

pc = true,® =)
pc=a>-5®=10
pc=a> -5 &= {a#0}

(int)div(z2, z1)

Figure 8. A program fragment with an active checker for division by zero &fd; ) = «. The left column shows the original. The middle
column shows the program after compilation. The right column showsatieqonditionpc and the se® for o = 2.

int = {z:Int|true}

uint64 t = {z:Int|0 <z <254}
intédt = {x:Int|-2% <z <25}
uint32.t = {z:Int|0 <z < 2%}
int32t = {z:Int|-2% <z <2%}
uint16t = {r:Int|0 <z < 2'%}
int16t = {z:Int|-2" <z <2'5}
uint8t = {z:Int|0 <z < 2%}
int8_t = {z:Int|]-2"<2z<2"}

Figure 9. Types for an integer overflow/underflow checker.

will automatically insert casts for assignments between variables
of different types. For example, suppose that a variatias type
uint8_t . Then an assignment of an expressioto = may insert

a cast(uint8_t ) if the algorithmic implication judgment cannot
decide statically whether the value ofalls within the bounds of
uint8_t or not. At run-time, the caguint8_t )e checks that the
concrete value of the expressiens betweerh and2®, just as in

the RICH system. If the run-time check succeeds, then we symbol-
ically evaluatee to obtain a symbolic expressiew., then add the
expression(0 < sv. < 2®) to the set of checkergh. We can then
querype A =(0 < sv. < 2%) to a constraint solver and solve for
an input that violates the type bounds.

4.5 Combining Checkers

Finally, we turn our attention to the questionafmbiningcheck-

ers for different integer refinement properties. We begin with the
definition of what it means for one environment to beestriction

of another.

Definition 3. (Environment restriction.) We say that<: I" if the
following two conditions hold :

1. f0 2 :S;, andl’ - x; : S, for somer;, thenS; <: S
2. Tk op(Ty ... Ty,) : Tandl”  op(T7 ... Ty) : T for some
operatorop, thenT; <: T} for 1 < i < n.

We would like to ensure that a restricted environment gives us more
checking. In particular, if we use two environmeftandl’ where

' <: T to insert casts into the same program, we would like
to ensure that" does not “disable” the casts inserted By The
following lemma states this formally.

Lemma 1. (Monotonicity.) IfT’ <: T”, then the following proper-
ties hold:

1. fT' - CandA €T, thenl” - C andA € T".

2. Letl' - Cy = C) andI’ - Co = Cf. LetAg be a concrete
store such thath, € T. Then if (Cj, Ao) —* (Cr, Ay),
and C}, contains a failed cast unded, then(C{/, Ag) —*
(C{', A;) and C;’ contains a failed cast unded\;, for some
0<i<k.

Suppose we want to check both integer overflow and division by
zero simultaneously, and we have existing type environnmients
andT'4;, that check each property individually. By this we mean
that we want to construct a new type environmErguch that if

a program compiled witfi';,,; fails on some input, then the same

program compiled with fails on that input, and similarly fdr ;.
The following lemma says that the intersection= T';,,: N Lo iS
a restriction of botl";,,; andI' ;..

Lemma 2. (Intersection is restriction.) LeE' = I'; N I's. Then
I'<: T'y andT <: I's.

Together with the monotonicity property, this gives us our desired
result. Specifically, to check both properties, we simply compile
with the intersection environment, giving us the following theorem:

Theorem 9. (Combination.) LeT’, andT', be type environments,
and letl’ = T'; N T',. LetC be a program and lef', - C' = C,,
andl', - C = Cy, andT - C = CJ. Let A be a concrete
store such thatA, € T. If (Co,Ao) —F (Ck,Ax) and Cy
contains a failed cast undek,, whereCj is eitherC, or Cy, then
(Ch, Ao) —* (Ci,A;), and C; contains a failed cast undeh,,
for0<i<k.

5. Optimizations

Active checkers can be viewed as injecting additional constraints in
path constraints in order to refine the partitioning on input values.
In practice, active checkers may injaoanysuch constraints all
over program executions, making path explosion even worse than
with path exploration alone. In this section, we discuss several op-
timizations necessary to make active checking tractable in practice.

5.1 Minimizing Calls to the Constraint Solver

As discussed in Section 3, (negations of) constraints injected by
various active checkers in a same path constraint can be solved
independently one-by-one since they have no side effects. We call
this anaive combinatiorf checker constraints.

However, the number of calls to the constraint solver can be
reduced by bundling together constraints injected at the same or
equivalent program states into a single conjunctiomclfienotes
the path constraint for a given program state, aed, ..., ¢cn
are a set of constraints injected in that state by each of the active
checkers, we can define the combination of these active checkers
by injecting the formulapc = ¢c1 A -+ A ¢pcn in the path
constraint, which will result in the single quepyg A (—¢pc1 V- - -V
—¢cn) to the constraint solver. We can also bundle in the same
conjunction constraint$c; injected by active checkers at different
program states anywhere in between two conditional statements,
i.e., anywhere between two constraints in the path constraint (since
those program states are indistinguishable by that path constraint).
This combination reduces the number of calls to the constraint
solver but, if the quenpc A (=¢c1 V -+ V —der) is satisfied,

a satisfying assignment produced by the constraint solver may not
satisfyall the disjuncts, i.e., may violate onkpmeof the properties
being checked. Hence, we call thisvaakly-sound combination

A strongly-soundor soundfor short, combination can be ob-
tained by making additional calls to the constraint solver using the
simple function shown in Figure 10. By calling

* ¢C’ﬂ)

the function returns a set of input values that coverall the
disjuncts that are satisfiable in the formylaA (—¢c1 V -+ Vv
—¢cn). The function first queries the solver with the disjunction of

CombineActiveCheckers(), pc, pc1, . .



Procedur&€ombineActiveCheckers(l, pc, dci, - - ., Pcn): 1 #define k 100 // constant

1. Letz = Solve(pc A (m¢pc1 V -+ V 2dcn)) 2 void Q(int #*x, int alk]){ // inputs
2. If x = UNSAT return] 3 int tmpl,tmp2,i;
3. Foralliin [1,n], eliminategc; if x satisfies-¢pc; 4 if (x == NULL) return;
4. Letocn, - . ., pom denote the remainingc; (m < n) 5 for (i=0; i<=k;i++) {
5.1fm =0, return] U {z} 6 if (a[i]>0) tmpl = tmp2+%*x;
6. CallCombineActiveCheckers(I U {z}, pc, ¢c1, .- ., Pcm) 7 else tmp2 = tmpl+*x;
8 }
9 return;
10}

Figure 10. Function to compute a strongly-sound combination of
active checkers.

Figure 11. A program with O(2) possible execution paths. A
naive application of a NULL dereference active checker results
all the checker constraints (line 1). If the solver retwNSAT, we in O(k - 2*) additional calls to the constraint solver, while local
know that all these constraints are unsatisfiable (line 2). Otherwise, constraint caching eliminates the need for any additional calls to
we check the solution returned by the constraint solver against the constraint solver.
each checker constraint to determine which are satisfied by solution
z (line 3). (This is a model-checking check, not a satisfiability
check; in practice, this can be implemented by calling the constraint . . .
solver with the formulgh, . (b; < —6:) A pe A (V. b;) whereb, For instance, consider a path constraintand a set of: con-
is a fresh boolean variable which evaluatestime iff —¢c; is straintspc: . .. gcon 10 be injected at the end pt. The naive com-
satisfied by a satisfying assignmentreturned by the constraint bination makes: calls to the constraint solver, each with a formula
solver; defermining which checker constraints are satisfied: by ~ ©f length|pe| + [écif, forall 1 <4 < n. In contrast, the weak
can then be done by looking up the values of the corresponding comblnatlor_\ makes only a single _caII to the constraint solver with a
bits b; in solutionz.) Then, we remove these checker constraints formula of sizéipe|+X1<i<x|¢cil, i.e., aformula (typically much)
from the disjunction (line 4), and query the solver again until all Smaller than the sum of the formula sizes with the naive combina-
checker constraints that can be satisfied have been satisfied byfion- The strong combination makes, in the worse casealls to
some input value irf. If ¢ out of then checkers can be satisfied ~the constraint solver with formulas of siger| + Z1<i<;|¢c:| for
in conjunction with the path constraipt, this function requires &/l 1 < j < n, i.e., possibly bigger formulas than the naive com-
at mostnin(¢ + 1,n) calls to the constraint solver, because each bination. But often, the strong combination makes fewer calls than
call removes at least one checker from consideration. Obtaining the naive combination, and matches the weak combination in the
strong soundness with fewer tharcalls to the constraint solver  PeSt case (when none of the disjunetsc; are satisfiable).
is not possible in the worse case. Note that the naive combination N Practice, path constraings: tend to be long, much longer
defined above is strongly-sound, but always requireslls to the than injected constraintsc;. A simple optimization (implemented
constraint solver. in[14,7, 31, 15]) consists of eliminating the constraintgsdtwhich
It is worth emphasizing that none of these combination strate- 40 not share symbolic variables (including by transitivity) with
gies attempt to minimize the number of input values (solutions) the negated constraintto be satisfied. satisfied. Thisrelated
needed to cover all the satisfiable disjuncts. This could be done cOnstraint eliminatiorcan be done syntactically by constructing an
by querying first the constraint solver with tieenjunctionof all undirected graplt; with one node per constraint jpr U {c} and
checker constraints to check whether any solution satisfies all these®N® node per symbolic (input) variable such that there is an edge

constraints simultaneously, i.e., to check whether their intersection PEtWeen a constraint and a variable iff the variable appears in the
is non-empty. Otherwise, one could then iteratively query the solver constraint. Then, starting from the node corresponding to constraint

with smaller and smaller conjunctions to force the solver to re- ¢ One performs a (linear-time) traversal of the graph to determine
turn a minimum set of satisfying assignments that cover all the With constraints” in pc are rearcnkllable fromin G. At the end of
checker constraints. Unfortunately, this procedure may require in the traversal, only the constraintsthat have been visited are kept

the worse cas€(2") calls to the constraint solver. (The problem in the conjunction sent to the constraint solver, while the others are
can be shown to be NP-complete by a reduction from the NP-har

g eliminated.
SET-COVER problem.) With unrelated constraint elimination and the naive checker

Weakly and strongly sound combinations capture possible over- Combination, the size of the reduced path constratmay vary
ywhen computed starting from each of theonstraintsc; injected

laps, inconsistencies or redundancies between active checkers arb ) . -
equivalent program states, but is independent of how each checke®Y the active checkers. In this casegalls to the constraint solver

is specified: it can be applied to any active checker that injects a &' made with the formulgsc; A =¢ci, forall1 <@ < n.In
formula at a given program state. Also, the above definition is inde- contrast,_the weak combln,atlon makes a single Cé/l” to the constraint
pendent of the specific reasoning capability of the constraint solver, SOIVer with the formulgpc” A (Vi—¢ci) wherepc” denotes the
In particular, the constraint solver may or may not be able to reason reduced path constraint comp,uted when starting with the constraint
precisely about combined theories (abstract domains and decision i "¢ci- Itis easy to see thac’| < i[pe;|, and therefore that the
procedures) obtained by combining individual constraints injected formula used with the weak combination is again smaller than the
by different active checkers. Any level of precision is acceptable SUMm Of the formula sizes used with the naive combination. Loosely
with our framework and is an orthogonal issue (e.g., see [16]). speaking, the strong combination includes again both the naive and
weak combinations as two possible extremes.
5.2 Minimizing Formulas

Minimizing the number of calls to the constraint solver should °-3 Caching Strategies

not be done at the expense of using longer formulas. Fortunately, No matter what strategy is used for combining checkers at a sin-
the above strategies for combining constraints injected by active gle program point, constraimachingcan significantly reduce the
checkers also reduce formula sizes. overhead of using active checkers.



To illustrate the benefits of constraint caching, consider a NULL | Number | Checker Number | Checker
dereference active checker (see Section 3) and the program Q in 0 Path Exploration| 7 Integer Underflow
Figure 11. Program Q ha¥ + 1 executions, where”® of those 1 DivByZero 8 Integer Overflow
dereference the input pointerk times each. A naive approach to 2 NULL Deref 9 MOVSX Underflow
dynamic test generation with a NULL dereference active checker | 3 SAL NotNull 10 MOVSX Overflow
would injectk constraints of the formx # NULL at each derefer- 4 Array Underflow | 11 Stack Smash
ence ofkx during every such execution ¢f, which would result in 5 Array Overflow | 12 AllocArg Underflow
a total ofk - 2% additional calls to the constraint solver (i.kcalls 6 REP Range 13 AllocArg Overflow

for each of those executions).

To limit this expensive number of calls to the constraint solver, a
first optimization consists dbcally cachingconstraints in the cur-
rent path constraint in such a way that syntactically identical con-
straints are never injected more than once in any path constraint.
(Remember path constraints are simply conjunctions.) This opti-
mization is applicable to any path constraint, with or without active
checkers. The correctness of this optimization is based on the fol-
lowing observation: if a constraintis added to a path constrajnt,
then for any longepc’ extendingpc, we havepc’ = pc (Where=-
denotes logical implication) angt’ A —c will always be unsatisfi-
able becauseis in pc’. In other words, adding the same constraint
multiple times in a path constraint is pointless since only the nega-
tion of its first occurrence has a chance to be satisfiable.

Constraints generated by active checkers can be dealt with by
injecting those in the path constraint like regular constraints. In-
deed, for any constraimtinjected by an active checker either at the
end of a path constraimpic or at the end of a longer path constraint
pc’ (i.e., such thapc’ = pc), we have the following:

Figure 12. Active checkers implemented in SAGE.

input values that will drive the program down new paths. SAGE
then completes this cycle by testing and tracing the program on the
newly generated inputs. The new execution traces obtained from
those new inputs are sorted by the number of new code block they
discover, and the highest ranked trace is expanded next to generate
new test inputs and repeat the cycle [15]. Note that SAGE does not
perform any static analysis.

The experiments reported in the next section were performed
with 13 active checkers, shown in Figure 12 with an identifying
number. Zero denotes a regular constraint in a path constraint.
Number 1 refers to a division-by-zero checker, 2 denotes a NULL
pointer dereference checker, and 4 and 5 denote array underflow
and overflow checkers (see Section 3). Number 3 refers to an active
checker that looks for function arguments that have been annotated
with the notnull attribute in the SAL property language [17],
and attempts to force those to be NULL. Checker type 6 looks for
e if pc A —cis unsatisfiable, thepc’ A —c is unsatisfiable; the x86REP MOVS instruction, which copies a range of bytes to a
different range of bytes, and attempts to force a condition where the
ranges overlap, causing unpredictable behavior. Checkers 6 and 7
are for integer underflows and overflows (see Section 4). Checkers
Therefore, we can cheeke as early as possible, i.e., in conjunction type 8 and 9 target thBOVSX instruction, which sign-extends its
with the shortepc, by inserting the first occurrence ofn the path argument and may lead to loading a very large value if the argument
constraint. If an active checker injects the same constraint later in is negative. The “stack smash” checker, type 11, attempts to solve
the path constraint, local caching will simply remove this second for an input that directly overwrites the stack return pointer, given
redundant occurrence. a pointer dereference that depends on a symbolic input. Finally,

By injecting constraints generated by active checkers into regu- checkers type 12 and 13 look for heap allocation functions with
lar path constraints and by using local caching, a given constraint symbolic arguments; if found, they attempt to cause overflow or
like x # NULL in our previous example, will appear at most once underflow of these arguments.
in each path constraint, and a single call to the constraint solver will ~ An active checker in SAGE first registersTauScan callback
be made to check its satisfiability for each path, insteddazls as for specific events that occur during re-execution. For example, an
with the naive approach without local caching. Moreover, because active checker can register a callback that fires each time a symbolic
the constraink # NULL already appears in the path constraint due input is used as an address for a memory operation. The callback
to theif statement on line 4 before any pointer dereferencen then inspects the concrete and symbolic state of the re-execution
lines 6 or 7, it will never be added again to the path constraint with and decides whether or not to emit an active checker constraint.
local caching, and no additional calls will be made to the constraint If the callback does emit such a constraint, SAGE stores it in the
solver due to the NULL pointer dereference active checker for this current path constraint.
example. SAGE implements generational searcfiL5]: given a path con-

Another optimization consists of caching constraigisb- straint, all the constraints in that path are systematically negated
ally [7]: whenever the constraint solver is called with a query, one-by-one, placed in a conjunction with the prefix of the path con-
this query and its result are kept in a (hash) table shared betweenstraint leading it, and attempted to be solved with the constraint
execution paths during a directed search. In Section 7, the effect ofsolver. Constraints injected by active checkers are inserted in the
both local and global caching is measured empirically. path constraint and treated as regular constraints during a genera-
tional search.

. . Because we work with x86 machine-code traces, some infor-
6. Active Checkers in SAGE mation we would like to use as part of our active checkers is not
We implemented active checkers as part of a dynamic test gen-immediately available. For example, when SAGE observes:a
eration tool called SAGEScalable, Automated, Guided Execu- instruction with a symbolic offset during re-execution, it is not clear
tion) [15]. SAGE uses theiDNA tool [4] to trace executions of  what the bound should be for the offset. We work around these
Windows programs, then virtually re-executes these traces with thelimitations by leveraging th&@ruScan infrastructure. During re-
TruScan trace replay framework [28]. During re-execution, SAGE execution,TruScan observes calls to known allocator functions.
checks for file read operations and marks the resulting bytes asBy parsing the arguments to these calls and their return values, as
symbolic. As re-execution progresses, SAGE generates symbolicwell as detecting the current stack franTeuScan builds a map
constraints for the path constraint. After re-execution completes, from each concrete memory address to the bounds of the contain-
SAGE uses the constraint solvetsolver [19] to generate new ing memory object. We use the bounds associated with the memory

e conversely, ifpc’ A —c is satisfiable, thepc A —c is satisfiable
(and has the same solution).



Media 1 none weak strong naive of constraints in disjunctions (if applicaB)e the total number of
Total Time (S) 16 37 42 37 constraints in the path constraint, the total number of constraints
Solver Time (s) 5 5 10 5 injected by checkers, the number of calls made to the constraint
# Tests Gen 59 70 87 105 solver, statistics about the size needed to represent all path and
# Disjunctions N/A 11 11 N/A checker constraints (discussed further below) and the local cache
Dis. Min/Mean/Max | N/A 2/4.2/16 | 2/4.2/16 | N/A hit. Each call to the constraint solver was set with a timeout value
# Path Constr. 67 67 67 67 of 5 seconds.
# Checker Constr. N/A 46 46 46 Checkers produce more test cases than path exploration at
# Solver Calls 67 78 96 113 a reasonable costAs expected, using checkers increases total
Max CtrList Size 77 141 141 141 run time but also generates more tests. For example, all checkers
Mean CtrList Size 2.7 2.7 2.7 3 with naive combination for Media 2 creatéd422 test cases in
Local Cache Hit 79% 81% 88% 88% 1226 seconds, compared tbl17 test cases irY61 seconds for
Media 2 none weak strong naive the case of no active checkers; this givesdus times as many
Total Time (s) 761 973 1140 1226 test cases fo61% more time spent in this case. As expected (see
Solver Time (s) 421 463 601 504 Section 5), the naive combination generates more tests than the
# Tests Gen 1117 1833 2734 5122 strong combination, which itself generates more tests than the weak
# Disjunctions N/A 1125 1125 N/A combination. Perhaps surprisingly, most of the extra time is spent
Dis. Min/Mean/Max | N/A | 1/5.4/216| 1/5.4/216| N/A in symbolic execution, not in solving constraints. This may explain
# Path Constr. 3001 2990 2990 2990 why the differences in runtime between the naive, strong and weak
# Checker Constr. N/A 6080 6080 6080 cases are relatively not that significant. Out of curiosity, we also ran
# Solver Calls 3001 4115 5368 9070 experiments (not shown here) with a “basic” set of checkers that
Max CtrList Size 11141 | 91739 91739 | 91739 consisted only of Array Bounds and DivByZero active checkers;
Mean CtrList Size 368 373 373 372 this produced fewer test cases, but had little to no runtime penalty
Local Cache Hit 39% 19.5% 19.5% | 19.5% for test generation for both test programs.
Weak combination has the lowest overheadWe observed that
Figure 14. Microbenchmark statistics. the solver time for weak combination of disjunctions was the lowest

for Media 2 runs with active checkers and tied for lowest with the
naive combination for Media 1. The strong disjunction generates
object pointed to by the concrete value of the address as the uppeimore test cases, but surprisingly takes longer than the naive combi-
and lower bound for an active bounds check of the memory access.nation in both cases. For Media 1, this is due to the strong combi-
nation hitting one more 5-second timeout constraints than the naive
. combination. For Media 2, we believe this is due to the overhead
7. Evaluation involved in constructing repeated disjunction queries. Because dis-
We report results of experiments obtained with our extension of junctions in both cases have fairly few disjuncts on average (4 or 5),
SAGE with active checkers and two media-parsing applications this overhead dominates for the strong combination, while the weak
widely used on Windows. Figure 13 shows the result of a single one s still able to make progress by handling the entire disjunction
symbolic execution and test generation task for each of these twoln OnNe query. ) S
test programs. The second column indicates which checkers in-Unrelated constraint elimination is important for checkers. Our
jected constraints during that program execution. The last column implementation of the unrelated constraint optimization described
gives the number of symbolic input bytes read during that single in Section 5.2 introduces additionebmmon subexpression vari-
execution, which is 100 to 1,000 times larger than previously re- ables Each of these variable defines a subexpression that appears
ported with dynamic test generation [14, 7, 31]. In the technical in more than one constraint. In the worst case, the maximum pos-
report [15], we reported various experiments with SAGE and the Sible size of a list of constraints passed to our constraint solver is
same test programs among others, but without any active checkersthe sum of the number of these variables, plus the size of the path
For each application, we ran microbenchmarks to quantify the constraint, plus the number of checker constraints injected. We col-
marginal cost of active checking during a single symbolic execution lected the maximum possible constraint list size (Max CtrList Size)
task and measure the effectiveness of our optimizations. We thenand the mean size of constraint lists produced after our unrelated
performed long-running SAGE searches with active checkers to constraint optimization (Mean CtrList Size). The maximum possi-
investigate their effectiveness at finding bugs. These searches werdle size does not depend on our choice of weak, strong, or naive
performed on &2-bit Windows Vista machine with two dual-core ~ combination, but the mean list size is slightly affected. We observe
AMD Opteron 270 processors running & GHz, with 4 GB of in the Media 2 microbenchmarks that the maximum possible size
RAM and a230 GB hard drive; all four cores were used in each jumps dramatically with the addition of checkers, but that the mean
search. We now describe observations from these experiments. Wesize stays almost the same. Furthermore, even in the case without
stress that these observations are from a limited sample size andcheckers, the mean list size 190 times smaller than the maxi-

should be taken with caution. mum. The Media 1 case was less dramatic, but still showed post-
optimization constraint lists an order of magnitude smaller than the
7.1 Microbenchmarks maximum. This shows that unrelated constraint optimization is key

. - . . to efficiently implement active checkers.
Figure 14 presents statistics for our two test programs obtained with ymp

a single symbolic execution and test generation task with no active

checkers, or the weak, strong and naive combinations of active

checkers discussed in Section 5. For each run, we report the total

run time (in seconds), the time spent in the constraint solver (in

seconds), the number of test generated, the number of disjunctionst | the strong case, the mean number does not include disjosdier-
bundling together checker constraints (if applicable) before calling atively produced by the algorithm of Figure 10, which exptaivhy the
the constraint solver, the minimum, mean and maximum number mean is the same as in the weak case.




Test Checkers Injected | Time (secs)| pcsize | # checker constraints # Tests| # Instr. Symbolic Input Size
Media 1 0,2,4,5,7,8 37 67 46 105 3795771 65536
Media2| 0,1,2,4,5,7,8,9,10,11 1226 2990 6080 5122 | 279478553 27335

Figure 13. Statistics from asingle symbolic execution and test generation task with a naive combination oBalhéckers. We report
the checker types that injected constraints, the total time for symbolic #xedast generation, the number of constraints in the total path
constraint, the total number of injected checker constraints, the nurhteste generated, the number of instructions executed after the first
file read, and the number of symbolic input bytes.

Crash Bucket| Kind 0 24|65 7 8 Media 1 0 2 4 5 7 8
1867196225| NULL No/W/S W/S | WIS Injected | 27612 26 13 13 11153 | 11153
1867196225| ReadAV | No/W W w Solved | 18056 22 2 3 3179 | 5552
1277839407 | ReadAV S Crashes| 339 22 2 3 139 136
1061959981 | ReadAV S S S Yield 1.9% | 100% | 100% | 100% | 4.4% | 2.4%
1392730167 | ReadAV S Media 2 0 1 2 4 5
1212954973 | ReadAV S| S S Injected | 13425| 12 | 2146 | 1544 | 1551
1246509355 | ReadAV S| WIS | W/S Solved | 4735 0 61 10 20
1527393075 | ReadAV S Crashes| 7 0 0 0 0
1011628381 | ReadAV S | W/S Yield 1.4% | N/A 0% 0% 0%
2031962117 | ReadAV | No/W/S = 8 9 10 1 11
286861377 | ReadAV | No/S Injected | 11158 | 11177| 5 5 | 10
842674295 | WriteAV s|s s | s Solved | 576 | 2355 | 0 5 0
- . Crashes 0 0 0 0 0
Figure 15. Crash buckets found for Media 1 by 10-hours SAGE vield 0% 0% NA | 0% | VA

searches with “No” active checkers, with a “W”eak and “S"trong

combinations of active checkers. A total 4658 tests were gen- Figure 17. Constraints injected by checker types, solved, crashes,

erated and tested B0 hours, with783 crashing files in 2 buckets. and yield for Media 1 and Media 2, over both weak and strong
combination 10-hours searches.

Crash Bucket| Kind 0
790577684 | ReadAV | No/W/S the Null Deref (type 2) active checker found 2 crash buckets, the
825233195 | ReadAV | No/W/S Array Underflow and Overflow (types 4 and 5) active checkers
795945252 | ReadAV | No/W/S found 3 crash buckets, while the Integer Underflow and Overflow
1060863579 | ReadAV | No/W (types 7 and 8) active checkers found 7 crash buckets. Without any

- 5 active checkers, SAGE is able to find only 4 crash buckets in 10
Figure 16. Crash buckets found for Media 2 by 10-hours SAGE 5 of search, and misses the serious WriteAV bug detected by
searches with “No” active checkers, with a “W’eak and “S™trong ¢ strong combination only. For Media 2, in contrast, the test cases
combinations of active checkers. A total DIS49 tests were gen-  generated by active checkers did not find any new crash buckets, as
erated and tested B0 hours, with25 crashing files int buckets. shown in Figure 16.

Checker yield can vary widely. Figure 17 reports the overall
number of injected constraints of each type during all 10-hours
searches, and how many of those were successfully solved to create
For macrobenchmarks, we ran SAGE search for 10 hours startingnew test cases. It also reports the chegi@d, or percentage of test
from the same initial media file, and generated test cases with cases that led to crashes. For Media 1, active checkers have a higher
no checkers, and with the weak and strong combination of all 13 yield than test cases generated by path exploration (type 0). For
checkers. We then tested each test case by running the progranMedia 2, several checkers did inject constraints that were solvable,
with AppVerifier [8], configured to check for heap errors. For but their yield is0% as they did not find any new bugs. The yield
each crashing test case, we recorded the checker kinds responsiblindicates how precise symbolic execution is. For Media 1, symbolic
for the constraints that generated the test. Since a SAGE searctexecution is very precise as every checker constraint violation for
can generate many different test cases that exhibit the same buggchecker types 2, 4 and 5 actually leads to a crash (as is the case
we “bucket” crashing files by thetack hastof the crash, which with a fully sound and complete constraint generation and solving
includes the address of the faulting instruction. We also report a as shown in Section 3); even if symbolic execution is perfect, the
bucket kind, which is either a NULL pointer dereference, a read yield for the integer under/overflow active checkers may be less
access violation (ReadAV), or a write access violation (WriteAV). It than 100% because not every integer under/overflow leads to a
is possible for the same bug to be reachable by program paths withcrash. In contrast, the symbolic execution for Media 2 seems poor.
different stack hashes for the same root cause. Our experimentsLocal and global caching are effectiveLocal caching can remove
always report the distinct stack hashes. We also computed the hita significant number of constraints during symbolic execution. For

7.2 Macrobenchmarks

rate for global caching during each SAGE search. Media 1, we observed &% or more local cache hit rate (see
Checkers can find bugs missed by path explorationFigure 15 Figure 14). For Media 2, the hit rates were less impressive but still
shows the crash buckets found for Media 2 by 10-hours SAGE removed roughly20% of the constraints.

searches with “No” active checkers, with a “W”eak and “S”"trong Our current SAGE implementation does not have a global cache

combinations of active checkers. For instance, an “S” in a column for query results (see Section 5). To measure the impact of global
means that at least one crash in the bucket was found by the searcleaching on our macrobenchmark runs, we added code that dumps
with strong combination. The type of checkers whose constraint to disk the SHA-1 hash of each query to the constraint solver, and
found the crash bucket is also indicated in the figure. For Media 1, then computes the global cache hit rate. For Media 1, all searches



showed roughly @3% hit rate, while for Media 2 we observed

[12] Flexelint. web pageattp://www.gimpel.com/.

27%. This shows that there are significant redundancies in queries [13) p_ Godefroid. Compositional Dynamic Test Generation. In

made by different test generation tasks during the same SAGE

search.

7.3 Additional Experiences

Proceedings of POPL'2007 (34th ACM Symposium on Principles
of Programming Languages)ages 47-54, Nice, January 2007.

[14] P. Godefroid, N. Klarlund, and K. Sen. DART: DirectedtAmated

Random Testing. IRroceedings of PLDI'2005 (ACM SIGPLAN 2005
We have also performed exploratory SAGE searches on several Conference on Programming Language Design and Implenienjat

other applications, including two shipped as part of Office 2007 pages 213-223, Chicago, June 2005.

and two media parsing layers. In one of the Office applications and [15] P. Godefroid, M.Y. Levin, and D. Molnar. Automated Whitsb
media layer, the division by zero checker and the integer overflow Fuzz Testing. Technical Report MS-TR-2007-58, Microsoft,
checker each created test cases leading to previously-unknown May 2007. http://research.microsoft.com/users/pg/
division by zero errors. In the other cases, we also discovered new public_psfiles/SAGE-external-vl.pdf.

bugs in test cases created by checkers, but needed to use an intern’ﬂﬂ S. Gulwani and A. Tiwari.
tool for runtime passive checking of memory safety violations that
is more precise than AppVerifier.

Combining Abstract Interpnete In
Proceedings of PLDI'’2006 (ACM SIGPLAN 2006 Conference on
Programming Language Design and Implementati@ttawa, June
2006.

8. Conclusion [17] B. Hackett, M. Das, D. Wang, and Z. Yang. Modular chegkiar

The more one checks for property violations, the more one should buffer overflows in the large. IFCSE 2006.

find software errors. In this paper, we have defined and studied ac-[18] S. Hallem, B. Chelf, Y. Xie, and D. Engler. A System and gaage

tive property checking, a new form of dynamic property check- for Building System-Specific Static Analyses. Proceedings of

ing based on dynamic symbolic execution, constraint solving and PLDI'2002 (2002 ACM SIGPLAN Conference on Programming

test generation. We showed how active type checking extends tradi- ~ Language Design and Implementatippjges 69-82, 2002.

tional static and dynamic type checking. We presented several op- [19] Y. Hamadi. Disolver: the distributed constraint solwarsion

timizations to implement active property checkers efficiently, and 2.44, 2006. http://research.microsoft.com/~youssefh/

discussed results of experiments with several large shipped Win- DisolverWeb/disolver.pdf.

dows applications. Active property checking was able to detect sev- [20] R. Hastings and B. Joyce. Purify: Fast Detection of Memaraks

eral new bugs in those applications. and Access Errors. IRProceedings of the Usenix Winter 1992
Technical Conferencgages 125-138, Berkeley, January 1992.
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