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Abstract

“Push” technologies to large receiver sets often do not scale due to large amounts of data replication and limited network bandwidth. Even with improvements from multicast communication, scaling challenges persist. Diverse receiver capabilities still result in a high degree of resends. To combat this drawback, we combine multicast with Forward Error Correction.  In this paper we describe an implementation of this approach that we call filecasting (Fcast) because of its direct application to multicast bulk data transfers.  We discuss a variety of uses for such an application, focusing on solving the Midnight Madness problem, where congestion occurs at Web sites when a popular new resource is made available. 

Introduction
When Microsoft released version 3.0 of the Internet Explorer (IE), the response was literally overwhelming. The number of people attempting to download the new product overloaded Microsoft web servers and saturated network links near Microsoft, as well as elsewhere. Not surprisingly, nearby University of Washington found that it was nearly impossible to get any traffic through the Internet due to congestion generated by IE 3.0 downloads.  Unexpectedly, whole countries also found their Internet access taxed by individuals trying to obtain the software [MSC97].

The increase in the number of hits to the Microsoft Web site became known as the Midnight Madness scenario.  These are spikes in hit volumes that are often an order of magnitude greater than the usual traffic load.  Spikes in activity have been due to a range of phenomena: popular product releases; important software updates; security bug fixes; or users simply registering new software on-line. We characterize the frenzied downloading as midnight madness because the mad dash for files often takes place late at night or in the early hours of the morning when files are first made available.

To put the problem in perspective, let us examine some of the statistics in detail [MSC97]. Three minutes after Internet Explorer 3.0 was placed on download servers, Web site hits climbed to 15 times the normal levels. Within 6 hours, 32,000 users had downloaded the 10-MB file. Later when a security fix for IE 3.0 was released, 150,000 copies of the 400-KB patch – totally 55.5 GB -- were downloaded in one day. When IE 3.02 was released three weeks later, the bandwidth utilization soared to 1800 MB/sec. After a 24-hour period, 55,000 copies of the 10-MB file had been distributed. Future predictions are that approximately 1.2 terabytes of download content per day will be requested when IE version 4.0 is released, and this is in comparison to the current daily average of 350 GB.

Similar Web traffic congestion occurs when other popular content is released. Two recent episodes included the NASA Pathfinder vehicle that landed on Mars and that sent images from the planet’s surface, and the Kasparov vs. Deep Blue chess rematch that distributed data in a variety of forms (text, live audio, and video). Thus, the danger of such traffic spikes lies not in the data type, but rather the distribution mechanism. Any sizable data transfer can saturate the network when distributed to many receivers simultaneously. The data itself can be an executable, a text file, bitmap, an animation, stored audio or video, or a collection of any of the above.

By establishing large numbers of TCP connections between a single sender and multiple receivers, the sender transmits many copies of the same data, which then must traverse many of the same network links [POS81].  Naturally, links closest to the sender are heavily penalized.  Nonetheless such a transmission can create bottlenecks anywhere in the network where over-subscription occurs, as evidenced by the IE anecdotes above. Furthermore, congestion may be compounded by long data transfers, either because of large files or slow links.
 

To avoid situations like this in the future, the power of IP multicast should be harnessed to efficiently transfer files to a large receiver set.  In this paper, we present a multicast solution called Fcast. We describe the design goals and present features of Fcast, elaborating on when the Fcast approach is potentially most useful. We provide an overview of key implementation issues and highlight the multi-threaded asynchronous API.  In conclusion, we discuss related work and future directions.

Design Goals

· Target the “midnight madness” scenario. The main problem we seek to solve is exemplified by the IE 3.0 story above: a new file is being posted via the Web or via an FTP server that will have extremely high demand upon release. Release time is therefore a point of natural synchronization. Consideration for lower volumes or for access patterns spread out in time is secondary. 

· Make the receiver listen for approximately as long as the comparable reliable unicast. Consider a unicast in which lost packets are detected and then resent. If the error rate (fraction of packets lost) is e, and the connection bandwidth is r, then the effective bandwidth becomes (1-e)r. If s represents the size of the file, then the ideal completion time becomes s/((1-e)r). The reliable multicast solution should not have to wait any longer than its unicast corollary.  In some instances, it should be able to improve upon unicast due to the ability to reconstruct the data stream even when severely out-of-order. 

· Minimize synchronization requirements. Receiving a multicast is intrinsically a synchronous undertaking. Consider an extreme example, where a single packet is distributed during a multicast.  Due to lack of clock synchronization, receivers will need to start listening at some earlier point in time to avoid missing the packet.  What if at that particular time, the network or node of a receiver is down and incapable of receiving?  Or if there are so many multicasts of interest that the receiver cannot listen to all of them? Thus, we want a solution that is convenient for receivers, and, in particular, is attractive compared to attempting a download from a busy HTTP or FTP server. In other words, allow receivers to join the transmission at any point in time, whether that is considered early or late compared to other receivers listening to the same transmission, and still be able to receive the entire bulk data transfer.

· Support a large degree of receiver heterogeneity. A large receiver set almost always ensures a large degree of heterogeneity in receiver capabilities. Receivers not only support different data rates, but also experience varying error rates.  Thus, we require a solution that accommodates both types of heterogeneity among receivers. 

IP Multicast 

Fcast belongs to the class of problems that requires scalable reliable multicast.  Below, we introduce IP multicast in order to examine Fcast requirements more closely.  We discuss how multicast’s inherent scaling properties provide significant benefits over unicast. However, its ability to scale is in direct conflict with the need to provide reliability and timeliness for file transfers. Furthermore, other methods are required to scale to the order of magnitude desired.  As such, we describe techniques to accommodate these tradeoffs, and focus in particular on FEC, data carouseling and layered transmission.

Comparison with Unicast

IP multicast provides a powerful and efficient means to transmit data to multiple parties [DEE88]. A sender multicasts data by sending to an IP address, just as if using unicast IP. The only difference is that the IP address is in the range reserved for multicasting (224.x.x.x-239.x.x.x). A receiver expresses interest in a multicast session by using the Internet Group Management Protocol (IGMP). Once it sends an IGMP message to subscribe to the group address, it will receive all packets sent to that multicast address and within the scope or time-to-live (TTL) of the sender [FEN97]. To send a packet to a group of receivers, the unicast solution requires a sender to send individual copies of the packet to each receiver, whereas IP multicast allows the sender to perform a single send. A multicast packet is only duplicated at network branching points, as necessary.  Therefore only a single copy of the packet ever resides on any given network link. Ideally, IP multicast functions as pruned broadcast, that is, packets are forwarded and broadcast to subnets that have nodes that have expressed interest in the multicast address. In other words, a router will not forward packets when there are no interested parties at the other end of the link.

Reliable Multicast

IP multicast is the most efficient way to transmit data to multiple receivers. However, for the purpose of file transfer it has some problematic properties.  Namely, IP multicast only provides a datagram service or “best-effort” delivery. It does not guarantee that packets sent will be received, nor does it ensure packets will arrive in the order they are sent.

A number of efforts have been undertaken to provide reliability on top of IP multicast [BIR91, CHA84, CRO88, FLO95, HOL95, MON94, PAU97, TAL95, WHE95, YAV95]. Because the semantics of reliable group communication vary on an application basis, there is no single reliable multicast protocol that can best meets the needs of all applications.  For instance, if a file is part of an interactive session, then timeliness and a high degree of in-order delivery is required.  However, if a file is part of a stored video segment that will be retrieved but played back later, the transmission need not be concerned about timeliness, nor ordered packet arrival.

There are two main classifications for reliable multicast protocols. One approach is to use sender-initiated reliability, where the sender is responsible for detecting when a receiver does not receive a packet and subsequently re-sends it. Other schemes are receiver-initiated, in which case the receiver is responsible for detecting lost packets and requesting them to be re-sent.

In designing a reliable multicast scheme that scales to arbitrarily large receiver sets, there are typically two problems. First, a sender-initiated scheme will require the sender to keep state information for each receiver. This state can become too large to store or manage, resulting in a state explosion. Second, in any scheme, there is the danger of reply messages coming back to the sender causing message implosion, i.e., overwhelming the sender or the network links to the sender. These back-channel messages are typically acknowledgments (ACK’s) that a packet has been successfully received or indications that a packet has not been received (negative acknowledgments or NACK’s).

There are several approaches to scalable reliable multicast (that are often combined):

· NACK Suppression. The aim of receiver-initiated NACK suppression is to minimize the number of NACKs generated in order to avoid message implosion [RAM87]. When receivers detect a missed packet, typically each sends its own unicast NACK to request the packet be re-sent. With this technique, NACKs are now multicast so that all participants may detect that a NACK has already been issued [RAM87, FLO95]. In addition, a receiver delays or suppresses the NACK for a random amount of time, in hopes of receiving a NACK for the same packet from some other host. Whether it has sent or suppressed the NACK, a receiver then resets its timer for that packet and repeats the process until the packet is received. A drawback with this method is that the timer calculations used for delaying responses become ineffective with arbitrarily large receiver sets. They require one-way delay estimates between all nodes in a session. Thus as the size of the session increases, the memory required to store the results and the traffic generated by inter-node messages to perform the calculations become excessive. Even after these precautions, implosion becomes unavoidable with extremely large numbers of  receivers.
· Local Repair. Another technique to reduce the potential bottleneck at the sender is to allow any receiver that has cached a packet to reply to a NACK request [FLO95]. Because the receivers use a timer-based suppression scheme to minimize the number of receivers that respond, this approach has the same drawbacks as NACK suppression when the receiver set becomes large.
· Hierarchy. Hierarchical approaches organize the receiver set into a tree, with the sender at the root and the degree of the tree limited. Each inner node is only responsible for reliable transmission to its children, which limits state explosion and message implosion and accomplishes local repairs. The difficulty with a hierarchical approach lies in the tree management itself. For static trees, losing an internal node can have disastrous consequences on its descendents [HOL95]. Dynamic trees are unstable when the receiver set rapidly changes [YAV95]. Furthermore, some nodes may be unsuitable as interior nodes; for example, nodes that are slow and unresponsive, or that are connected via slow modem links. Identifying such unsuitable nodes may be difficult, and even then, all nodes may be considered unsuitable. All hierarchical approaches have difficulty confining multicast messaging to explicit sub-trees because it is difficult to match the tree topology with the multicast time-to-live (TTL) scoping mechanism. 
· Polling. Polling is a sender-initiated technique to prevent implosions [HAN97b, BOL94]. All nodes generate a random key of sufficient bits that uniqueness is extremely likely. The sender sends a polling message, which includes a key and a value to indicate the number of bits, which must match between the sender’s key and a receiver’s key. When there is a match with the given number of bits, a receiver is allowed to request a re-transmission.  The sender therefore is able to throttle the amount of traffic coming from receivers, and obtain a random sampling of feedback. When there is an extremely large receiver set, it is impossible for the sender to obtain an appropriate sample space without also causing message implosion or alternatively high repair delays. 

Super Scalability

The multicast bulk data transfer problem has the potential to be at least an order of magnitude larger than many of the previous problems to which reliable multicast has been applied. As such, any form of interaction between receivers and the sender, or even entirely among the receiver set, may be prohibitively expensive if, for instance, the number of receivers reaches a million or more. Thus, recent protocols have experimented with the reduction or elimination of the back-channel, i.e., removal of most communication among the multicast participants.
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Figure 1.  (n,k) FEC

A simple protocol that avoids any feedback between the sender and the receivers is one that repeatedly loops through the source data. This is referred to as the data carousel or broadcast disk approach [AFZ95].  The receiver is able to reconstruct missing components of a file without having to request retransmissions, but at the cost of possibly waiting the full duration of the loop.

A more effective approach that requires no back-traffic, but which reduces the retransmission wait time, employs forward error correction (FEC) [RIZZ97a, RIZZ97b, RIZZ97c]. Clever use of redundant encoding of the data allows receivers to simply listen for packets as long as is necessary to receive the full transmission. The encoding algorithm is designed to handle erasures (whole packets lost), rather than single-bit errors.  This is possible because IP multicast packets may be lost (erased), but erroneous packets are discarded by lower protocol layers. The algorithm is based on Galois Fields and encodes k packets into n packets where n>>k. The encoding is such that the reception of any unique k of the n packets allows the original k packets to be reconstructed. A receiver can simply listen until it receives k packets, and then it is done. A simplified version of the process is depicted in Figure 1.
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Figure 2. Transmission Order

FEC In Practice

In practice, k and n cannot be too large. Typical values are k=32 and n=255. The basic FEC unit is a block and a typical block size is 1024 bytes.  We use the terms block and packet interchangeably, because the transmission payload is one and the same as an FEC block. 

A file of size N bytes is divided into G groups, where G is equal to ((N/blocksize)/k). Each group originally contains k blocks, which are subsequently encoded into n blocks.  We call the n encoded blocks an FEC group. Each original group can be reconstructed after the receipt of k blocks from each FEC group. 

Because only k of the n blocks are required to reconstruct an original group of blocks, the transmission order of the blocks from the FEC group is important.  First, we want to avoid having to send all n blocks of an FEC group. Second, we want to limit repetitions of a particular block until all other blocks within the FEC group have been sent. The more unique blocks sent (and received), the sooner the receiver will obtain k unique blocks that it can decode back into the original group.

Thus, the transmission order for a file with G groups might be as suggested by [RIZZ97c] and displayed in Figure 2: block 0 from each group, block 1 from each group, … block n-1 from each group. After the last packet of the last group is sent, the next transmission cycle begins again. 

If an early packet is lost from the first group, it may require the receipt of G additional packets to be received before being able to repair the one lost.  In other words, the receiver may have to receive a packet from each of the other groups before getting a useful replacement packet. Is the wait time for group completion significant? When k is 32, the file size N is 1 MB, and a 1024 byte packet size, one has to wait 32 blocks at worst (one block from each group) to get a replenishment block. If the receiver is connected via a 28.8 modem, this wait amounts to 8.9 seconds, whereas the lossless file transfer would take 284.4 seconds to complete.  At 128 kb/s, the wait becomes a mere 2 seconds (out of a total transfer time of 64 seconds). Holding all parameters constant, but with a 10 MB file, the receiver would have to wait 320 blocks; 88.9 seconds at 28.8 kb/s, and 20 seconds at 128 kb/sec.  The key point is that as a percentage of overhead, the cost of losing and waiting for a packet is held constant regardless of file size and amounts to 1/k of the total file transfer time.

Implementation of Fcast  

The Fcast protocol relies on both (n,k) FEC and data carouseling, and has been designed to support layered transmission and congestion control extensions in the future.  In the sections below, we present the Fcast implementation. We provide an overview of the sender and receiver components. We describe our assumptions about session descriptions, which provide the high- level coordination between the sender and receiver at start up, as well as the shared packet format, which keeps them coordinated at the communication level. We discuss the transmission ordering,  as well as the tradeoffs of data manipulation in memory versus storage on disk.  Finally, we specify the application programming interface (API) to the Fcast suite of library routines.

The Fcast implementation takes advantage of high-performance FEC software that is publicly available from [RIZZ97c]. The erasure code algorithm is capable of running at speeds in excess of 100 Mb/sec on standard workstation platforms and implements a special case of the Reed-Solomon or BCH codes [BLA84].

The Sender and Receiver

Our architectural model is that a single sender will initiate a multicast bulk data transfer that may be received by any number of receivers. In the generic implementation, the sender sends data on one layer (a single multicast address, port, and TTL). The sender loops continuously either ad infinitum or until the session completion time is reached. Whenever there are no receivers, the multicast group membership algorithm (IGMP) will prune back the multicast distribution, so the sender’s transmission will not be carried over any network link [FEN97].
A receiver subscribes to the multicast address and listens for data until either receiving the entire data transfer or the session completion time is reached.  Presently, there is no back-channel from the receiver to the sender. The receiver is responsible for tracking which pieces of which files have been received so far, and to wait until such time as the transmission is considered over.

Session Descriptions

Despite being entirely separate components, the sender and receiver must be in agreement on certain session attributes. These are the descriptive parameters describing the file transfer.   
We assume that there exists an outside mechanism to share session descriptions between the sender and receiver [HAN97a].  The session description might be carried in a session announcement protocol such as SAP [HAN96], located on a Web page with scheduling information, or conveyed via E-mail or other out-of-band methods. The session description attributes needed for a multicast FEC bulk data transfer are shown in the tSession data structure below.

The Maddr, nPort and nTTL indicate a unique multicast address and scope.  If the receiver is not within a scope of nTTL of the sender, then the data will not reach the receiver.

typedef struct {

char Maddr[MAX_ADDRLEN];
//session multicast address

unsigned short nPort;
//session port


unsigned short nTTL;

//session ttl or scope


DWORD dwSourceId;

//sender source identifier (SSRC)


DWORD k;


//k in (n,k) 


DWORD n;


//n in (n,k)  


DWORD dwPayloadSz;

//unit of encoding (size of payload)


DWORD dwDataRate;

//data rate of session


DWORD dwFiles;

 

//number of files


char Filename[MAX_FILES][MAX_FILENAME];
//name of file 


DWORD dwFileLen[MAX_FILES];

//length of file 


DWORD dwFileId[MAX_FILES];


//mapping to fileId

} tSession;

The dwSourceId identifies the packet as belonging to this file transfer session; it is often randomly generated by the session initiator.  The parameters k and n define the (n,k) FEC. The dwPayloadSz is the size of each FEC block and thus also the size of each packet payload.  The dwDataRate indicates the data rate of the transfer over the given multicast address. dwFileId may be set to any value, but must be unique within the session

Our Fcast implementation allows multiple files to be incorporated into each bulk data transfer session, and dwFiles specifies the number of files included. The file names are stored in the Filename array and their associated lengths in dwFileLen. Finally, a dwFileId serves as a common identifier used by both sender and receiver when identifying a file, as it may be the case that the file name used by the sender will not be the final file name used by the receiver.

Packet Headers

Each packet sent by the sender is marked as part of the session by including the session’s dwSourceId. Each file block, and thus packet payload, is identified by a unique <dwFileId, dwGroupId, dwIndex> tuple.  Packets with indices 0 to k-1 are original file blocks, while the next k to n-1 indices are FEC blocks. Our implementation makes the assumption that all packets sent are the fixed size, dwPayloadSz, as indicated in the session description.

Thus, the Fcast packet header looks as follows:

typedef struct {


DWORD dwSourceId;

//source identifier


DWORD dwFileId;

//file identifier


DWORD dwGroupId;

//FEC group identifier


DWORD dwIndex;

//index into FEC group


DWORD dwSeqno;

//sequence number

} tPacketHeader;

We include a sequence number, dwSeqno, that is monotonically increased with each packet sent and that allows the receiver to track packet loss.  In a future version of the Fcast receiver software, the packet loss rate might be used to determine the appropriate layer(s) to which the receiver should subscribe. 

Transmission Order 

Because the bulk data transfer may contain multiple files, the transmission order is slightly different than described earlier. Each file is partitioned into G=((N/blocksize)/k) groups.  When a file cannot be evenly divided into G groups, the last group is padded with empty blocks for the FEC encode and decode operations.

The packet ordering begins with block 0 of the first group of the first file.  The sender slices the files along block indices, then steps through index i for all groups within all files before sending blocks with index i+1.  As shown in Figure 3, when block n of the last group of the last file is sent, the transmission cycles.

To avoid extra processing overhead for encoding and decoding, the first k block indices are original blocks, whereas the next n-k blocks are encoded blocks. The expectation is that if original blocks are sent first, more original blocks will be received, and fewer missing blocks will have to be reconstructed by decoding encoded blocks.  

An open question is if the ordering needs to be perturbed to prevent repeated loss of a given packet or set of packets due to periodic congestion in the network (e.g., router table updates every 30 seconds)? A counter-argument is that periodic packet loss is advantageous; it makes it easy to create an additional layer to carry data from correlated losses. 

In either case, aperiodicity can be accomplished through a few straightforward modifications to the packet ordering.  An easy alteration would be to randomly perturb each cycle by repeating one (or some) of the packets, thus lengthening the cycle and slightly shifting it in time. Of course this lengthens the amount of time a receiver needs to wait for the replenishment of a missed packet. Another modification to generate asynchrony is to adjust the data rate timer [FLO93]. To avoid synchronization, the timer interval is adjusted by randomly setting it to an amount from the uniform distribution on the interval [0.5T, 1.5T], where T is the desired timer interval. 

Of course, the utility of aperiodicity is dependent on the Fcast data rate, the session duration, and their interaction with periodic packet loss in the network.


[image: image3.wmf]G

k

(

original blocks)

n-k

G’

G’’


Figure 3. Extensions to the Transmission Order

Memory versus Disk Storage

The Fcast sender application assumes that the files for the bulk data transfer originate on disk.  To send blocks of data to the receivers, the data must be read and processed in memory. However, for a large bulk data transfer, it does not make sense to keep the entire file or collection of files in memory. 

If the next block to send is an original block (dwIndex is less than k), the sender simply reads the block from disk and multicasts it to the Fcast session address. If the next block is meant to be encoded (dwIndex is greater than or equal to k and less than n), the sender must read in the associated group, dwGroupId, of k blocks, encode them into a single FEC block, and then send the encoded block. There is no point caching the k blocks that helped to derive the outgoing FEC block because the entire file cycles before those particular blocks are needed again.

Storing encoded blocks would save repeated computation and disk access. However, as n>>k, keeping FEC blocks in memory or on disk has the potential to consume much more space than the original file(s). Therefore it is not feasible if we want to support large transfers.  

The Fcast receiver has a more complicated task. Blocks may or may not arrive in the order sent, portions of the data stream may be missing, and redundant blocks will need to be ignored.  Because the receiver is designed to reconstruct the file(s) regardless of the sender’s block transmission order, the receiver does not care to what extent the block receipt is out of order, or if there are gaps in the sender’s data stream.  As each block is received, the receiver tests: 

· Does the block belong to the Fcast session?  

· Has the block not yet been received?  

· Is the block for a file that is still incomplete?

· Is the block for a group that is still incomplete (a group is complete when k distinct blocks are received)?

If a block does not pass these tests, it is ignored.  Otherwise, it is written immediately to disk.  It is not stored in memory because its neighboring blocks are not sent contiguously, and even if they were, they might not arrive that way or at all. The receiver keeps track of how many blocks have been received so far for each group and what the block index values are.  The index values are needed by the FEC decode routine. When the new block is written to disk, it is placed in its rightful group within the file (i.e., the group beginning at location k*dwPayloadSz*dwGroupId). But, it is placed in the next available block position within the group, which may not be its final location within the file. Once the receiver receives k blocks for a group, the entire group of blocks is read back into memory, the FEC decode operation is performed on them if necessary, and the decoded group of blocks is written back out to disk with all blocks placed in their proper place.  When the final write is performed for the group, the blocks are written beginning at the same group location as the undecoded version of the group. As a result, the Fcast disk storage requirements are no larger than the file size of the transmitted file(s).

The API

The Fcast Application Programming Interface (API) is asynchronous and multi-threaded.  This architectural choice allows the calling application to run the Fcast routines simultaneously with other tasks. The sender supports three routines; StartFcastSend(), StopFcastSend(), GetSendStats(). The receiver provides a similar interface, plus the addition of an extra routine for finer-grain control of Fcast events: StartFcastSend(), StopFcastSend(), GetSendStats(), GetNextRecvEvent().    In the sections below, we elaborate on the functionality of the routines.

int StartFcastSend(tSession *pSession);

int StartFcastRecv(tSession *pSession);

As expected, the start routines are passed a handle containing the relevant session information.  In turn, each launches a new thread that performs the operations of the Fcast sender or receiver respectively.  Both return 0 on success and –1 on failure. 

void StopFcastSend();

void StopFcastRecv();

These routines post cross-thread events between the calling application thread and the Fcast thread. First, the calling application requests the Fcast thread to halt. Every half second, the Fcast thread tests whether or not such an event has been received.  If so, the thread terminates.  Before doing so, it acknowledges the receipt of the halt request. Meanwhile, the calling thread waits for the acknowledgment from the Fcast thread that it has received the halt request and thus has completed.
void GetSendStats(tSendStats *pSendStats); 

void GetRecvStats(tRecvStats *pRecvStats);

The Fcast sender exports a tSendStats structure that contains fields to track the number of packets (blocks) sent so far, dwSentCount, and the number of times the Fcast has looped through all the files, dwSentRounds. The former gives a good sense for the amount of data pushed onto the network, whereas the latter provides a mechanism to stop the transmission after a certain number of cycles through the file set. 

The Fcast receiver exports a tRecvStats structure that contains packet-related statistics.  The fields include the number of packets (blocks) received so far, dwRecvdCount, the number of redundant packets, dwRedundantCount, (i.e.,  the block has already been received, the group to which the block belongs has already completed, or the file to which the block belongs has already completed), the number of stray packets not intended for the Fcast session, dwStrayCount, and the number of out of order packets, dwOutOfOrderCount. Note that the dwRecvdCount is entirely separate from the other packet counts.

Critical sections are used to ensure that only one thread is permitted access to the sender or receiver statistical values at a time.  
tEventVal GetNextRecvEvent(tFcastEvent *pFcastEvent);

The GetNextRecvEvent() allows the calling application to more closely monitor the progress of the Fcast receiver thread.  When a significant event occurs, the receiver adds it to the tail of an event queue. An object stored in the event queue is encapsulated as a tFcastEvent with the following structure:

typedef struct {


tEventVal EventType;

//type of event

void *pEventData;

//pointer to event data, if appropriate

} tFcastEvent;

The first field of an Fcast event specifies the type of event that occurred. It is a tEventVal that takes on one of the following values:

typedef enum tEventVal {


FCAST_ALLFILES,

//all files completed


FCAST_FILE,


//a single file completed


FCAST_SESSION,

//session completion time was reached


FCAST_TERMINATION,

//session terminated by calling app


FCAST_ERROR,


//an error occurred


FCAST_CONTINUE

//nothing eventful happened (
};

The second field of an Fcast event is a pointer to event data, when appropriate.  An FCAST_FILE event returns a pointer to a tFileMap (shown below), which maps the file identifier provided in the session description to a temporary file name where the file was written on the local disk. The FCAST_ERROR event is meant to return a pointer to an integer error value, but presently the receiver thread does not yet generate this type of event.  All other events supply a NULL pointer for the pEventData field. 

typedef struct {


DWORD dwFileId;


//file identifier


char FileName[MAX_FILENAME];
//file name

} tFileMap;

The GetNextRecvEvent() routine is passed a pointer to a tFcastEvent structure that it fills in with the contents of the event at the head of the queue.  It then removes the event from the queue.  If the queue is empty, an FCAST_CONTINUE event is returned. If an FCAST_TERMINATION is anywhere in the queue, it pre-empts delivery of any other event. For fast comparisons, the return value for the GetNextRecvEvent() routine is a copy of the event type in the returned event structure

Future Directions
Layered Transmission

Can we reduce completion delays incurred by packet loss in the multicast FEC scheme? Several researchers have proposed layered transmission as one such method. Layered transmission diminishes the wait time by multiplexing the data stream across different multicast addresses, which effectively increases the data rate. The larger question is: how to partition the data stream across the addresses?

Most layering schemes are additive in nature, meaning the bandwidth of the layers sum together to recreate what would otherwise be sent on one layer. Conceptually, receiving L layers should reduce the reception time by a factor of L. One approach is to create a small number of receiver classes that match common link capabilities in the Internet, such as a 28.8 kb/s modem, a 128 kb/s ISDN link, a 1.5 T1 connection, a 10 Mb/s Ethernet, and so on. Each represents the bandwidth of a separate layer to which receivers can subscribe as they are capable. Alternatively, the layers might offer similar data rates. Yet another scheme draws upon lessons from hierarchical video encoding [MCC97]. The data rates offered by the layers are organized exponentially, so that each layer is sending at twice the data rate of the previous layer [VIC97].

Transmission ordering is integral to layering because we want the full coverage of the data set, yet we aim to incur little to no redundancy.  The more fair the data distribution, the quicker the receipt of full FEC groups that can be decoded and then permanently written out to file.  Thus the bulk data transfer might be organized to stagger the transmission order across different layers. A hierarchical organization of the layers makes data coverage more straightforward.

Another partitioning across layers is based on error rates [HAN97c], with original packets on one layer, FEC targeted at correlated loss on another layer, and a final layer of FEC for extremely high error rates. Note that this is an exclusionary rather than additive approach to layering. A related tack [KAS97] is to place different ranges of FEC indices on particular layers.  A receiver can easily subscribe to a particular layer in order to replace specific packets lost.  Similarly, layers could be partitioned to carry particular groups or group ranges, or even to carry entirely different files.

However, there may be other ways to partition the coverage that will still benefit the receiver and the network, but does not offer the ideal reduction in reception time or most efficient or fair distribution of the file(s).  In short, layered transmission strategies need further exploration.  In particular, we need to ask if layered transmission is worth the trouble?  What we can assert right now is that, if nothing else, layering complements multicast FEC.  Multicast with FEC accommodates heterogeneous receivers, in so far as allowing receivers to have vastly different error rates.  Yet, it does not solve the problem that receivers may span vastly different data rates; layering does.  Layering also makes it easy for receivers to subscribe to as many layers as they are capable of receiving.
Congestion Control

It strikes fear into the hearts of Internet backbone operators to imagine end nodes subscribing to multicast addresses that are carrying more traffic than the link to the node can possibly handle. For instance, if a node connected via 28.8 kb/s modem joins a multicast address that carries 1 Mb/s traffic, then the network may carry the full flow of traffic up to the link which is 28.8, at which point most of the packets will be dropped.
 Clearly network resources will be wasted.

Layering can be used to solve this. An end node should only subscribe to as many layers as can be successfully received. One way of ascertaining the appropriate level is via join-leave experiments [MCC97], whereby a receiver adds and drops layers and observes the behavior of the transmission.

This will no doubt help, but the stability of the approach is not yet proven (i.e., oscillations may occur as many nodes add and drop).  Another technique to determine the appropriate level of subscription is to perform coordinated bursts of data rate doubling [VIC97], when hierarchical layers are used.  Two concerns about this technique are: 

· late joiners are penalized in that they may never reach their full capacity due to others on the same route who are already at full throttle, and

· low network utilization because the aggregate bandwidth is always halved or doubled in the event of traffic or non-traffic.

Although congestion control techniques are still evolving, we believe the area is worth pursuing.  Ultimately, it is imperative that the scenario described above, that is of a modem user over-subscribing, be well-guarded against. The reason for this is that the majority of Internet connections are via modem so over-subscription by modem connections stands to have the greatest negative impact on the network. 

So far, we have promoted the idea that the receivers somehow determine the most appropriate layers to which they should subscribe.  To avoid rigid configuration, we could use pathchar methods to establish the bandwidth of the 1st hop and to note whether or not a receiver is connected via modem [JAC97].

Thus far we also have assumed that there is no back-channel between receivers and sender.  In this case, the sender is at risk of sending at data rates that are not maximally useful to the receivers.  For instance, why generate a particular stream if no subscribers exist?  For now, it is probably adequate to simply guess an appropriate set of data rates to map to address layers.  And, in the aggregate to aim to keep the transmission below some acceptable level of overall network bandwidth, like other multicast applications.  However, eventually, it might be useful to incorporate some feedback mechanisms, even if only to use RTCP-like techniques to track the number of subscribers per layer [SCH97].  A certain number of subscribers might justify increasing the aggregate bandwidth usage.

 It is not clear yet how best to combine congestion control with scalable, reliable multicast. We hope to catalogue and critique the range of multicast congestion techniques currently in use, and identify unicast approaches that may be applicable in the multicast realm.  As a result of the open  questions in this area, we hope to incorporate into Fcast congestion control modules with different strategies suited to different file sets or network profiles. 

Extensions to Fcast Code

Separate Decode Thread

For the receiver, one of the more time-consuming operations is the FEC decode routine.  It is executed when the last block of an FEC group completes.  Currently there is a single thread that both receives packets and decodes FEC groups. Depending on the data rate of the transmission, the receiver may miss the receipt of packets while preoccupied with the operations associated with FEC decode; reading the FEC group from disk, performing the decode operation, then writing the final version of the group back out to disk.  To avoid missing packets, a separate decode thread could be implemented.   

Extensions to the code to support the separate thread would be straightforward. Once a group is completed (k blocks have been received and written to disk), file i/o for the group would be transferred to the decode thread. The subsequent i/o consists entirely of the final write to disk of the decoded and ordered group. And subsequent operations on group-related data structures are strictly to test values, rather than to alter values. Thus, there would be no contention over resources with other threads.

The decode thread could be created in StartFcastRecv() at the same time as the Fcast receive thread. When the last block of an FEC group is received, the receive thread could place a decode event onto a decode event queue, which then would be processed in FIFO fashion by the decode thread.  The decode event would need to include the dwFileId and dwGroupId of the completed FEC group.

Layering Options 

How might the Fcast implementation be extended to support layering?

Layering adds an extra layer of multiplexing, and as such the session data structure would need modification to support an additional dimension. In particular, the multicast address, port and data rate fields would become arrays indexed by layer. Each layer is intended to use a separate multicast address and port, and possibly to transmit using a different data rate.  The assumption is that all layers will share the same TTL, though not necessarily the same port number.  Layering also could be used to place different files on different layers, in which case a new field (or other mechanism) is needed to map files to layers.

The main question is if the layers should be implemented as a single thread or separate thread?  In the sender, a single thread approach facilitates coordinated coverage of the block space and coordinated (but complicated) data rate calculations. The multiple-threaded sender is appropriate when little or no form of coordination is needed between layers, e.g., if separate files reside on separate layers.  Each layer would operate essentially as a separate Fcast.  To avoid synchronized packet sending across layers, the multiple sender threads should use the technique suggested in [FLO93] to randomly perturb timer intervals, which would avoid self-induced congestion (packet bursts) and subsequent packet loss.  In the receiver, the single thread approach allows a single context for data receipt.
  With multiple threads, each waiting on a separate layer’s address, the receiver could spend a considerable amount of time context switching among threads.

Sender statistics could be kept separately for each layer and would be made available to the API in this new form. Critical sections would still be needed to protect the statistical counters from access by the calling application thread and however many sender threads. Each layer would need to track its own position in the block order, e.g., separate counters for the next file, group and block index to send.  Other changes to the sender will be dependent on how the layers will be allowed to partition the file space. For example, when the same files are sent on multiple layers, the starting values for the file, group, and block indices could be staggered across layers and could be based on the relative data rates of the layers.  If different blocks are allowed to be sent on different layers, each layer would need its own block ordering algorithm. An overarching goal of these techniques is to improve file coverage at the receiver.

From the receivers perspective, all layers would share the same data structures that test for block receipt, group completion, and file completion.

With multiple threads, these structures require critical sections to protect them from simultaneous access by different layers, as the layers may be working on overlapping file sets. Packet statistics for the receiver could be kept on a per layer basis, could be exported to the API in this new form, and could continue to use critical sections for sharing with the calling application thread and however many receiver threads.

Fcast for IE 4.0

The Fcast prototype was designed to address the immediate needs of the Midnight Madness scenario. The impending IE 4.0 release promises to qualify as such a scenario.  Consequently, there is considerable interest in trying to use Fcast, and only Fcast, during the initial stages of the software release when the hit rates to Microsoft’s Web site are typically uncontrollably high.  The idea is that the IE 4.0 software would only be made available to sites willing to receive the file(s) via multicast during the first few days.  

Unfortunately, this scheme has a small bootstrapping problem; the Fcast receiver software would have to be downloaded first.  Fortunately, the Fcast receiver software is several orders of magnitude smaller than the IE executable. Using dynamically linked libraries, its current size is 56 KB, which would take 15.6 seconds to download over a 28.8 modem.  

There are several ways in which the new software could be advertised. It could be announced as a publicly-available multicast session using sdr or via a Web page.  Alternatively, the streamed information might only be offered privately and at certain times to specific Microsoft partners.

Because congestion control is not presently used, we expect to follow the existing rule of thumb; restrict the cumulative bandwidth to something “reasonable”, where reasonable is a function of the size of the receiver set and of the impact the unicast file transfers would have had on the network.  The number of  receivers tuned in simultaneously could be predicted via Web page statistics if the Fcast receiver is launched from a Web page.  It would also be useful to request first-hop characteristics, e.g., modem, ISDN, T1 line, or determine it on the fly, then subscribe the user to the layer(s) offering the appropriate data rate.

Use in Telepresentations

PowerPoint provides another glimpse at how FEC can be combined with multicast. As a stand-alone application, PowerPoint is a slide preparation and presentation tool. As a shared application, multicast PowerPoint offers interactive, real-time telepresentations. For small enough groups, the interactivity can be of a multiway nature. For larger groups, the interactivity is often confined to a smaller subset of the participants both by necessity and by virtue of the social protocols at play.  The majority of PowerPoint recipients become passive onlookers.

Multicast PowerPoint sessions require reliable delivery, for both the initial slides and any real-time alterations to them.  Because the receiver set can be extraordinarily large and diverse during a telepresentation, FEC can be used to help accomplish scalable reliable multicast.  

One difference with the Fcast application is that the PowerPoint data set is dynamic.  The order of the slide viewing is not predictable, nor are annotations to the slides during the course of the session.  Another difference with Fcast is that PowerPoint requires a degree of timeliness, due to the real-time nature of the interaction. A further difference is that multicast PowerPoint assumes a strong element of synchronization at the beginning and throughout the session.  As such, it is only willing to replenish slides that are within a certain window of the currently viewed slide.  The reasoning is the relevance of a slide is directly proportional to the current slide in the presentation.  A small window also assures timely delivery.  Thus, instead of looping through the data set continuously as Fcast would, multicast PowerPoint conditionally resends missed or lost slides.

Multicast PowerPoint relies on the ECSRM protocol, a variant of the SRM protocol with FEC [GEM97]. ECSRM relies on NACK suppression to reduce message implosion, but uses FEC packets when responding to re-send requests. It has a sliding window of data that can be recovered and that expires during the session. 

Regardless of the protocol differences, Fcast combines quite naturally with multicast PowerPoint.  Slide presentations often include static components for which Fcast could be used. For example, slide backgrounds are often large bitmaps and are duplicated across many slides. Fcast could be used to send the slide background(s) at a low data rate.  Furthermore, Fcast could be used to send the initial slide set, or those slides not within the vicinity of the currently viewed slide—again, at a much reduced data rate. In particular, later joiners benefit by continued availability of the entire slide set. In short, ECSRM is appropriate for the dynamic elements of the session, whereas Fcast may be used on a separate channel to handle persistent data.

As a result of the affinity between the two FEC-based applications, we hope to explore:

· the utility of a lower-level integration of the Fcast and ECSRM protocols, i.e., shared protocol engine.

· the range of protocols combining multicast and FEC, and to what end they can be applied. 

· the application of ECSRM techniques for localized feedback to the problem of Fcast congestion control. Perhaps there is a partial solution to the congestion control problem in building a hierarchy of Fcast and ECSRM. This would exploit different redistribution techniques for local- versus wide-area traffic.

Bridges, Translators, and Caches

Fcast is a solution that is honed for any large bulk data transfer that is composed of static data and that is distributed from a single sender to an extremely large numbers of recipients. However, as shown in the previous section, it combines well with other reliable multicast techniques.  In particular, we envision that Fcast could be used as part of a bridging scheme between local- and wide-area applications.  

For example, use Fcast in the wide-area to disseminate data, then use an SRM-like approach in the local-area to exploit different local repair, data rate and bandwidth policies. 

Alternatively, Fcast could be used to seed a large collection of Web caches. These caches in turn could seed subsequent Fcasts, effectively distributing the load of the bulk data transfers throughout the network. The subsequent Fcast sessions could be created not only with different multicast addresses, but also with different session start times that correspond to the geographic location of the caches. Finer grain control could be exercised over both the start and stop times of the sessions, to make the session periodic and to avoid business hours in different countries near the Web cache.

Conclusion

Due to large amounts of data replication and limited network bandwidth, bulk data transfers to large receiver sets often do not scale, as evidenced by recurring Midnight Madness scenarios. Multicast communication addresses these problems, but only to a point.  When super scalability is required, other techniques are required.  We presented an implementation, Fcast, which combines multicast with forward error correction and data carouseling, and has been designed to support layered transmission and congestion control extensions in the future.  

Fcast is built on (n,k) FEC software available from [RIZZc97] that we use to multiplex multiple files into a single multicast bulk data transfer. We discussed the implications this application has on session descriptions, packet formats, transmission order, and the tradeoffs of memory versus disk storage.  We presented the Fcast API that is asynchronous and multi-threaded, allowing other applications to perform Fcast in background or to run multiple Fcast layers.

For the future, further research is needed to understand how best to integrate layered transmission and congestion control. Nonetheless, there are several immediate applications for the software that include adoption when the next Internet Explorer software is released and incorporation into multicast PowerPoint to manage persistent session data. Finally, Fcast combines well with other data distribution techniques. As such, it is well suited to serve as a bridge between different local- and wide-area policies on local repair, bandwidth control, and data rates.  
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� Note that a majority of individuals connect to the Internet via 28.8 Kb/sec modem, and 10MB can take nearly an hour to download.


� However, the unicast transmission may not achieve the ideal because with long delays the algorithm to manage TCP’s window may slow throughput.


�We assume that the session announcement is made using the same scope as intended for the session data.


� Or the packets may be dropped earlier due to congestion.


�The assumption is that the receiver will be able to wait on multiple multicast addresses simultaneously.


�To avoid subscribers from one country snooping on the Fcast intended for another country (and loading down international links that typically have limited bandwidth), the secondary, cached-based Fcasts could be limited in multicast scope.
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