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Abstract

Reed-Solomon erasure codes provide efficient simple tqubgifor re-
dundantly encoding information so that the failure of a féskd in a disk
array doesn’t compromise the availability of data. Thisgygpesents a tech-
nigue for constructing a code that can correct up to thremewith a sim-
ple, regular encoding, which admits very efficient matrixersions. It also
presents new techniques for efficiently computing the sufrstreams of
data elements in a finite field, such as is needed in recoveldtey after a
disk failure.
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1 Introduction

The efficient computation of encodings and decodings ofueeasodes are im-
portant when considering very large storage arrays (anBy®usands of disks).
At that scale, hosting space and power are significant exsens erasure codes
may be employed to minimize the overall cost of the systemprbwide high-
probability of data survival, erasure codes handling rpldtconcurrent failures
should be employed; assuming independent failures, dairkcwithin a day, a
code which allows up to three failures per group of 250 disicutd experience
data loss once every 50,000 years in a set of 10,000 disks.
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In the first section of this paper, we present a simplified trasson of a
triple-erasure correcting Reed-Solomon code, which aglomie more storage de-
vice than previously known for a given Galois field of chaeaistic two. We
further explain why this technique is effective only overl@s fields of charac-
teristic two, and why the technique cannot extend beyorektbrasures.

Inthe second section, we consider the problem of efficiattihgputing streams
of parallel sums. In a practical erasure code setting, shiké core computation
for reconstructing a failed disk, using exclusive-or (XCi)the addition opera-
tor, but the technique presented in this paper apply morergéy to computing
streams of sums in arbitrary monoids (like groups, only aithinverses).

2 Erasure Coding

When digital data is transmitted or stored, it is common tactecerned about
both errors and erasures. An error occurs in a data stream sdme data ele-
ment is corrupted; an erasure occurs when a data elemengsgignior known to
be faulty. Shannon’s basic theorems on coding tell us thabtececte errors, a
data stream needs to guarantee a minimum distance betweegtcsireams of
at least 2+ 1; to detece errors, or to correct erasures, valid entries in the data
streams need to be separated by at least bits. Simple parity is an example of a
technique for handling one erasure, or detecting one ell@trings of bits which
differ by one bit without parity will differ by two bits, oncparity is included.

In more practical settings, we are concerned with the tréssan or storage
of data grouped into bytes (or groups of bytes) where we éxgrasures or errors
to take place in multiples of these groups, say, blocks oreeuisks. To this
end, Reed and Solomon devised a method for constructinaylooeles over finite
fields, where the individual data items can be representetbagents of the finite
field. For digital data, it is most convenient to consider @ois fields GIF2"),
forn=8, 16, or 32, where the underlying data words are, correspghgisingle
octets, pairs of octets, or quads of octets. If we want toembererasures fronm
data words (wherm-+e < 1+ 2"), we can compute+ eresult words as the result
of multiplying the lengthm vector of the data words by an by m+ e coding
matrix. The key observation is that amby m-+ e Vandermonde matrix (of which
we’'ll say more below) has the property that anypy m submatrix is invertible,
which allows all data elements to be reconstructed frommanythe m+ e result
words. The further observation is that this code can be mgatemmatic by simple
row reduction of the coding matrix to diagonalize the ifitraby m portion of the
matrix. These row reductions preserve linear independehsebmatrices. This
normalization results in a code where the representatiardeta word is the data
word itself, along with some contribution to tleencoding elements; that is to
say that the encoding matrix is amby m identity matrix followed by aim by e
checksum computation matrix.
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The largest standard Vandermonde matrix which can be eartstt over GE2")
has 2 columns; recent authors [1], [3] have observed that oneagxion-Van-
dermonde) column can be added while preserving the inddstiproperty. This
matrix, when diagonalized, gives rise to the bounds desdrdbove. However,
in this matrix, thee columns corresponding to the correction coding have no par-
ticularly nice properties. As such, the elements of the mgdnust be stored in a
coding matrix, and consulted on every coding step, and siweiis irregular.

This paper expands on an earlier note which proposed a gilcqhstruction
of the coding matrix in the restricted case wieen 3. The construction is simple:
append up to three columns of a specific Vandermonde matastpuare identity
matrix of size at most™- 1, leading to a coding matrix supporting+e < 2"+ 2.
Due to properties of Vandermonde matrices, described belmvencoding is
regular, and inverse matrices are also regular. Inversaonbe computed using
the adjoint matrix; all of the submatrices which arise in toenputation of the
adjoint of an m by m submatrix of our matrix are shown to be \@ntbnde
matrices, and thus have easily computed determinants.

A Vandermonde matrix is one whose columns consist of corisecpowers
of distinct elements of the ground field over which we are wagklin a standard
Vandermonde matrix, the first row contains the zeroth powtes second row
the first powers, etc. Invertibility follows from computati of the determinant;
which is equal to the product of the differences of the elesmased to generate
the matrix, later entries minus earlier. If a column begirih\a higher power of
an element, the determinant is multiplied by that value (anstill non-zero, if
the element is non-zero); we call such a matrix an extendad&famonde matrix.
The multiplicative growth of the determinant follows frorrutti-linearity of the
determinant.

For our use, let g be a generator of the finite field. The elesfemtn which we
generate our Vandermonde matrix gPdi.e., 1),g1 (i.e., g), andy?. More explic-
itly, if our coding matrix is M, fori < m, andj < m, Mij = &j, andM; (m, i) = g
fork=0, 1, or 2. More explicitly, M can defined as follows:

1 0 0 --- 0 0 1 1 1 7

010 0 01 &

0 01 001 ¢ gt

0 0O 001 ¢ g®
00 - 10 1 gm2 gZgm2

i 00 .- 011 g™t ggmd |

When we take an arbitrary m by m submatrix of this coding magéwaluating
the determinant by picking available columns from the idgrgortion of the
matrix makes it clear that the determinant is equal (up to,sidhich is irrelevant
over afield of characteristic two) to the determinant of the @, 1 by 1, 2 by 2, or
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3 by 3 minor of the Vandermonde section which remains aftkatithg those rows
in which the diagonal elements from the identity contribaite to the expansion
of the determinant; that is, those rows with indices of sting disks, keeping
only the rows for missing data disks. If the missing columresiaj, and k, then

the remaining minor is
1 gi 92i
1 ¢ ¢
[ 1 gk g2k ]

This is plainly a transposed Vandermonde mawixg!, andg¥ are distinct as
long asi, j, andk are, so the determinant {g“ — g')(g“ — ¢')(g' — '), and will
thus be non-zero.

If only one disk containing data (and up to two check disks)failed, then
the corresponding minor is a singleton of the faghfor somei, and therefore is
non-zero, hence invertible. If two data disks fail, there tree cases, depending
on which check disk (if any) has failed.

First, if the disks formed from powers gf andg! are available, the resulting
matrix is a simple Vandermonde matrix:

1 d
[ 1d }
If the g° and g? disks are available, the matrix is the same, exdepid |

are doubledg? andg?l are guaranteed to be distinct, because we're in a Galois
field of characteristic 2, sg? andg? are congruentonly if @ — j) is a multiple
of the order of the multiplicative group, which is a power ofritnus 1. Thus,
2 is relatively prime to the order of the multiplicative gpaf a Galois field of
characteristic 2, so this reduces to askingifiidj are congruent modulo the order
of the multiplicative group, hence equal.

Finally, if theg! andg? disks are available, the resulting matrix is an extended
Vandermonde matrix: ) ,
g| gZ|
{ g g }

After factoring outg' from the top row, and)! from the bottom, we return to
the first case, multiplied by an extgt!.

Inverting the larger matrix can be done by computing forwtarcemove the
influence of surviving data disks on the check disks, or by matng all the
needed subdeterminants to compute the useful element® afdjoint matrix.
Inversion of the matrix is unlikely to be a significant companof recovery, but
the simplicity of these inversions makes the process piatgnmore suitable for
implementation in a micro-controller.

If we were to try to extend this to finite fields of other chaeaidtics, we
would need to be more careful: 2 is a factor of the order of thétiplicative
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group, so we would need to restrict m to be less than half tberasf the mul-

tiplicative group. The simplicity of the construction wdulemain, but the max-
imum number of data drives would be only half as many as iseaeli using

the standard technique of diagonalizing a full Vandermamdérix, or by using

Cauchy matrices.

If performing multiplication using logarithms [4], the ciod) matrix becomes
especially simple: the logarithms in the encoding coluntasadl 0’s, the consec-
utive integers starting from 0, and integers going up by tstaging from O; when
updating data elemeintoy XOR-ing with datad, the update to check valueis
to XOR antilog(logd) + j x i). Compared to conventional techniques, this saves
us the cost of looking up the entry; the lookup is trivial, bua small microcon-
troller, the storage for the table may not be.

For reconstruction, note that the first check function istpaso correcting one
erasure is easy. Correcting two or more erasures requiregiimg the minor; this
tells us by what to multiply the check elements; the othea @kments’ multipli-
ers are then linear combinations of the corresponding cbigkent multipliers
by the elements of the coding matrix, which are easy to comput

3 Reconstruction

In almost every form of erasure-coding, the final computatio recovering a
block resolves to repeatedly computing the sum of many dataents held by
different storage units. Typically, this sum can be viewedaum of vectors of
elements of a finite field; there may need to be a multiplicesiep prior to com-
puting the sum, corresponding, in the encoding above, tdiptiahtion by the
elements of the inverse matrix. Note that exclusive-orésatidition operator for
GF(2™). In simple RAID-5, there is no multiplication, and we canwithe data
as a vector of bits. In the Reed-Solomon code described gboemy other code
over GH2")), we can apply this in a straight forward fashion, over eletaérom
GF(2"). For EvenOdd [2], we offset the vectors, but many sums ateetjuired.
Stating this with a bit more generality, we are trying to cartgsums in a monoid.
Let ‘+' be the associative binary operator with identity;s0me extensions, we
require a commutative monoid; that is, we ask that the azlddperation be com-
mutative. Due to associativity, we can deffpgan operator for summing vectors,
and observe that any grouping of the terms (or, in the contiwatease, any or-
dering or shuffling of the terms) produces the same sumdi}_be vectors of data
from source i; our aim is to compug = ; dj for all j. But we want more than
this; sometimes we want to specify for which S; should be computed promptly.
This corresponds to our desire to reconstruct all the blotlesfailed disk, but to
reconstruct client-requested blocks in preference tonstcocting other blocks.
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3.1 Environment

We take, as our computational environment:

¢ A set of data source3; (the surviving data sources) containing data values
d.
i

¢ A single data sinlD., (the target).

o Processing elemeni, which can compute '+, and read values only from
the correspondin@®j, (P is able to writeDs,). In the non-commutative
case, we allowD; to be supplied as either the left or right argument, as
needed.

¢ A network that synchronously allows each processing el¢toeeceive at
most one, and transmit at most one data value; the proceslgimgnts can
simultaneously read one value, and perform one additiomgusie value
just read, and either the local data value, or the most-tBceamputed
sum, supplying the two selected values in either order taibersed, in the
non-commutative case.

While this model is somewhat unrealistic, it is close to wtet be achieved
by connecting processors to small Ethernet switches, vigth-speed uplinks to
a fast switch. Disks provide data at speeds only slightltefathan 100 megabit
networks; by replicating the network we can attain roughtpa€onstructing a
two-level network with a high-performance gigabit switdioae slower ones al-
lows us to appear to have arbitrary independent pairs conmatenconcurrently,
as long as much of the communication never leaves a slowéctswn the ex-
amples we consider, we use 12 port gigabit switches as ousddishes, and 24
port 100 megabit switches with two gigabit uplinks as ounsswitches. We will
present design communication patterns in which at mostggah each direction
transit the gigabit link concurrently.

3.2 Bucket brigade: A high-latency, optimal-throughput sdu-
tion

If we care only about throughput, we can easily arrange farckét-brigade: the
first processor reads blocks and forwards them to the secardgsor, which
adds the received value to the corresponding data valueame@rds the result
to the third processor, which adds the received value to ¢theesponding data
value and forwards the result to the fourth processor andnsdf ave arrange
the processors so that most consecutive processors are sartte small switch,
we can limit our inbound and outbound cross-switch traffiote slow link in

each direction. Doing so (depending on how the wiring isragesl) may require
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processors to be arranged in ways where consecutive deesreéspond to con-
secutive in the sum, which requires us to depend on commaiityadf addition; if
the processors naturally come in the right order, we do®heweed associativity.

This organization of the computation has high throughput,swuffers from
high latency. With n summands, the first result appears afferckets have been
passed down the chain. On the other hand, a finished resuoliipwted on every
packet transmission to the last node thereafter, and paeketmissions can be
overlapped, so the pipeline has optimal throughput, comguésults at the speed
of the slowest of the input, network, and processing speetish we've assumed
to all be identical.

The latency is of no concern when we're reconstructing cetepdlisks; the
time to read or write a complete disk is many orders of magleifarger than the
latency of sending hundreds of network packets. If a diskyais removed from
service during reconstruction, this would be adequaténdéyever, we want the
disk array to satisfy read or write requests while operaitirdegraded mode, we
will be unsatisfied with the latency in this scheme.

3.3 Anin-place binary tree: an optimal-latency low-throughput
solution

To achieve lower latency, we begin by exploiting assodigtiNoting thata+ b+
c+d=(a+b)+(c+d), we can construct an in-place binary tree that can compute
asum in log nrounds of communication, which is optimal. We can constsuch

a network by sending from a1 to Py in the first round, alPy; 2 to Py in the
second round, alPg; 4 to Pg in the third round, and so on, up to the last round,
in which Pfjoq,n—1 S€Nds tdP, summing the values as received (and omitting
any communications where the subscript is n or larger). Tfiiewty with this
construction is now that the throughput is reduced by a fawfttog, n, because

Po receives a message in lagconsecutive steps.

We can combine these two techniques, using the bucketdwifpat batch re-
construction, and switching to the tree-based approadeimand reconstruction,
and this is probably adequate for any practical situatibrernains theoretically
unsatisfying, however; we're underutilizing our netwonkte tree approach, and
we can easily do better. As a trivial improvement, obserat tfe are never re-
ceiving any messages at odd nodes, nor sending any messagesvien nodes
in the first round, nor sending from odd nodes except in therinsnd. We can
overlay a second tree sending from@2i + 1, from 4 +1to 4 + 3, and so on in
consecutive rounds if we add one extra unit of latency andedmunffering to per-
form an extra disk read before starting the communicatitve. Jummands need
to be provided in the opposite order, but this arrangemempenes two totals as
quickly as the previous method computed one. This imprdveshroughput by
a factor of two, trivially, raising the question: can we ddtbe?

We would need approximately legnon-interfering trees to raise the through-
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put to match the bucket brigade. Even if we add more latendybarffering, in
the first step of an in-place binary tree, half of the nodessaraeling and half
receiving. Thus, we can't hope to improve on a factor of 2, éf start all of our
trees at the same time. We must instead stagger the initiatiour trees, so that
while we're using half the available communications bardttvfor the leaves of
the tree, we're using a quarter for the next level on the prevblock, an eighth
for the level above that on the block started two cycles agd.sa on. This is the
basic idea of the scheme presented in the next section.

3.4 In-place binary trees: an optimal-latency, optimal-throughput
solution

A recursive form of a construction along the lines descritieolve follows. As the
base case, consider two nodes. In this case, the bucketlbrig@aptimal in both
latency and throughput, so we’ll take that as the base oferursion, consisting
of the tree sequencé@—o 1,1 —1 »}), where the notatior+; denotes the action
of sending data in stepp ThusPy sends block 0 td; during the first step (step
0), and block 0 is written to its destination during the setstep (step 1). We
extend our list by incrementing the block and step humbeiwrto a sequence of
the appropriate length, by adding the number of sets in stitdiall subscripts.
A processor receiving a block always adds it to the valueréaaly knows for
that block, which in this case is just the local value; a pssoe sending a block
always sends the accumulated sum known for the block, sodale gent to the
destination disk is the sum of the values held at processansi( .

Given our base case, we extend to a system for four nodes gingdtwo
overlaid tree patterns{Q —o 1, 2—¢ 3, 1—1 3, 3—p o}, {0 —1 1, 3—1 2,
1—22,2—3 00}) which extends tO{(O —01,2—03,1—13,3—p® }, {O —11,

3 —1 2, 1—>2 2, 2—>3 00}, {0 —2 1, 2—>2 3, 1—>3 3, 3—>4 00}, {0 —3 1, 3—>3 2,
1 —4 2, 2—>5 00}, {0 —4 1, 2—>4 3, 1—>5 3, 3—>6 00}, {0 —5 1, 3—>5 2, 1_’6 2,
2 —700}, ).

In general, even-numbered blocks will follow the first pattend odd-numbered
blocks will follow the second. Note that the constraints omenunication are sat-
isfied: for a given subscript, no node number appears to theflthe arrow or the
right of the arrow twice anywhere in the list; this corresgsiio one input, one
read, one addition, and one output per step. We now consideets individually.
Every number appears on the left exactly once in every sstgtiarantees that
every input is considered as part of the sum. Every node nuapgears on the
left with an index one greater than the largest index for Whiappears on the
right, thus communications are timely; a sum, once fully patad, is transmit-
ted on the next step. Every node number appearing on theingiuime step in
some set appears on the right on consecutive steps in thamntiat appears on
the left in that set; this guarantees that no buffering isimegl at a node except
for its accumulator; considering, say, node 3, we see thd¢ Baeceives block 0
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from node 2, and sends nothing on step 0. It receives blockrd frode 1, and
sends block 1 to node 2 on step 1. It receives block 2 from nedmd sends
block O to the output on step 2. And so on. Even in more comglitachedules,
while a node is receiving different values for the same blatcwill be sending
consecutive disk values off to other nodes, until it receaiof the values for the
one block for which it is currently accumulating values. Bmeode number other
than 0 appears on the right of some arrow for a given subsaripitO never does;
this shows that we're maximally using our receiving capaekcept for node O.
Note further that the sums arriving at a node consist of tine stivalues from a
contiguous block of nodes immediately preceding or immtetiigollowing the
set of nodes present in the sum currently known to a node; 8ingan the left
or right as needed, we don’t require a commutative additfmrator, and so this
technique works in arbitrary monoids.

To perform the recursion, let's suppose that the extendeetiade fom nodes
is (To, Ta, ..., Tk, ...). For any sefl from the schedule, define Doublg) to be the
result of replacing every occurrence of node numb®r2i + 1, incrementing all
subscripts by one, and adding in linkis-2y 2i 4+ 1, except if a previously doubled
set contains an edge—y 2i + 1, or an edge i2— X, in which case we instead
replace all occurrences bby 2i, and add link 241 — 2i. In every tree so con-
structed, the first communication step connects the paiogi@s12 and 2+ 1,
and edges in the original schedule turn into edges betweaesdpaodes in differ-
ent pairs. We easily see inductively that the property ofsegontive summation
is preserved. Each doubled tree is individually a valid fowecomputing a sum;
half of the elements appear on the left with subsdkipand the other half par-
ticipate in a tree which previously worked, appropriatelabeled. Suppose that
some edges conflict between trees. This means that somer ¢t contains an
edgex —k.m Y, and this tree contains either—y, n z or z—y.m Yy, for somex,
y, Z, andm. We know thatx andy must not be paired; all edges between paired
nodes happen in the first step. Thus, an edge betwé&andy/2 existed in the
original sequence. lin > 0, the same is true ofz or zy, contradicting our in-
ductive hypothesis. Henea= 0, but then we avoided collisions by construction.
This would fail only if previous trees contain edges whichcioour decision to
go both ways, but these edges would come from the original Tree only way
this could happen is with edges—k y andy — z, or the reverse. Suppose the
first edge occurs earlier, and that the second comes fronj trele By another
inductive hypothesisy receives messages in the earlier tree on all steps, which
would have prevented this outcome.

We claim, with the proof omitted, that this construction yglic, in that the
extended lists can be reduced to lists of lengt#2°%"! and then extended.



10 Proceedings in Informatics

3.5 Reducing the number of nodes in in-place binary trees

We next show that the number of nodes can be reduced by anyrduqoto half,

so that arbitrary numbers of nodes can be handled, basedlooing power-of-
two sized trees. The construction presented above exautilylds the number of
nodes, leading to solutions only for numbers of nodes eguadivers of two. We
observe that we can reduce the doubled sets produced ab@iekinyg any pair
(2i,2i +1) introduced in doubling which we have not yet reduced. Dehetge

2i + 1 from all of the sets, delete edges connectingrtl 2 + 1, and replace any
remaining instances of nodé-21 by 2. Having done so, we have reduced the
number of nodes by one; we can renumber all nodes denselydstgppocessing
step after we complete all desired reductions. This canmiodduce any colli-
sions; the trees we constructed above, contain exactlydgeper labeling of the
arrow betweenizand 2+ 1, at most one other edge per labeling pointing to one
of the pair, and at most one other edge per labeling leaviegbthe pair.

3.6 Rooted binary and ternary trees: a hint towards a simple
near-optimal solution

Consider an alternative construction for a binary tree &b pnesented above; one
in which for every two child nodes, there is an explicit pareade. In a naive
version of this approach, each communication from childoeparent takes two
units of time; one for the left child to send a value, and onéfie right. Thus, the
total latency of this approach i§®g, (n+ 1)] — 1. The throughput is half that of
the previous scheme, because the root node produces art ootpevery other
step. This tree most naturally ha$-21 nodes; we can reduce this to a smaller
value by discarding leaves as desired.

In an extended version of this paper, we will present tealnesdor construct-
ing multiple binary or ternary trees with explicit parentdes in which two or
three trees suffice for all numbers of nodes to produce faliughput solutions,
with latency no more than a factor of two worse than optimal.
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