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System

Distributed system = Processes + Communication Channel

Processes communicate by message-passing

Processes may crash and later recover

Messages may get lost, duplicated, received out-of-order, or delayed indefinitely




The Problem of Consensus

e Single-value Consensus: Processes need to agree on a single value

- Consensus




The Problem of Consensus

e Multi-value Consensus: Processes need to agree on a sequence of values

= Consensus

-




Properties for consensus algorithms’

e Safety: At most a single value is chosen

Vv, v, € Values: Chosen(v,) /\ Chosen(v,) = v =v,

e Liveness: Under some stable conditions, a value is eventually chosen.

o [FLP]* result states that in general consensus cannot be solved in an asynchronous system

where even one process can fail. Thus, liveness is subject to some stable conditions.
O

T :
Presented for single-value consensus

*[FLP]MichaeI J. Fischer, Nancy A. Lynch, and Michael S. Paterson. 1985. Impossibility of distributed consensus with one faulty process. J. ACM 32, 2
(April 1985), 374-382. DOI=http://dx.doi.org/10.1145/3149.214121




Famous consensus algorithms

Membership

Primary-Backup

Detectors

Name Description Language used
1| VS-ISIS Reliable group communication, Birman-Joseph 1987 English (items)
2| VS-ISIS2 Virtual synchrony, Birman-Joseph 1987 English
3| EVS Extended Virtual Synchrony for network partition, Amir| pseudocode
et al 1995
4| Paxos-VS Virtually synchronous Paxos, Birman-Malkhi-van Reness| pseudocode
2012
2| VR Viewstamped replication, Oki-Liskov 1988 pseudocode (coarse)
6| VR-Revisit | VR revisited, Liskov 2012 English (items
7| Paxos-Synod | Paxos in part-time parliament, Lamport 1998 TLA (single-value)
8| Paxos-Basic | Single-value Paxos, Lamport 2001 English (items)
9| Paxos-Fast | Single-value Paxos with replicas _@roposing, Lamport 2006 | English (items),
TLA+
0| Paxos- Single-value Paxos with external starting of leader elec-| PlusCal
Vertical tion, Lamport-Malkhi-Zhou 2009
Single-value consenus with failure detection, Aguilera-| pseudocode
Chen-Toueg 2000
2| ACT-Store |ACT with stable storage, same reference as above pseudocode




Paxos at a high-level

e Assigns 2 roles to processes:

o Proposer, -#. Propose values that can be chosen
o Acceptor, .« Vote on proposed values

e Assumesa Quorumset, 2 & P(+/)suchthat VO, 0, € 20 NQ,#9
e 2 phase voting based algorithm:

Phase 2:
I Consensus
Replication




Lamport’s English description of Paxos?

Putting the actions of the proposer and acceptor together, we see that the algorithm
operates in the following two phases.

Phase 1. (a) A proposer selects a proposal number n and sends a prepare request
with number n to a majority of acceptors.

(b) If an acceptor receives a prepare request with number n greater than that of any
prepare request to which it has already responded, then it responds to the request
with a promise not to accept any more proposals numbered less than n and with
the highest-nuunbered proposal (if any) that it has accepted.

Phase 2. (a) If the proposer receives a response to its prepare requests (numbered
n) from a majority of acceptors. then it sends an accept request to ecach of those
acceptors for a proposal numbered n with a value », where v is the value of the
highest-numbered proposal among the responses, or Q any value if the responses
reported no proposals.

(b) If an acceptor receives an accept request for a proposal numbered 7, it accepts
the proposal unless it has already responded to a prepare request having a number
greater than n.

~rLamport, L. (2001). Paxos made simple. ACM Sigact News, 32(4), 18-25.
)}, ——————SSSSS



Paxos in TLA+ by Lamport et al.’

R

Phasela(b) == /\ ~ \E m \in msgs : (m.type = "1a") /\ (m.bal = b)

/\ Send([type |-> "1a", bal |-> b])
/\ UNCHANGED <<maxVBal, maxBal, maxVal>>

Phaselb(a) ==
\E m \in msgs :
/\ m.type = "1a"
/\ m.bal > maxBal[a]

/\ Send([type |-> "1b", bal |-> m.bal, maxvBal |-> maxvBal[a],

maxVal |-> maxval[a], acc |-> a])
/\ maxBal' = [maxBal EXCEPT ![a] = m.bal]

/\ UNCHANGED <<maxVBal, maxVal>>

Phase2a(b) ==

£ Ve

\E m \in msgs : (m.type = "2a") /\ (m.bal = b)

/\ \E v \in values :

/\ \E Q \in Quorums :
\E S \in SUBSET {m \in msgs : (m.type
/A NAa\in Q : \E m\in S : m.acc
/\ \/ \Am\in S : m.maxVBal = -1
\/ \E ¢ \in ©..(b-1) :
/\ \A m \in S : m.maxvBal =< ¢
/\ \Em\in S : /\ m.maxVBal = ¢
/\ m.maxvVal = v
/\ Send([type |-> "2a", bal |-> b, val |-> v])

“1b") /\ (m.bal = b)} :
a

/\ UNCHANGED <<maxBal, maxVBal, maxVal>>

Phase2b(a) ==

\E m
/\
/\
/\
/\
/\
/\

\in msgs :

m.type = "2a"

m.bal >= maxBal[a]

Send([type{3-> “2b", bal |-> m.bal, val |-> m.val, acc |-> a])
maxVBal' = [maxVBal EXCEPT ![a] = m.bal]

maxBal' = [maxBal EXCEPT ![a] m.bal]

maxVal' = [maxval EXCEPT ![a] m.val]

*Lamport, L., Merz, S., Doligez, D.: A TLA+ specification of the Paxos Consensus algorithm
hitps://github.com/tlaplus/vi-tlapm/blob/master/examples/paxos/Paxos tla (Last modified Fri Nov 28 10:39:17 PST 2014 by Lamport. Accessed Feb 6, 2018)




Lamport’s English description of Paxos'

Putting the actions of the proposer and acceptor together, we see that the algorithin
operates in the following two phases.

Phase 1. (a) A proposer selects a proposal number n and sends a prepare request
with number n to a majority of acceptors.

(b) If an acceptor receives a prepare request with number n greater than that of any
prepare request to which it has already responded, then it responds to the request
with a promise not to accept any more proposals numbered less than n and with
the highest-nunbered proposal (if any) that it has accepted.

Phase 2. (a) If the proposer receives a response to its prepare requests (numbered
n) from a majority of acceptors. then it sends an accept request to cach of those
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1LLamport, L. (2001). Paxos made simple. ACM Sigact News, 32(4), 18-25.
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Paxos in TLA+ by Lamport et al.’

Phase2a(b) ==
/\ ~\E m\in msgs : (m.type = "2a") /\ (m.bal = b)
/\ \E v \in values :

Phasela(b) == /\ ~ \E m \in msgs : (m.type = "1a") /\ (m.bal = b) /\ \E Q \in Quorums :
/\ Send([type |-> "1a", bal |-> b]) \E S \in SUBSET {m \in msgs : (m.type = "1b") /\ (m.bal = b)} :
/\ UNCHANGED <<maxVBal, maxBal, maxVal>> /A \AMa\in Q : \E m\in S : m.acc = a
/\ \/ \Am\in S : m.maxVBal = -1
Phaselb(a) == \/ \E ¢ \in ©..(b-1) :

\E m \in msgs : /\ \A m \%n S : m.maxvBal =< ¢
/\ m.type = "1a" /AN \Em\in S : /\ m.maxvBal = ¢
. /\ m.maxvVal = v

/\ m.bal > maxBal[g] 7 /\ Send([type |-> "2a", bal |-> b, val [-> v])
/\ Send([type |-> "1b", bal |-> m.bal, maxvBal |-> maxvBal[a], /\ UNCHANGED <<maxBal, maxVBal, maxVal>>

maxVal |-> maxval[a], acc |-> a])

/\ maxBal' = [maxBal EXCEPT ![a] = m.bal] Phase2b(a) ==
/\ UNCHANGED <<maxVBal, maxVal>> | \E m \in msgs :
/\ m.type = "23a"
/\ m.bal >= maxBal[a]
/\ Send([type{3-> “2b", bal |-> m.bal, val |-> m.val, acc |-> a])
/\ maxVBal' = [maxVBal EXCEPT ![a] = m.bal]
/\ maxBal' maxBal EXCEPT ![a] = m.bal]

= [
/\ maxval' = [maxval EXCEPT ![a] = m.val]

*Lamport, L., Merz, S., Doligez, D.: A TLA+ specification of the Paxos Consensus algorithm
hitps://github.com/tlaplus/vi-tlapm/blob/master/examples/paxos/Paxos tla (Last modified Fri Nov 28 10:39:17 PST 2014 by Lamport. Accessed Feb 6, 2018)




Moving forward

e What’s done:

Formal specification with proof of safety of the exact phases of single-value Paxos
in a general, high-level direct language like TLA+

e What’s lacking:

Formal specification with proof of safety of the exact phases of mu/ii-value Paxos
(also called Multi-Paxos) in a general, high-level dir%ct language like TLA+




Formal Verification
of

Multi-Paxos

for

Distributed Corisensus:




Contributions

e Complete formal specification of Multi-Paxos in TLA+, minimally extending
Lamport at al.'s specification for single-value Paxos.

e Machine-checked proof of safety, using TLA Proof System (TLAPS), with
complete invariants, and a systematic proof method.

e Extending the specification and proof with Preemption, showing method for
extending existing specification and proof.




Specification

e Minimally extends Lamport et al.'s specification for single-value consensus

e Adds slots to become multi. For example,

o Before: Propose value v

o After: Propose {value, slot) pairs: (v ,3),{v,, 5, {v,,10), ...
e Changes

o Scalars = Vectors
m apples=5=apples={1,2,2)

o Sets of scalars =+ Sets of vectors
m apples = {fuji, gala, honeycrisp} » apples = {(Ifuji, 1), {gala, 2), {honeycrisp, 2)}

o Records of scalars = Records of sets of vectors
m [apples — 5] » [apples ~ {{fuji, 17, {gala, 27, {honeycrisp, 2]]




Phasela

Basic Paxos

Multi-Paxos

Phasela(be B) =
AAm € msgs : Am.type = “1a”
Am.bal = b

ASend([type — “1a”,
bal — b))

AUNCHANGED {(mazxVBal, maxBal, maxVal)

Phasela(peP) £ Ibe B :
AR m € msgs : Am.type = “1a”
Am.bal = b

ASend([type — “1a”, from +— p,
bal — b])

QEBal’ = [pBal except ![p] = b]

AUNCHANGED { aBal, aVoted )




Phaselb

Basic Paxos Multi-Paxos
Phaselb(a € A) = Phaselb(a € A) =
dm € msgs : dm € msgs :
Am.type = "1a” Am.type = "1a”
Am.bal > mazBal|a] Am.bal > aBalla]
ASend([type +— “1b7, ASend([type — “1b”,
acc — a, from — a,
bal — m.bal. bal — m.bal,
mazVBal — mazVBall|a], vited — aVoted[a]])
mazx Val — mazVal[al])
AmaxBal" = |[maxBal except ![a] = m.bal] AaBal" = |aBal except ![a] = m.bal]
AUNCHANGED {mazxVBal, mazVal) AUNCHANGED ( pBal, aVoted)




Phasela

Basic Paxos

Multi-Paxos

Phasela(be B) =
ABAm € msgs : Am.type = “1a”
Am.bal = b

ASend([type — “1a”,
bal — b))

AUNCHANGED {mazxVBal, mazxBal, maxVal)

Phasela(pe P) = Ibe B :
AR m € msgs : Am.type = “1a”
Am.bal = b

ASend([type +— “1a”, from +— p,
bal — b])

QEBal’ = [pBal except ![p] = b]

AUNCHANGED { aBal, aVoted )




Phaselb

Basic Paxos Multi-Paxos
Phaselb(a € A) = Phaselb(a € A) £
dm € msgs : dm € msgs :
Am.type = “1a” Am.type = "1a”
Am.bal > mazBal|a] Am.bal > aBalla]
ASend([type +— “1b”, ASend([type — “1b”,
acc — a. from — a,
bal — m.bal. bal — m.bal.
mazVBal — mazVBal|a], vited — aVoted[al]])
mazxVal — mazVal[al])
AmaxBal" = |maxBal except ![a] = m.bal] AaBal" = |aBal except ![a] = m.bal]
AUNCHANGED {mazVBal, mazVal) AUNCHANGED ( pBal, aVoted)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p € P) £
APm € msgs : Am.type = “2a” ABm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJv eV :
A3Qe@Q.S C{m e msgs:m.type = “1b°A | AAQ € Q.S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :

AYa€eQ :3meS : m.acc=a
AVYmeS : m.mazxVBal = -1
V3ce0..(b—-1) :
AYm €S : m.maxVBal < ¢
Adme€ S : (m.maxVBal = ¢)

Am.mazVal = v
Ph asez d ASend([type +— “2a", bal — b, val — v])

AUNCHANGED (maxzBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)

AVa€ @ :3ImeS : m.from
ASend([type — “2a”,

from — p.

bal v~ pBal|p].

propSV + PropSV (union
{m.voted : m € S§})])

= a




Phasela

Basic Paxos

Multi-Paxos

Phasela(be B) =
AAm € msgs : Am.type = “1a”
Am.bal = b

ASend([type — “1a”,
bal — b))

AUNCHANGED (mazVBal, mazxBal, maxVal)

Phasela(peP) = Ibe B :
AR m € msgs : Am.type = “1a”
Am.bal = b

ASend([type — “1a”, from +— p,
bal — b])

/\EBal’ = |pBal except ![p] = b]

AUNCHANGED { aBal, aVoted )




Phase2a

Basic Paxos

Multi-Paxos

Phase2a(b e B) =

APm € msgs : Am.type = “2a”
Am.bal = b

AJv eV :

A Qe Q.S C'{m € msgs:m.type = “1b"A

m.bal = b} :
AYa€eQ :3meS : macc=a
AVYmeS : m.maxVBal = -1
V3ce0..(b—1) :
AYm €S : m.maxVBal < ¢
Adme S : (m.maxVBal = ¢)
Am.mazVal = v
ASend([type v “2a", bal — b, val — v])
AUNCHANGED (maxzBal, maxVBal, maz Val)

Phase2a(p e P) £
ABm € msgs : Am.type = “2a”
Am.bal = pBal|p]

AJQeQ.S C{me msgs:m.type = “1b"A
m.bal = pBal[p]} :
AVa€ @ :3ImeS : m.from
ASend([type — “2a”,

from — p,

bal v pBal|p].

propSV + PropSV (union
{m.voted : m € S§})])

=0

AUNCHANGED (pBal, aBal, aVoted)




Basic Paxos Multi-Paxos
Phase2a(b € B) = Phase2a(p e P) £
APm € msgs : Am.type = “2a” APm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJveY :
AAQ e Q.S C'{m e msgs:m.type = “1b°A | AAQ € Q, S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€ @ :3AmeS : m.acc=a AVa€eQ :3meS : m.from = a
AVYmeS : m.mazxVBal = -1 ASend([type — “2a”,
V3ce0..(b—1) : from — p.
AYm €S : mmazxVBal < ¢ bal +— pBal|p].
Adm € S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S})])
Ph aseza ASend([type + “2a", bal — b, val — v])
AUNCHANGED {maxzBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,
O
PropSV(T) £ MaxzSV(T)U NewSV (T)




Phase2a

Basic Paxos

Multi-Paxos

Phase2a(b € B) =

APm € msgs : Am.type = “2a”
Am.bal = b

AJv eV :

A Qe Q.S C{m € msgs:m.type = “1b"A

m.bal = b} :
AYa€Q :3meS : macc=a
AVYmeS : m.mazxVBal = -1
V3ce0..(b—1) :
AYm €S : m.maxVBal < ¢
Adm e S : (m.maxVBal = ¢)
Am.mazVal = v
ASend([type v+ “2a", bal — b, val — v])
AUNCHANGED {mazBal, maxzVBal, maz Val)

Phase2a(p € P) £
ABm € msgs : Am.type = “2a”
Am.bal = pBal|p]

AJQeQ.S C{me msgs:m.type = “1b"A
m.bal = pBal[p]} :
AVa€ @ :3ImeS : m.from
ASend([type — “2a”,

from +— p.

bal — pBal|p].

propSV + PropSV (union
{m.voted : m € S})])

=0

AUNCHANGED (pBal, aBal, aVoted)




Basic Paxos Multi-Paxos
Phase2a(b € B) = Phase2a(p € P) =
APm € msgs : Am.type = “2a” APm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJv eV :
A3Q e Q.S C'{m e msgs:m.type = “1b°A | AAQ € Q, S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€eQ :3meS : macc=a AYa€eQ :3meS : m.from=a
AVYmeS : m.mazxVBal = -1 ASend([type — “2a”,
V3ce0..(b—1) : from +— p.
AYm €S : mmazxVBal < ¢ bal +— pBal|p].
Adm e S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S})])
Ph aseza ASend([type +— “2a", bal — b, val — v])
AUNCHANGED (maxzBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,
O
PropSV(T) £ MaxSV(T)U NewSV (T)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p € P) £
APm € msgs : Am.type = “2a” Afm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal[p]
AJveV:
A3Qe@Q.S C'{m e msgs:m.type = “1b°A | AQ € Q, S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€ @ :3AmeS : m.ace= a AYa€ @ :3AmeS : m.from=a
AVYmeS : m.maxVBal = -1 ASend([type — “2a”,
V3ce0..(b—1) : from — p.
AYm €S : mmazxVBal < ¢ bal — pBal|p].
Adm e S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S})])
Ph aseza ASend([type v “2a", bal — b, val — v])
AUNCHANGED {mazBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,

MazBSV(T) £ {te T : Vt2e T :
t2.slot = t.slot = t2.bal < t.bal}

o MazSV(T) £ {[slot + t.slot,

val — t.vall:t € MaxzBSV(T)}

PropSV(T) £ MaxSV(T)U NewSV (T)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p e P) =
APm € msgs : Am.type = “2a” APm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal[p]
AJveV:
A3Q e Q.S C'{m e msgs:m.type = “1b°A | AAQ € Q, S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€Q :3AmeS : m.ace=a AYa€eQ :3meS : m.from = a
AVYmeS : m.maxVBal = -1 ASend([type — “2a”,
V3ce0..(b—-1) : from — p.
AYm €S : mmazxVBal < ¢ bal +— pBal|p].
Adm € S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S§})])
Ph aseza ASend([type + “2a", bal — b, val — v])
AUNCHANGED {maxzBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,

MaxzBSV(T) £ {te T : Vt2e T :
t2.slot = t.slot = t2.bal < t.bal}
@ MazSV(T) £ {[slot + t.slot,
val — t.val]:t € MaxzBSV (T)}
UnusedS(T) £ {s€S: Ate T: t.slot = s}
NewSV(T) £ cnoose D C [slot :
UnusedS(T), val : ‘V]:¥Yd1,d2eD:
d1.slot = d2.slot = d1 = d2

PropSV(T) £ MaxSV(T)U NewSV (T)




Phaselb

Basic Paxos

Multi-Paxos

Phase2b(a € A) =
dm € msgs :
Am.type = “2a”

Am.bal > mazBal|a]
ASend([type +— “2b,

acc — a.

bal +— m.bal.

val — m.val))
AmazxBal' =
AmazVBal’ =

[mazVBal except ![a] =
AmazVal =

| maxzVal ExcepT ![a] =

m.bal]

m.val]

[mazBal excert ![a] =

m.bal]

Phase2b(a € A) =
dm € msgs :
Am.type = "2a”
Am.bal > aBal|a]
ASend([type — “2b7,
from +— a,
bal — m.bal,
propSV — m.propSV])
AaBal’ = [aBal except ![a] = m.bal]
AaVotgd" = [aVoted ExcepT ![a] =
U{[bal + m.bal, slot +— d.slot,
val +— d.val] : d € m.propSV'}
U{e € aVoted|a] :
Br € m.propSV :

e.slot = r.slot}]

AUNCHANGED ( pBal)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p € P) =
APm € msgs : Am.type = “2a” ABm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJv eV :
A3Q e Q.S C'{m e msgs:m.type = “1b°A | A3Q € Q.S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€Q :3AmeS : m.ace= a AYaeQ :3meS : m.from = a
AVYmeS : m.maxVBal = -1 ASend([type — “2a”,
V3ce0..(b—1) : from +— p.
AYm €S : mmazxVBal < ¢ bal v pBal|p].
Adm € S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S§})])
Ph asez d ASend([type + “2a", bal — b, val — v])
AUNCHANGED {maxzBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,

MazBSV(T) £ {te T : Vt2e T :
t2.slot = t.slot = t2.bal < t.bal}
o MazSV(T) £ {[slot > t.slot,
val »— t.val]:t € MaxzBSV (T)}
UnusedS(T) = {s€8S: Ate T: t.slot = s}
NewSV(T) £ cnoose D C [slot :
UnusedS(T). val : ‘V]:¥Ydl,d2€D:
d1.slot = d2.slot = d1 = d2

PropSV(T) £ MaxzSV(T)U NewSV (T)




Phaselb

Basic Paxos

Multi-Paxos

Phase2b(a € A) =
dm € msgs :
Am.type = "2a”
Am.bal > maxBal|a]
ASend([type — "2b”,
acc — a,
bal — m.bal,
val - m.vall)
AmazBal’ =
AmazVBal' =
[mazVBal excepr ![a] =
AmazVal' =
[mazVal except ![a] =

m.bal]

m.val]

[maxBal excepr ![a] =

m.bal]

Phase2b(a € A) =
dm € msgs :
Am.type = “2a”
Am.bal > aBal|a]
ASend([type — “2b7,
from +— a,
bal — m.bal,
propSV +— m.propSV])
/\aBal' |aBal except ![a] = m.bal]
/\aVot@l |aVoted ExceprT ![a] =
U{[bal + m.bal, slot +— d.slot,
val - d.val] : d € m.propSV'}
U{e € aVoted|a] :
Br € m.propSV :

e.slot = r.slot}]

AUNCHANGED ( pBal)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p € P) =
ABm € msgs : Am.type = “2a” ABm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJveV:
AAQ e Q.S C{m e msgs:m.type = “1b°’A | A3Q € Q.S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€ @ :3AmeS : m.ace=a AYaeQ :3meS : m.from = a
AVYmeS : m.mazxVBal = -1 ASend([type — “2a”,
V3ce0..(b—1) : from +— p.
AYm €S : mmazxVBal < ¢ bal — pBal[p].
Adm € S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S§})])
Ph aseza ASend([type v “2a", bal — b, val — v])
AUNCHANGED {mazBal, maxzVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,

MazBSV(T) & {te T : Vt2e T :
t2.slot = t.slot = t2.bal < t.bal}
o MazSV(T) £ {[slot +> t.slot,
val — t.val]:t € MaxzBSV(T)}
UnusedS(T) £ {s€S: fte T: t.slot = s}
NewSV(T) £ cuooste D C [slot :
UnusedS(T), val : ‘V]:¥Yd1,d2eD:
d1.slot = d2.slot = d1 = d2

PropSV(T) £ MaxSV(T)U NewSV (T)




Phaselb

Basic Paxos

Multi-Paxos

Phase2b(a € A) =
dm € msgs :
Amotype = “za”

Am.bal > mazBall|a]
/\Send([type = “2b”,

acc — a,

bal — m.bal.

val — m.val))
AmazxBal' =
AmazVBal' =

[mazVBal excepT ![a] =
AmazxVal' =

[mazVal except ![a] =

m.bal]

m.val]

[mazBal Excepr ![a] =

m.bal]

Phase2b(a € A) =
dm € msgs :
Am.type = "2a”
Am.bal > aBal|a]
ASend([type +— “2b7,
from — a,
bal — m.bal,
propSV +— m.propSV])
/\aBal’ |aBal excepr ![a] = m.bal]
/\aVot@l [aVoted ExcepT ![a] =
U{[bal + m.bal, slot +— d.slot,
val — d.val] : d € m.propSV'}
U{e € aVoted|a] :
Br € m.propSV :

e.slot = r.slot}]

AUNCHANGED { pBal)




Basic Paxos Multi-Paxos

Phase2a(b € B) = Phase2a(p € P) =
APm € msgs : Am.type = “2a” ABm € msgs : Am.type = “2a”
Am.bal = b Am.bal = pBal|p]
AJveV:
A3Q e Q.S C'{m e msgs:m.type = “1b°A | AAQ € Q, S C {m € msgs:m.type = “1b"A
m.bal = b} : m.bal = pBal[p]} :
AYa€ @ :3AmeS : m.acec= a AYa€ @ :3AmeS : m.from=a
AVYmeS : m.mazxVBal = -1 ASend([type +— “2a”,
V3ce0..(b—-1) : from +— p.
AYm €S : mmazxVBal < ¢ bal +— pBal|p].
Adm e S : (m.mazxVBal = ¢) propSV + PropSV (union
Am.mazVal = v {m.voted : m € S§})])
Ph asez ad ASend([type v “2a", bal — b, val — v])
AUNCHANGED {mazBal, maxVBal, maz Val) AUNCHANGED (pBal, aBal, aVoted)
where,

MazBSV(T) & {te T : Vt2e T :
t2.slot = t.slot = t2.bal < t.bal}
® MazSV(T) £ {[slot +> t.slot,
val ¥ t.val]:t € MaxzBSV (T)}
UnusedS(T) £ {s€S: Ate T: t.slot = s}
NewSV(T) £ cuooste D C [slot :
UnusedS(T), val : ‘V]:¥Ydl,d2€D:
d1.slot = d2.slot = d1 = d2

PropSV(T) £ MaxSV(T)U NewSV (T)




Verification

e Similar proof strategy and skeleton to Lamport et al.’s

2 . N " Invariants
Specification TopeOK
Phasela, Phaselb [—* i Safety: At most a single value is chosen for each slot
Phase2a, Phase2b el
e i il O  Msglv

® ierarchical proof by induction

Phasela ]< ove TypeOK
Phaselb Oroclny
Phase2a Msginv

Phase2b oe




Overview of Results

Single-value Paxos Multi-Paxos Multi-Paxos w/ Preemption
Metric
Value Value Increase Value Increase
Specification size 52 05 6% 74 35%
Proof size 310 787 154% 831 6%
No. of obligations 239 779 226% 825 6%
Proof check time(s) 16 58 3% 10 90%

e Increase in proof parameters for Multi-Paxos due to complications due to vectors
e Conflated increase in proof check time for Multi-Paxos w/Preemption due to a new library import




Can we do better?

e Can the Specification be even more high-level?

e Can the Invariants be made to more easily follow from the specification?




Can we do better?

e Can the Specification be even more high-level?

e Can the Invariants be made to more easily follow from the specification?

Use History Variables!!!
O




Simpler Specifications

and

Easier Proofs

using

History Variables:




Contributions

e Demonstrate a Systematic Style to write specifications of distributed
algorithms using message history variables - sent and received (in TLA+).

e A Method to systematically derive important invariants of the algorithm.

e Case studies:
o  Single-value Paxos for single-value consensus by Lamport et al. [1]

o  Multi-Paxos for multi-value consensus by Chand at al. [2&
o  Multi-Paxos with preemption by Chand at al. [2]

[1] Lamport, L., Merz, S., Doligez, D. Paxos.tla. github.com/tlaplus/vi-tlapm/blob/master/examples/paxos/Paxos.tla
[2] Chand, S., Liu, Y. A,, and Stoller, S. D. Formal verification of multi-paxos for distributed consensus. In FM 2016: Formal

Methods: 21st International Symposium, pages 119-136. Springer, 2016




Results

Basic Paxos Multi-Paxos Multi-Paxos w/ Preemption
Metric
Lam Us Decr Cha Us Decr Cha Us Decr
Specification size 52 39 25% o 42 24% 74 52 30%
Proof size 310 227 27% 787 520 34% 831 538 35%
No. of invariants 15 5~ 60% 16 7P 50% 17 A 53%
Proof check time(s) | 16 12 25% 58 28 52% 110 30 73%

Lam: Lamport et al. [1], Cha: Chand et al. [2], Us: Using History Variables only, Decr: percentage of decrease.
e




History and Derived Variables

History Variables: sent and received messages




History and Derived Variables

' History Variables: sent and received messages

Derived Variables: Local data maintained by

processes for efficient computation.



History and Derived Variables

History Variables: sent and received messages

Derived Variables: Local data maintained by

processes for efficient computation.

e BUT, local data is updated upon receiving some set of messages

e Thus, derived variables are functions of history variables
e SO, write specifications using history variables only



Specification of Basic Paxos

Phase 1a. A proposer selects a proposal number ) and sends a 1a
request with number b to a majority of acceptors.

Lamport et al.’s Using sent only

Phasela(b € B) £ Phasela(b € B) £

AR m € sent : (m.type = “1a”) A (m.bal = b)

ASend(|type — “1a”, bal — b)) dend([type — “1a”, bal — b))
AUNCHANGED { maxVBal, maxBal, maxVal)




Phase 1b. If an acceptor receives a 1a request with number bal greater than
that of any 1a request to which it has already responded, then it responds to
the request with a promise not to accept any more proposals numbered less
than bal and with the highest-numbered proposal (if any) that it has accepted.
Lamport et al.’s Using sent only
Phaselb(a € A) £ Phaselb(a € A) £
dm € sent : dm € sent, r € max_prop(a) :
Am.type = “1a” Am.type = “1a”
Am.bal > mazBal|a AY m2 € sent : m2.type € {"1b”, "2b"}A
m2.acc = a = m.bal > m2.bal
ASend(|type — “1b”, ASend(|type — “1b”,
acc — a, bal — m.bal, acc — a, bal — m.bal,
maxVBal — maxVBal|a], mazxVBal — 7r.bal,
maz Val — mazVal|a)]) mazx Val +— r.vgl])
AmazBal" = 2bs(a) £ {m € sent:m.type = “2b” A m.acc = a)
| mazBal exceprT !|a| = m.bal] maz_prop(a) =
AUNCHANGED { maxVBal, maxVal) | 1F 2bs(a) = @ THEN {|bal > —1, val — L]}
ELSE{m € 2bs(a):Ym2 € 2bs(a): m.bal > m2.bal}




Phase 2a. If the proposer receives a response to its 1a requests (numbered
b) from a majority of acceptors, then it sends a 2a request to each of those
acceptors for a proposal numbered b with a value v, where v is the value of
the highest-numbered proposal among the 1b responses, or is any value if the

responses reported no proposals.

Lamport et al.’s

Using sent only

Phase2a(b € B) £
ABm € sent : m.type = “2a” A m.bal = b
AdveV,Q e€@Q,S € {m e sent:
m.type = “1b" A m.bal = b} :
AYa€ QQ:dAme S :m.acc = a
AVYmeS:m.marVBal = -1
vdece0..(b-1):
AYm €8 :m.maxVBal < ¢
Adm € S : Am.mazVBal = ¢
Am.maxVal = v
ASend(|type +— “2a”, bal +— b, val — v))
AUNCHANGED ( maxBal, maxVBal,
max Val )

Phase2a(b € B) £
ABm € sent : m.type = “2a” A m.bal = b
AJveV, Qe S C {me sent:
m.type = “1b” A m.bal = b} :
AVae Q:dAmeS:m.acc=a
AVYmEeS:m.maxVBal = -1
vVdce0..(b-1):
/\% m € S : m.maxVBal < ¢
Adm € S : Am.maxVBal = ¢
Am.mazxVal = v
ASend(|type +— “2a”, bal — b, val — v])




Phase 2b. If an acceptor receives a 2a request for a proposal numbered bal, it
accepts the proposal unless it has already responded to a 1a request having a
number greater than bal.

Lamport et al.’s Using sent only
Phase2b(a € A) £ Phase2b(a € A) £
dm € sent : dm € sent :
Am.type = “2a” Am.type = “2a”
Am.bal > maxBal|a] AY m2 € sent:m2.type € {"1b","2b"} A
m2.acc = a = m.bal > m2.bal
ASend(|type — “2b”, acc — a, ASend([type — “2b”, ace - a,
bal — m.bal, val — m.val)) baé — m.bal, val — m.val))
AmazBal’ = |maxBal excepet !|a| = m.bal]
AmazVBal’" = |maxVBal Except !|a]| = m.bal]
AmazxVal" = |maxVal ExceprT !|a] = m.val]




Phase 1b. If an acceptor receives a 1a request with number bal greater than
that of any 1a request to which it has already responded, then it responds to
the request with a promise not to accept any more proposals numbered less
than bal and with the highest-numbered proposal (if any) that it has accepted.
Lamport et al.’s Using sent only
Phaselb(a € A) £ Phaselb(a € A) =
dm € sent : dm € sent, r € max_prop(a) :
Am.type = "1a” Am.type = "1a”
Am.bal > maxBal|a] AY m2 € sent : m2.type € {"1b”, "2b"} A
m2.acc = a = m.bal > m2.bal
ASend(|type — “1b”, ASend(| type +— “1b7,
acc — a, bal — m.bal, acc — a, bal — m.bal,
maxVBal — maxVBal|a), mazxzVBal — 7r.bal,
maz Val — mazVal|a)]) mazx Val 7'.1)31])
AmazBal" = 2bs(a) = {m € sent:m.type = “2b” A m.acc = a)
| mazBal exceprT !|a| = m.bal] maz_prop(a) =
AUNCHANGED { maxVBal, maxVal) | 1F 2bs(a) = @ THEN {|bal > —1, val — L]}
ELSE{m € 2bs(a):VYm2 € 2bs(a): m.bal > m2.bal}




Invariants

Type Invariants
Validating type of all Variables
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Invariants

Type Invariants
Validating type of all Variables

Message Invariants
Defined on History Variables |
Process Invariants

Defined on Derived Variables
M

Advantages with History Variables:
1) No derived variables = Fewer invariants (~50% fewer in our case studies)
2) Systematically derive message invariants (Could derive all but 1 in our case studies)



3-Step Method for deriving Message Invariants

Reply. Upon recelving
a request numbered n., a

1. Increment

a. Look at the increment made to sent by an action . :
process replies with an ac-

knowledgement with the
same number n.
Reply(p € P) £
dm € sent :
A Recewve(m. p)
o Am.type = “req’
ASend(|type — “ack”,
reqnum — m.reqnum.
to — m.from))




3-Step Method for Deriving Message Invariants

Reply. Upon receiving
a request numbered n., a

1. Increment

m Look at the increment made to sent by an action " )
process replies with an ac-

2. Analyze knowledgement with the
m Analyze and connect the contents of msg and the same number 7.

body of the action Reply(p c P) Py

¢(msg)= 4 m € sent: dm € sent
m.type = “req” /A A Receive(m, p)
msg.reqnum = m.reqgnum /\ o Am.type = “req”
msg.to = m.from A Send([type — “ack’”.

reqnum — m.reqnuim,
to — m.from]|)




3-Step Method for Deriving Message Invariants

1. Increment
m Look at the increment made to sent by an action

2. Analyze

m Analyze and connect the contents of msg and the body of the action

3. Assimilate
m Use the properties found in step 2 to derive an invariant:

MsginvAcc ¢ V msg € sent. msg.type 5 “ack” = ¢(msg)

¢(msg) = IAm € sent: m.type = “req” A\ msg.to = m.from A\ msg.reqgnum =
m.reqgnum




2b Message Invariant

Phase2b(a € A) =

dm € sent : V' msg € sent. msg.type = “2b” =
Am.type = “2a” IAm € sent:
AY m2 € sent:m2.type € {“1b",“2b"}A  =mmmp A m.type = “2a”

m2.acc = a = m.bal > m2.bal A\ msg.bal = m.bal
ASend(|type — “2b”, acc — a, A\ msg.val = m.val

bal — m.bal, val — m.vall) O




2a Message Invariant

Phase2a(b € B) =

AY m € sent : m.type = “2a” = m.bal # b
AJv eV, Qe S C {me sent :

m.type = “1b” A m.bal = b} : V' msg € sent. msg.type = “2a” =
AVa€ Q:dmeS:m.acc=a Ym € sent
AVYm €S :mmazrVBal = -1 = A m.type = “2a”
vdece0..(b-1): A\ msg.bal = m.bal
AYm €S :m.maxVBal < ¢ = msg =m
Adm € S : Am.maxVBal = ¢ 0

Am.mazxVal = v
ASend(|type — “2a”, bal v b, val — v])




1b Message Invariant

Phaselb(a € A) =

dm € sent, r € max_prop(a) :

Am.type = “1a”

AY m2 € sent : m2.type € {"1b”, "2b"} A

m2.acc = a = m.bal > m2.bal V' msg € sent. msg.type = “1b” =
ASend([type — "1b", V msg.maxVBal = -1

acc — a, bal — m.bal, - V Im € sent:

maxVBal — 7‘.bal, /\ m.type - “2b”

maxVal v r.vall)

A\ msg.acc = m.acc

I'A msg.maxVBal = m.bal

2bs(a) = {m € sent:m.type = “2b” A m.acc = a
A\ msg.maxVal = m.val

mazx_prop(a) =

IF 2bs(a) = @ THEN {|bal — —1, val — 1]}
ELSE {m € 2bs(a):Vm2 € 2bs(a): m.bal > m2.bal}




1b Message Invariant using max

Phaselb(a € A) =

dm € sent, r € max_prop(a) :

Am.type = “1a”

AY m2 € sent : m2.type € {"1b”, "2b"} A

m2.acc = a = m.bal > m2.bal V' msg € sent. msg.type = “1b” =
ASend([type — “1b", V b2 € (msg.maxVBal, msg.bal):

acc — a, bal — m.bal, — m € sent:

maxVBal — r.bal, A m.type = “2b”

maxVal — r.vall) /\ msg.acc = m.acc

O A mbal=b2

2bs(a) = {m € sent:m.type = “2b” A m.acc = a)
max_prop(a) =
IF 2bs(a) = O THEN {|bal — —1, val — L]}

ELSE{m € 2bs(a):Vm2 € 2bs(a). m.bal > m?2.bal}



1b Message Invariant

Phaselb(a € A) =

dm € sent, r € maxr_prop(a) :

Am.type = “1a”

AY m2 € sent : m2.type € {"1b”, "2b"} A

m2.acc = a = m.bal > m2.bal V' msg € sent. msg.type = “1b” =
ASend([type — “1b7, V msg.maxVBal = -1

acc v~ a, bal — m.bal, - V Im € sent

mazVBal — 7'.bal, /\ m.type - “2b”

maxVal v~ r.vall)

A\ msg.acc = m.acc

A msg.maxVBal = m.bal

2bs m € sent:m.type = “2b” A m.acc = a
A\ msg.maxVal = m.val

max_prop(a) =

iF 2bs(a) = @ THEN {|bal — —1, val — 1]}

ELSE {m € 2bs(a):Vm2 € 2bs(a): m.bal > m2.bal}




1b Message Invariant using max

Phaselb(a € A) =

dm € sent, r € max_prop(a) :

Am.type = “1a”

AY m2 € sent : m2.type € {"1b", "2b"} A

m2.acc = a = m.bal > m2.bal V' msg € sent. msg.type = “1b” =
ASend([type — “1b", V b2 € (msg.maxVBal, msg.bal):

acc — a, bal — m.bal, ‘ m € sent:

maxVBal — r.bal, A m.type = “2b”

maxVal — r.vall) /\ msg.acc = m.acc

O A mbal=b2

2bs(a) = {m € sent:m.type = “2b” A m.acc = a)
mazx_prop(a) =
IF 2bs(a) = O THEN {|bal — —1, val — 1]}

ELSE{m € 2bs(a):Vm2 € 2bs(a). m.bal > m?2.bal}



Summary

e Distributed systems are complex and difficult to reason about.
e Distributed consensus is a fundamental problem and Paxos is a well-known

algorithm for it.
e We discussed a formal specification and safety proof of multi-value Paxos in

TLA+ and TLAPS respectively.
e We discussed a systematic method that uses history variables to specify and

verify distributed algorithms.




1b Message Invariant using max

Phaselb(a € A) =

dm € sent, r € max_prop(a) :

Am.type = “1a”

AY m2 € sent : m2.type € {"1b”, "2b"} A

m2.acc = a = m.bal > m2.bal V' msg € sent. msg.type = “1b” =
ASend([type — “1b", V b2 € (msg.maxVBal, msg.bal):

acc — a, bal — m.bal, - m € sent:

maxVBal — 7r.bal, A m.type = “2b”

maxVal — r.vall) /\ msg.acc = m.acc

O A mbal=b2

2bs(a) = {m € sent:m.type = “2b” A m.acc = a)
mazx_prop(a) =
IF 2bs(a) = O THEN {|bal — —1, val — L]}

ELSE{m € 2bs(a):Vm2 € 2bs(a). m.bal > m2.bal}



Summary

e Distributed systems are complex and difficult to reason about.
e Distributed consensus is a fundamental problem and Paxos is a well-known

algorithm for it.
e We discussed a formal specification and safety proof of multi-value Paxos in

TLA+ and TLAPS respectively.
e We discussed a systematic method that uses history variables to specify and

verify distributed algorithms.
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& MultiPaxos [ MultiPaxos.tla ] ]l mmmmmeccccccc e m e ———— MODULE MultiPax0s -=-===--cecececccce e e e e e e A

@ MultiPaxosCha [ MultiPaxosCt 2 (***************************************************************************)
- : . . S Sin'a - - Unknown operator: "tick’.
@ MultiPaxosUs_1 [ MultiPaxosU 3 (* This is a TLA+ specification and machine checked proof of the *)
v & MultiPaxosUs [ MultiPaxosUs.t 4 (* MultiPaxos Consensus algorithm. *) TLA+ Parser Error )
v B modules 5 (***************************************************************************) line 125, col 20 to line 125, col 23 of module
¢ FiniteSets & EXTENDS Integers, TLAPS
¥ MultiPaxosUs 7 CONSTANTS Acceptors, Values, Quorums, Proposers Unknown operator: tick'
' TLAPS 8 ASSUME QuorumAssumption == Quorums \subseteq SUBSET Acceptors /\ \A Q1, Q2 \in Quorur LA Parcar Ercor 2
v £ models 9 VARIABLES msgs, \* Set of sent messages . . line 125, col 12 to line 125, col 15 of module N
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& PaxosCopy [ PaxosCopytla] | 11 aBal, \* For each acceptor, the highest ballot seen by it. Unksiown opatator: “ick
@ PaxosHistVarNFM18 [ PaxosH =~ 12 pBal \* Current ballot being run by proposers
P TLA+ Parser Error 2
& PaxosLam [ PaxosLam.tla | 13
14 Ballots == Nat line 126, col 92 to line 126, col 97 of module
15 Slots == Nat :
16 vars == <<msgs, aVoted, aBal, pBal>> Unknown operator: ‘mc_log"
17 Send(m) == msgs' = msgs \cup {m} TLA+ Parser Error £
18 line 127, col 20 to line 127, col 25 of module
19 (*********************#***#****‘k**#’***#****‘k********************************)
20 (* Phase 1la: Executed by a proposer, it selects a ballot number on which *) Unknown operator: ‘mc_log’.
21 (* Phase 1a has never been initiated. This number is sent to any set of *) ”
& g 3 N " TLA+ Parser Error 2
22 (* acceptors which contains at least one quorum from Quorums. Trivially it *) B 15 o 8 4 e T30 cof 284 ot N
23 (* can be broadcasted to all Acceptors. For safety, any subset of *) e e e il
24 (* Acceptors would suffice. For liveness, a subset containing at least one *) .
& : * Unknown operator: ‘'mc_log".
25 (* Quorum is needed. )
26 (***************************************************************************) TLA+ Parser Error s
27 Phasela(p) == \E b \in Ballots: line 128, col 46 to line 128, col 49 of module N
28 /\ pBal' = [pBal EXCEPT![p] = b]
29 /\ Send(ltvoe |-> "1a". from |-> n. bal |-> b1) X Unknown operator: ‘tick’.
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| Spec Explorer =% 7 7 O & PaxosHistVarNFM18 = e
2 AIMD [ AIMD tla ] CA\Users\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module
UMultiPaxos[MultiPaxos.tla] 130 (**'*************************************************************************) o,
@ MultiPaxosCha [ MultiPaxosCha.tla | 131 (* WontVoteIn(a, b) is a predicate that implies that a has not voted and *)
@ MultiPaxosUs_1 [ MultiPaxosUs.tla ] 132 (* never will vote in ballot b. =)
1-3MultiPaxosUs[MultiPaxosUs.tla] 133 (***************************************************************************)
& PaxosCopy [ PaxosCopy.tla ] 134 WontVoteIn(a, b) == /\ \A v \in Values : ~ VotedForIn(a, v, b)
| v i3 PaxosHistVarNFM18 [ PaxosHistVarNFM | 135 /\ \E m \in sent: m.type \in {"1b", "2b"} /\ m.acc = a /\ m.bal > b
v B modules 136
'Naturalslnduction 137 (******#**#********ﬁ***********t**#********#**#********#********************)
! PaxosHistVarNFM18 138 (* The predicate SafeAt(v, b) implies that no value other than perhaps v *)
* TLAPS 139 (* has been or ever will be chosen in any ballot numbered less than b. *)
= models 149 (******************#***********************#********************************)
3 PaxosLam [ PaxosLam.tla ] ISWSafeAt(v, b) ==
iyl \A b2 \in @..(b-1) :
143 \E Q \in Quorums
144 \A a \in Q : VotedForIn(a, v, b2) \/ WontVoteIn(a, b2)
145
146 MsgInv ==
147 \A m \in sent :
148 /\ m.type = "1b" => /\ VotedForIn(m.acc, m.maxVal, m.maxvVBal) \/ m.maxvBal = -1
149 /\ \A b \in m.maxvBal+1l..m.bal-1: ~\E v \in Values: VotedForIn(m.acc, v, b)
150 /\ m.type = "2a" => /\ SafeAt(m.val, m.bal)
151 /\ \A m2 \in sent : (m2.type = "2a" /\ m2.bal = m.bal) => m2 =m
152 /\ m.type = "2b" => \E m2 \in sent : /\ m2.type = "23a"
153 /\ m2.bal = m.bal
154 /\ m2.val = m.val
155
156 Inv == TypeOK /\ MsgInv
157
158 (******************#****#********##***********************************#*****) v
< > < >
141 - 1 | Spec Status : Igarsed
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| & Spec Explorer 4% 7 7 O g PaxosHistVarNFM18 # G
2 AIMD [ AIMDtla ] CAUsers\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
G MC[MCtla] TLA Module
& MultiPaxos [ MultiPaxos.tla ] igé (ko ook ook ok ook ok ok ok R R K R R R R R R Rk ok ok sk sk ok ook ok ook ok ook ok ok ) A
S Muthaxostha | MiltEavasthaiis] 131 (* WontVoteIn(a, b) is a predicate that implies that a has not voted and *)
& MultiPaxosUs_1 [ MultiPaxosUs.tla ] 132 (* never will vote in ballot b. *)
& MultiPaxosUs [ MultiPaxosUs.tla | 133 (***************************************************************************)
S EaxostCopy [ PasosCopyitia ] 134 WontVoteIn(a, b) == /\ \A v \in Vvalues : ~ VotedForIn(a, v, b)
| ¥ RO ENANEMIB L BRI 135 /\ \E m \in sent: m.type \in {"1b", "2b"} /\ m.acc = a /\ m.bal > b
v modules 136
Naturalsinduction 137 (CHFErRRstkkokok ook ok ok ok kR ok Rk ok R ok ok ok ok ok )
S PO IEtRaNEMIE 138 (* The predicate SafeAt(v, b) implies that no value other than perhaps v *)
i 139 (* has been or ever will be chosen in any ballot numbered less than b. *)
= mOdQ'S 146 (#Ni*******#********A**#-\k*'—*************ﬁ*******#***********#***!ﬁ*******#***ﬁ*)
9 PaxosLam [ PaxosLam.tla ] 141 SafeAt(v, b) ==
142  \A b2 \in @..(b-1) :
143 \E Q \in Quorums :
144 \A a \in Q : VotedForIngf, v, b2) \/ WontVoteIn(a, b2)
145
146 MsgInv ==
147 \A m \in sent :
148 /\ m.type = "1b" => /\ VotedForIn(m.acc, m.maxVal, m.maxvBal) \/ m.maxvBal = -1
149 /\ \A b \in m.maxvBal+l..m.bal-1: ~\E v \in Values: VotedForIn(m.acc, v, b)
150 /\ m.type = "2a" => /\ SafeAt(m.val, m.bal)
151 /\ \A m2 \in sent : (m2.type = "23a" /\ m2.bal = m.bal) => m2 =m
152 /\ m.type = "2b" => \E m2 \in sent : /\ m2.type = "2a"
153 /\ m2.bal = m.bal
154 /\ m2.val = m.,val
155
156 Inv == TypeOK /\ MsgInv
I( > < ) >
145 - 1 | Spec Status : IGarsed
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| & Spec Explorer 4% 7 7 U lg PaxosHistVarNFM18 G
2 AIMD [ AIMD tla ] CAUsers\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module

546°<L>3. QEU
347 BY <1>1, <1>2, PTL DEF Spec

348

349-THEOREM Consistent == Spec => []Consistency
350 <1> USE DEF Ballots

351

3 MultiPaxos [ MultiPaxos.tla ]
2 MultiPaxosCha [ MultiPaxosCha.tla |
& MultiPaxosUs_1 [ MultiPaxosUs.tla ]
& MultiPaxosUs [ MultiPaxosUs.tla |
2 PaxosCopy [ PaxosCopy.tla ]
v = PaxosHistVarNFM18 [ PaxosHistVarNFM

v B modules <1>1. Inv => Consistency

<2> SUFFICES ASSUME Inv,

w N

Naturalsinduction

PaxosHistVarNEM18 4 NEW v1 \?n Values, NEW v2 \%n Values,
TLAPS 5 NEW bl \in Ballots, NEW b2 \in Ballots,
= models ChosenIn(vl, bl), ChosenIn(v2, b2),

~J

bl =< b2
PRO\IE vl = v2
BY DEF Consistency, Chosen
360« <2>1. CASE bl = b2

3 PaxoslLam [ PaxosLlam.tla ]

W W w wwwwuw
(U2 IR 2 BELGa BT B 2 B G 2 BV BT g )
Qo (03]

O

361 BY <2>1, VotedOnce, QuorumAssumption, SMTT(1@00) DEF ChosenIn, Inv

362- <2>2. CASE bl < bp

363 <3>1. SafeAt(v2, b2)

364 BY VotedInv, QuorumAssumption DEF ChosenIn, Inv

365¢ <3>2. PICK Q2 \in Quorums :

366 \A a \in Q2 : VotedForIn(a, v2, bl) \/ WontVoteIn(a, bl)

367 BY <3>1, <2>2 DEF SafeAt

368-¢ <3>3. PICK Q1 \in Quorums : \A a \in Q1 : VotedForIn(a, vi, bl)

369 BY DEF ChosenlIn

370" <3>4. QED

371 BY <3>2, <3>3, QuorumAssumption, VotedOnce, Z3 DEF WontVoteIn, Inv

372°  <2>3. QED

373 BY <2>1, <2>2

374 v
[ € > < >
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|15 Spec Explorer =% 7 7 U g PaxosHistVarNFM 18 & aera
| ® AIMD [ AIMD.tla ] CAUsers\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module
@ MultiPaxos [ MultiPaxos.tla | R e A
3 MultiPaxosCha [ MultiPaxosCha.tIa] 172 (#*##*#’:f*******##**#****#ﬁ-&'(##**—é’-’:‘*****vﬁ*J:'-**#-V"******#CA‘:'-**’:f****#-‘iﬂ*#*##*#*ﬁ##*vﬁ)
@ MultiPaxosUs_1 [ MultiPaxosUs.tla ] 173 (* The following lemma shows that (the invariant implies that) the *)
@ MultiPaxosUs [ MultiPaxosUs.tla | 174 (* predicate SafeAt(v, b) is stable, meaning that once it becomes true, it *)
© PaxosCopy [ PaxosCopy.tla ] 175 (* remains true throughout the rest of the excecution. *)
| v & PaxosHistVarNFM18 [ PaxosHistVarNFM 176 (;:**-#:4-*-#** o e T o S T S e e S S S S o S q'w:ﬂrwmr*)
v B modules 177-LEMMA SafeAtStable == Inv /\ Next =>
Naturalsinduction 178 \A v \in Values, b \in Ballots:
PaxosHistVarNFM18 179 SafeAt(v, b) => SafeAt(v, b)'
TLAPS 180-<1> SUFFICES ASSUME Inv, Next,
= models 181 I NEW v \in Values, NEW b \in Ballots, SafeAt(v, b)

& PaxosLam [ PaxosLam.tla ] 182 PROVE SafeAt(v, b)'

183 OBVIOUS

184 <1> USE DEF Send, Inv, Ballots

185 <1> USE TRUE /\ TRUE

186-<1>1. ASSUME NEW bb \in Ballots, Phasela(bb)

187 PROVE SafeAt(v, b)’

188 BY <1>1, SMT DEF SafeAt, Phasela, VotedForIn, WontVoteln

189-<1>2. ASSUME NEW a \in Acceptors, Phaselb(a)

190 PROVE SafeAt(v, b)’

191  BY <1>2, QuorumAssumption, SMTT(60) DEF TypeOK, SafeAt, WontVoteIn, VotedForIn, Phaselb
192-<1>3. ASSUME NEW bb \in Ballots, Phase2a(bb)

193 PROVE SafeAt(v, b)’

194  BY <1>3, QuorumAssumption, SMT DEF TypeOK, SafeAt, WontVoteIn, VotedForIn, Phase2a

195-<1>4. ASSUME NEW a \in Acceptors, Phase2b(a)

196 PROVE SafeAt(v, b)’

197 <2>1. PICK m \in sent : Phase2b(a)!(m)

198 BY <1>4 DEF Phase2b

199- <2>2 \A aa \in Acceptors, bb \in Ballots, vv \in Values : v
[ € > < >

150 : 7 | Spec Status : [IBaread
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i Spec Explorer =% 7 7 U g PaxosHistVarNFM18 @ s '
& AIMD [ AIMD tla ] CA\Users\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module
3 MultiPaxos [ MultiPaxos.tla | 211+ <3>. QED >
& MultiPaxosCha [ MultiPaxosCha.tla ] 212 BY <2>1, <2>2, <2>4, <3>2, <3>3 DEF Phase2b, VotedForIn, WontVoteIn, TypeOK, Messages, Send
@ MultiPaxosUs_1 [ MultiPaxosUs.tla ] 213~ <2>5 \A aa \in Acceptors, bb \in Ballots : WontVoteIn(aa, bb) => WontVoteIn(aa, bb)'
& MultiPaxosUs [ MultiPaxosUs.tla | 214 BY <2>4, <2>1 DEF WontVoteIn, Send
2 PaxosCopy [ PaxosCopy.tla | 215« <2> QED
| v i PaxosHistVarNFM18 [ PaxosHistVarNFM = 51 ¢ BY <2>2, <2>5, QuorumAssumption DEF SafeAt
v B modules 217
Naturalsinduction 218-<1>5. QED
| PaxosHistVarNFM18 219 BY <1>1, <1>2, <1>3, <1>4 DEF Next
¥ TLAPS 220
= models PPERTHEOREM Invariant == Spec => []Inv

& Paxoslam [ Paxoslam.tla ] 222 <1> USE DEF Ballots, last voted
223-<1>1. Init => Inv
224 BY DEF Init, Inv, TypeOK, MsgInv, VotedForlIn
225-<1>2. Inv /\ [Next]_vars => Inv'
226~ <2> SUFFICES ASSUME Inv, Next
227 PROVE Inv'
228 BY DEF vars, Inv, TypeOK, MsgInv, VotedForIn, SafeAt, WontVoteln
229 <2> USE DEF Inv
230°  <2>1. TypeOK'

231 <3>1. ASSUME NEW b \in Ballots, Phasela(b) PROVE TypeOK'
232 BY <3>1 DEF TypeOK, Phasela, Send, Messages
233¢ <3>2. ASSUME NEW b \in Ballots, Phase2a(b) PROVE TypeOK'
234~ <4>1. PICK v \in Values :
235 Send([type |-> "2a", bal |-> b, val |-> v])
236 BY <3>2 DEF Phase2a
237¢ <4>. QED
238 BY <4>1 DEF TypeOK, Send, Messages
|( S 720 : /2\2 ACCIIME NMELI o \in ArrantAanc Dhacalh/a\ DDNAVE Tunanv' < 24
221:35 | Spec Status : [ENBArSed
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| Spec Explorer =% 7 7 B & PaxosHistVarNFM18 =
| @ AIMD [ AIMD.tla ] CA\Users\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC [MCtla] TLA Module
1-3MultiPaxos[MultiPaxos.!la] 250 ~ovoLeEuroran mm.aLe, v, C) =2 ~ voLeEurvrtanimm.doe, v, L) A
& MultiPaxosCha [ MultiPaxosChatla ] 339 BY DEF Send, VotedForIn, MsgInv, TypeOK, Messages
@ MultiPaxosUs_1 [ MultiPaxosUs.tla ] S0 4. QED
@ MultiPaxosUs [ MultiPaxosUs.tla ] 341 BY <4>1, <4>2, SafeAtStable, <2>1 DEF MsgInv, Send, TypeOK, Messages
5 PaxosCopy [ PaxosCopy.tla ] a2 $3352 Q0
v i PaxosHistVarNFM18 [ PaxosHistVarNEM |~ BY <3>1, <3>2, <3>3, <3>4 DEF Next
B e 344+ <2>4. QED
Naturalsinduction 345 BY <2>1, <2>3 DEF Inv
PaxosHistVarNFM18 346°51aoIQED
e 347  BY <1>1, <1>2, PTL DEF Spec
= models 48 . ’
& Pioat arii | Paostamtis) 349-THEOREM Consistent == Spec => []Consistency
350 <1> USE DEF Ballots
351
352-<1>1. Inv => Consistency
353 <2> SUFFICES ASSUME Inv,
354 NEW vl \in Values, NEW v2 \in Values,
355 NEW bl \in Ballots, NEW b2 \in Ballots,
356 ChosenIn(vl, bl), ChosenlIn(v2, b2),
357 bl =< b2
358 PROVE vl = v2
359 BY DEF Consistency, Chosen

360 <2>1. CASE bl = b2

361 BY <2>1, VotedOnce, QuorumAssumption, SMTT(10@) DEF ChosenIn, Inv

362- <2>2. CASE bl < b2

363¢ <3>1. SafeAt(v2, b2)

364 BY VotedInv, QuorumAssumption DEF ChosenIn, Inv

365¢ <3>2. PICK Q2 \in Quorums :

366 \A a \in Q2 : VotedForIn(a, v2, bl) \/ WontVoteIn(a, bl) 5
£ > < - >

221:35
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| % Spec Explorer =% 7 7 B g PaxosHistVarNFM18 G
2 AIMD [ AIMD tla ] CAUsers\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module

i MultiPaxos [ MultiPaxos.tla |
2 MultiPaxosCha [ MultiPaxosCha.tla ]
3 MultiPaxosUs_1 [ MultiPaxosUs.tla ]

349- THEOREM Consistent == Spec => []Consistency
350 <1> USE DEF Ballots

:L-JMultiPaxosUs[MultiPaxosUs.tla] 22:12 <1>1. Inv => Consistency
S PoxasCopy [ PaxosCopy.tia ] 353-  <2> SUFFICES ASSUME Inv,
v = PaxosHistVarNFM18 [ PaxosHistVarNFM 354 NEW v1 \in Values, NEW v2 \in Values,
Yo o ees | 355 NEW bl \in Ballots, NEW b2 \in Ballots,
Neiursisinducion 356 ChosenIn(vl, bl), ChosenIn(v2, b2),
PaxosHistVarNFM18 357 bl =< b2
L 358 PROVE V1 = V2

Rmocks 359 BY DEF Consistency, Chosen

3 Paxoslam [ PaxosLam.tla ] 360 <251. CASE bl = b2
361 BY <2>1, VotedOnce, QuorumAssumption, SMTT(1@@) DEF ChosenIn, Inv
362- <2>2. CASE bl < b2
363¢ <3>1. SafeAt(v2, b2)
364 BY VotedInv, QuorumAssumption DEF ChosenIn, Inv
365¢ <3>2. PICK Q2 \in Quorums :
366 \A a \in Q2 : VotedForIn(a, v2, bl) \/ WontVoteIn(a, bl)
367 BY <3>1, <2>2 DEF SafeAt
368~ <3>3. PICK Q1 \in Quorums : \A a \in Q1 : VotedForIn(a, vi, bl)
369 BY DEF Chosenln
370¢ <3>4. QED
371 BY <3>2, <3>3, QuorumAssumption, VotedOnce, Z3 DEF WontVotelIn, Inv
372« <2>3. QED
373 BY <2>1, <2>2 I
374
375-<1>2. QED
376  BY Invariant, <1>1, PTL v

< > <
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Spec Explorer = % 7 7 B g PaxosHistVarNFM18 = M |
| ® AIMD [ AIMD.tla ] CAUsers\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla

G MC[MCtla] TLA Module

@ MultiPaxos [ MultiPaxos.tla ] shtisasudaich o S =

67 /\ ~ \E m \in sent : (m.type = "2a") /\ (m.bal = b)

= MutiPaxosCha | MistiPaxastha tla ] 68 /\ \E v \in values, Q \in Quorums, S \in SUBSET {m \in sent : m.type = "1b" /\ m.bal = b}:

3 MultiPaxosUs_1 [ MultiPaxosUs.tla ]

B e 69 /A \Ma\in Q : \Em\in S : m.acc = a
. p*"g“”(i "g‘”ij;'a 70 /A \/ \Am \in S : m.maxVBal = -1
. G Niﬁiaizxa HistVarNEM VN € adnBeufD-d) *
jv :T;sla’ ISR 72 /A \Am \in S : m.maxVBal =< ¢
& modules | 73 /\ \E m\in S : /\ m.maxvBal = ¢
Naturalsinduction
S 74 /\ m.maxval = v
. 75 /\ Send([type |-> "2a", bal |-> b, val |-> v])
TLAPS 76
= models

77 (************x******************************:g******************************)

w pepsam [ Prostan e 78 (* Phase 2b: If an acceptor receives a 2a mes3age for a ballot numbered *)

79 (* b, it votes for the message's value in ballot b unless it has already *)
80 (* responded to a 1la request for a ballot number greater than or equal to *)
81 .(* b. *)
82 (**#*###**#**##**#***##*t##**ﬁ*#**#**##**#*##*#####**#*#*##*###**#*#**#*####)
83 Phase2b(a) ==

84 \E m \in sent :

85 /\ m.type = "2a"
86 /\ \A m2 \in sent: m2.type \in {"1b", "2b"} /\ m2.acc = a => m.bal >= m2.bal
87 /\ Send([type |-> "2b", bal |-> m.bal, val |-> m.val, acc |-> a])
88
89 Next == \/ \E b \in Ballots : Phasela(b) \/ Phase2a(b)
90 \/ \E a \in Acceptors : Phaselb(a) \/ Phase2b(a)
91
92 Spec == Init /\ [][Next]_vars
-
94 (#***#*##****##**#****#**##**?****#*#t***#*##***####*****##**##**?*#**’é\'**#**)
i‘ g — gy . — o "
361:17 | Spec Status : ENGBaread
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|1 Spec Explorer =% 7 7 B & PaxosHistVarNFM18 & G
2 AIMD [ AIMD.tla ] C\Users\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla
@ MC[MCtla] TLA Module
LJMultiPaxos[MultiPaxos,(Ia] 32 (v-**-‘l’*##**#****##‘*3"#!*#****#V*’K#*##****#K*#-‘K!*#****¥-‘¢¥¥¥f¢¥!#*#*#-‘%’***1*#*‘*#*#) A
© MultiPaxosCha [ MultiPaxosCha.tla ] 33 (* Phase 1a: A leader selects a ballot number b and sends a 1la message "5
@ MultiPaxosUs_1 [ MultiPaxosUs.tla ] 34 (* with ballot b to a majority of acceptors. It can do this only if it *)
@ MultiPaxosUs [ MultiPaxosUs.tla | 35 (* has not already sent a 1a message for ballot b. *)
9 PaxosCopy [ PaxosCopy.tla ] 3G (KA A A A A AN A A A A A A A A A A A A A A A A A A AR A AR A A A H KA K AR A F KK KK )
| v i PaxosHistVarNFM18 [ PaxosHistvarNFM 37 Phasela(b) == Send([type |-> "1a", bal |-> b])
v & modules 38
: Naturalsinduction 39 (*#**#*#**#************f&**#**#‘****##**?*****#********#*#**#***#***********#*)
. PaxosHistVarNEM18 40 (* Phase 1b: If an acceptor receives a l1la message with ballot b greater *3
2 TLAPS 41 (* than that of any 1a message to which it has already responded, then it ¥*)
& models 42 (* responds to the request with a promise not to accept any more proposals *)
@ Paxostam [ Paxostamla ] 43 (* for ballots numbered less than b and with the highest-numbered ballot *)
44 (* (if any) for which it has voted for a value and the value it voted for *)
45 (* in that ballot. That promise is made in a 1b message. 3
46 (***************************************************************************)
47 last_voted(a) == LET 2bs == {m \in sent: m.type = "2b" /\ m.acc = a}
48 IN IF 2bs # {} THEN {m \in 2bs: \A m2 \in 2bs: m.bal >= m2.bal}
49 ELSE {[bal |-> -1, val |-> None]}
50
51 Phaselb(a) ==
52 \E m \in sent, r \in last_voted(a):
53
54 pe \in {"1b", "2b"} /\ m2.acc = a => m.bal > m2.bal I
55 /\ Send([type |-> "1b", bal |-> m.bal,
56 maxvBal |-> r.bal, maxval |-> r.val, acc |-> a])
7
28 (***************************************************************************)
59 (* Phase 2a: If the leader receives a response to its 1b message (for *)
60 (* ballot b) from a quorum of acceptors, then it sends a 2a message to all *) v
< > < >
54 : 81 | Spec Status : I pareed
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1b Message Invariant using max

Phaselb(a € A) £

dm € sent, r € mazx _prop(a) :

Am.type = "1a"

AY m2 € senl : m2.lype € {71b", "2b"}A
m2.acc = a = m.bal > m2.bal

€ ASend([type — b7,

ace v+ a, bal ¥ m._ bal,
maxVDBal — r.bal,
maxVal — r.vall)

V' msg € sent. msg.type = “1b" =
V b2 € (msg.maxVBal, msg.bal): 4
‘m € sent.
A m.type = “2b”
/A msg.acc = m.acc
A m.bal =b2

Ty

2bs(a) = {m € sent:m.type = “2b" A m.acc = a)
mazx_prop(a) £

¥ 2hs(a) = O THEN {[bal — =1, val — L]}
ELSE{m € 2bs(a):Vm2 € 2bs(a): m.bal > m2.bal}
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| i Spec Explorer 2% 7 7 B & PaxosHistVarNFM18 = G

2 AIMD [ AIMD.tla ] CA\Users\Sam\Downloads\proofs-master\proofs-master\basic-paxos\PaxosHistVarNFM18.tla

@ MC[MCtla] TLA Module y ;

& MultiPaxos [ MultiPaxos.tla ] 44 (* (if any) for which it has voted for a value and the value it voted for *) 2

& MultiPaxosCha [ MultiPaxosCha.tla ] 45 (* in that ballot. That promise is made in a 1b message. *)

& MultiPaxosUs_1 [ MultiPaxosUs.tla ] 46 (***************************************************************************)

& MultiPaxosUs [ MultiPaxosUs.ta | 47 last_voted(a) == LET 2bs == {m \in sent: m.type = "2b" /\ m.acc = a}

© PaxosCopy [ PaxosCopy.tla ] 48 IN IF 2bs # {} THEN {m \in 2bs: \A m2 \in 2bs: m.bal >= m2.bal}

| v & PaxosHistVarNFM18 [ PaxosHistVarNFM | 4 ELSE {[bal |-> -1, val |-> None]}
v & modules 50
Naturalsinduction 51 Phaselb(a) ==
PaxosHistVarNFM18 52 \E m \in sent, r \in last_voted(a):
% TLAPS 53 /\ m.type = "1a"
= models 54 /\ \Arm2 \in sent: m2.type \in {"1b", "2b"} /\ m2.acc = a => m.bal > m2.bal

3 PaxosLam [ PaxosLam.tla | 55 /\ Send([type |_> "1b", bal |_> m.bal,
56 maxvBal |-> r.bal, maxval |-> r.val, acc |-> a])
2; (***************************************************************************)
59 (* Phase 2a: If the leader receives a response to its 1b message (for *)
60 (* ballot b) from a quorum of acceptors, then it sends a 2a message to all *)
61 (* acceptors for a proposal in ballot b with a value v, where v is the *3

62 (* value of the highest-numbered proposal among the responses, or is any *)

63 (* value if the responses reported no proposals. The leader can send only *)

64 (* one 2a message for any ballot. *)

65 (***###*#*#***i*##*#**#**#ﬁ*#*$#i*****#*##**i*##****####i*##*##*####**#####*)

66 Phase2a(b) ==

67 /\ ~ \E m \in sent : (m.type = "2a") /\ (m.bal = b)

68 /\ \E v \in values, Q \in Quorums, S \in SUBSET {m \in sent : m.type = "1b" /\ m.bal = b}:

69 /\\Aa\in Q : \Em \in S : m.acc = a
70 /J\ \/ \Am\in S : m.maxVvBal = -1
71 \/ \E ¢ \in 0..(b-1) :
79 N A\A m \dan € ¢« m maviiRal -~ -~ 0.
< > < >
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